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Brf Stinsen i Norrképing
769631-2227

Forvaltningsberattelse

Styrelsen fo6r bostadsrattsféreningen Stinsen i Norrkdping, organisationsnummer 769631-2227, avger
harmed foliande drsredovisning for rékenskapsdret 2022-01-01 - 2022-12-31. Om inte annat sdrskilt anges,
redovisas alla belopp i hela kronor.

Verksamheten
Allmant om verksamheften

Foreningens dndamdal ér att framja medlemmarnas ekonomiska infressen genom att i féreningens hus
upplata bostader fér permanent boende och eventuella lokaler &t medlemmarna foér privat nyttjande
utan tidsbegrdnsning. Medlem som innehar bostadsratt kallas bostadsr&ttshavare.

Féreningens sate ar i Norrkdpings kommun.
Foreningen disponerar tomten genom:

Aganderétt

Forsakring
Fastigheten ar forsdkrad via Moderna Forsdkringar.

Styrelse

Ordférande Mats Turesson
Ledamot Tomas Haraldsson
Ledamot Niklas Larsson
Ledamot Ellen Kdallstrand
Ledamot Mia Segerberg
Ledamot Natalia Loguinova
Ledamot Marianella Eriksson
Suppleant Ulrika Hallgren
Suppleant Filip Géransson
Suppleant Lisa Backman

Styrelsen har under &ret héllit 12 sammantraden.
Foreningsstamma

Ordinarie foreningsstdmma holls 2022-05-18
Revisor

Auktoriserad revisor Stefan Gustafsson

Valberedning
Valberedningen har best&tt av Lars-Ake Wester,
sammankallande, och Claes Brussander.
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Information om fastigheten

Féreningens adresser:
Rodgagatan 1, 3, Sveagatan 3, 5, Godsgatan 7,9,11

Nybyggnadsar: 2019
Vardedr: 2019

Fastighetsbeteckning: Mdssingen 3

Bostadsldgenheter

upplatna med bostadsratt

Brf Stinsen i Norrképing
769631-2227

Lokaler
upplatna med hyresratt

Antal Total yta m? Antal Total yta m?
1 rok 5 149 ] 87
2 rok 5 274
3rok 22 1844
4 rok 11 1160
5 rok 1 141
6 rok 2 298
1 rok 10 440
Summa 56 4 306
Totalt antal bostadsldgenheter: 56

Féreningsfragor

Féreningens firma tecknas av styrelsen.
Foreningens firma tecknas av styrelsens ledamoter tvd i forening.

Forvaltning
Ekonomisk férvaltning - FRUBO AB
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Brf Stinsen i Norrképing
769631-2227

Vdsentliga hédndelser under rikenskapsaret

Styrelsen har beslutat om hdjning av avgiften med 25 % infér 2023. Detta med anledning av att delar av
foreningens 1&n, tva tredjedelar (40 MSEK), var féremdl fér omléggning och de rantenivaer som var
mdjliga att erhdlla hade hogre rénta én vid tidigare 1anetilifélle.

Ansékan om bidrag for fordonsladdare till garaget har skickats in. Detta har féregdatts av styrelsens arbete
med att utreda méjligheten och kostnaden for installation av xx antal laddboxar i garaget i enlighet med
beslut pd féregdende Aarsstdmma.

Atgdrder (restanmdrkningar) har utforts efter tidigare utférd tva&drs-besiktning.

Under dret har styrelsen behandlat bland annat féliande fragor:

- Utrett anbringande av elinstallationer for is- och sndsmaltning pé tak och i hangrénnor. Styrelsen har
beslutat att inte genomféra installation dd kostnaden beddms vara fér hog i relation till nyttan. Istéllet har
tilldggsavtal slutits med HSB fastighetsskdtsel om isbek&dmpning vid behov samt att féreningen har
anskaffat varningsmaterial som placeras ut i h&ndelse av risk fér nedfallande is/snd.

- Genomfért dialog och méten angdende utformning m.m. av gemensamhetsanldggningen
Rodgagatan. Resultatet av dialog/mdten ér att nuvarande utformning kvarstdr fills vidare och att
skdtselansvarigt foretag har fatt direktiv om att skdtselplan madste foljas, bl.a. klippning av trdd och buskar.

- Arbetet med att uppféra staket och grindar till innergdrden ér pdborjat genom att anbudsforfrdgan for
att képa in en byggprojektledare ar utskickad.

- L&tit ansluta styrning av belysningen i garaget vilkket innebdr att vi inte férbrukar el i onédan. - Paborjat
verksamhet med “egen fastighetsskotare™ med syfte att hdlla hog kvalitet pd skodtseln av gérd och
fastigheter. Efterhand som avtal fill externa parter |&per ut avser styrelsen utvérdera om mer omfattande
oOvertagande av skdtsel i egen regi kan genomféras.

- En sténdig dialog med OBOS/K&rnhem och NCC om drenden och fragor relaterat till fastighet,
byggnationen, garantier, skdtsel m.m.
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Medlemsinformation

89 medlemmar vid rdkenskapsdrets borjan.
Under dret har medlemsvaxling skett i samband
med att 7 bostadsratter har dverldtits.

11 medlemmar har uttrétt ur féreningen.

10 medlemmar har upptagits.

Brf Stinsen i Norrkdping

56 bostadsratter

88 medlemmar vid rakenskapsarets slut

769631-2227

Flerarsoversikt

2022 2021 2020 2019
Nettoomsé&ttning, tkr 3810 3874 3699 557
Resultat efter finansiella poster, tkr -228 -177 211 326
Soliditet’, % 72 72 71 70
Balansomslutning, tkr 216 820 217 751 218 687 223090
' Justerat eget kapital i procent av balansomslutning

Intakter Kostnader
ovriga Rantekostnader

intdkter

Hyresintdkter
lokal

Hyresint&kter
garage & p-

plats

Arsc:vgiﬁer

Driftskostnader

Personalkostnader

kosthader

Awskrivningar
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Forandringar i eget kapital

Brf Stinsen i Norrképing
769631-2227

Insatser Fond for yttre Balanserat Arets
underhall resultat  resultat

Belopp vid drets ingdng 155 578 000 175000 361823 -176 674
Resultatdisposition enligt stdmman.
Reservering fond for yttre underhdill 179 000 -179 000
Balanseras i ny r&kning -176 674 176 674
Arets resultat -228 378
Belopp vid arets utgdng 155 578 000 354 000 6149 -228 378
Resultatdisposition
Till féreningsstdmmans férfogande star féljande medel:
Balanserat resultat 6 149
Arets resultat -228 378
Totalt -222 229
Styrelsen foreslar att medlen disponeras enligt féljande:
Till féreningens fond for yttre underhdll avsattes 182 000
Balanseras i ny r&kning -404 229
Totalt -222 229
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Brf Stinsen i Norrképing

769631-2227

(X} )
Resultatrakning

1 januari - 31 december Not 2022 2021
RORELSEINTAKTER

Nettoomsattning / 3 809 630 3 873 602
Ovriga rérelseintdkter 63 490 503 638
Summa Rorelseintdkter 3873120 4 377 240
RORELSEKOSTNADER

Driftkostnader 2 -1797 482 -2 176 830
Ovriga externa kostnader 3 -195 590 -286 911
Personalkostnader 4 -125111 -93 833
Avskrivningar -1 388 412 -1 392 280
Summa Rorelsekostnader -3 506 595 -3 949 854
RORELSERESULTAT 366 525 427 386
FINANSIELLA POSTER

Ovriga ranteintdékter och liknande resultatposter 1088 754
Rantekostnader och liknande resultatposter -595 991 -604 814
Summa Finansiella poster -594 903 -604 060
RESULTAT EFTER FINANSIELLA POSTER -228 378 -176 674
RESULTAT FORE SKATT -228 378 -176 674
ARETS RESULTAT -228 378 -176 674
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Brf Stinsen i Norrkdping

769631-2227

[X) °

Balansrakning

TILLGANGAR Not 2022-12-31 2021-12-31
ANLAGGNINGSTILLGANGAR

Materiella anléggningstillgangar

Byggnader och mark 5 213 849 368 215235200
Inventarier, verktyg och installationer 6 9 443 12 023
Summa materiella anldggningstillgangar 213 858 811 215 247 223
Finansiella anlaggningstillgangar

Andelar i koncernféretag 7.8 50 000 50 000
Summa finansiella anléggningstillgadngar 50 000 50 000
SUMMA ANLAGGNINGSTILLGANGAR 213 908 811 215297 223
OMSATININGSTILLGANGAR

Kortfristiga fordringar

Avgifts- och hyresfordringar 461 398 256 054
Ovriga fordringar 2869 868
Forutbetalda kostnader och upplupna intékter 4 41 525 67777
Summa kortfristiga fordringar 505 792 324 699
Kassa och bank

Kassa och bank 2 405 635 2128 685
Summa kassa och bank 2 405 635 2128 685
SUMMA OMSATTNINGSTILLGANGAR 2911 427 2453 384
SUMMA TILLGANGAR 216 820 238 217 750 607
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Brf Stinsen i Norrkdping

769631-2227

[ X) °
Balansrakning

EGET KAPITAL OCH SKULDER Not 2022-12-31 2021-12-31
EGET KAPITAL

Bundet eget kapital

Medlemsinsatser 155 578 000 155 578 000
Fond for yttre underhdll 354 000 175 000
Summa bundet eget kapital 155 932 000 155 753 000
Fritt eget kapital

Balanserat resultat 6149 361823
Arets resultat -228 378 -176 674
Summa fritt eget kapital -222 229 185 149
SUMMA EGET KAPITAL 155 709 771 155 938 149
Langfristiga skulder

Skulder fill kreditinstitut 10 39 857 861 40 690 397
Summa langfristiga skulder 39 857 861 40 690 397
Kortfristiga skulder

Skulder fill kreditinstitut 10 20 604 884 20396744
Leverantorsskulder 134 083 211 047
Skatteskulder 47 152 41 830
Ovriga skulder 13 943 30 865
Upplupna kostnader och férutbetalda intékter 11 452 544 441 575
Summa korffristiga skulder 21 252 606 21 122 061
SUMMA EGET KAPITAL OCH SKULDER 216 820 238 217 750 607
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Noter

Redovisningsprinciper

Brf Stinsen i Norrképing
769631-2227

Arsredovisningen &r uppréttad i enlighet med arsredovisningslagen och Bokféringsnédmndens allmdnna

rad (BFNAR 2016:10) om arsredovisning i mindre féretag (K2).

Avskrivning
Tillbmpade avskrivningstider:

Anldggningstillgdng Nyttiandeperiod (Gr) Avskrivning (%)

Byggnad 120 0,833

Not 1. Nelftoomsattning 2022 2021
Arsavgifter bostéder 2938 512 2967 691
Neds&ttning arsavgifter 0 -14 604
Hyresintakter lokaler 152 052 147 900
Hyresintékter garage och p-platser 330 600 347 704
Kabel-TV 136 416 136 822
Bredband 0 -203
Debiterade vatten- och energikostnader 15 456 11 638
Debiterade vattenkostnader 126 495 151181
Debiterade elkostnader 110 099 122015
Debiterade varmekostnader 0 3864
Ovriga avgifts- och hyresbortfall 0 -406
Totalt nettoomsattning 3 809 630 3 873 602
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Brf Stinsen i Norrképing
769631-2227

Not 2. Driftkostnader 2022 2021
Fastighetsel 275109 283714
Uppvarmning 351783 319 596
Vatten och avlopp 98 344 85169
Sophdmtning 101 864 75677
Obligatorisk ventilationskontroll, OVK 17 938 0
Service varmeanldggning 7 952 0
Grundavtal hiss 33 240 33 240
Hissbesiktning 5971 5869
Energideklaration 0 9 000
Ovrig funktionell anldggningsservice 1260 0
Grovsopor/atervinning 0 3503
Fastighetsskotsel 139 079 175315
Fastighetsskotsel extra 8 897 16 483
Fastighetsstéd extra 14 379 24 829
Teknisk forvaltning 23 856 7 813
Tradgdrdsskotsel 33813 14096
Snérdjning/sandning 25 445 73023
Bevakningskostnader 58 689 48 868
Bredband 89 751 86 430
v 25 686 87 476
Forsakring 63 225 51855
Fastighetsavgift/fastighetsskatt 69 260 41 830
Férbrukningsmaterial 0 2138
Foérbrukningsinventarier 4677 24762
Ovriga driftkostnader 5 400 0
Reparation och underhall 24 880 30780
Reparation och underhdll portar och I&s 124 617 599 770
Reparation och underhdll hiss 72 684 2293
Reparation och underhdll hyresldgenheter 0 4243
Reparation och underhdll garage och p-platser 22 136 22011
Reparation och underhdll el 0 2808
Reparation och underhdll VVS 0 5059
Reparation och underhdll ventilation 7813 9763
Reparation och underhdll gérd/trédgadrd 76188 18 383
Reparation- och underhdllsmaterial 2 894 11034
Reparation gemensamma utrymmen 8 850 0
Reparation tak 1 803 0
Totalt driftkostnader 1797 482 2176 830
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Brf Stinsen i Norrképing

769631-2227

Not 3. Ovriga externa kostnader 2022 2021
Féreningsstdmma 10790 8750
Medlems- och féreningsavgifter 0 6210
Arvode ekonomisk férvaltning 93576 89 880
Extra ekonomisk férvaltning 2250 18 083
Revisionsarvode 12 500 36 375
Webbsida 306 8 006
Telefon 3104 2328
Konsultarvode 19 599 78 300
Bankkostnader 4161 5923
Inkassokostnader 90 1095
Ovriga administrativa kostnader 800 3836
Féreningsomkostnader 3 864 9 290
Ovriga kostnader 44 550 18 835
Totalt 6vriga externa kostnader 195 590 286 911
Not 4. Personalkostnader 2022 2021
Styrelsearvode 95 200 71 400
Sociala kostnader 29 911 22 433
Totalt personalkostnader 125111 93 833
Not 5. Byggnader och mark 2022-12-31 2021-12-31
Ackumulerade anskaffningsvdrden
Anskaffningsvérde byggnad 166 968 000 166 968 000
Anskaffningsvérde mark 51 050 000 51 050 000
Utgdende anskaffningsvédrden 218 018 000 218 018 000
Ackumulerade avskrivningar
Ingdende avskrivningar - 2782800 - 1391 400
Arets avskrivningar - 1385832 - 1391 400
Utgdende avskrivningar -4 168 632 -2 782 800
Utgaende redovisat varde 213 849 368 215 235 200
Taxeringsvérden
Taxeringsvarde byggnader 105 986 000 82 203 000
Taxeringsvarde mark 23 797 000 27 240 000
129 783 000 109 443 000
Uppdelning av taxeringsvdrde
Bost&der 125 600 000 106 000 000
Lokaler 4183 000 3 443 000
129 783 000 109 443 000
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Not é. Inventarier, verktyg och installationer, utgdende

Brf Stinsen i Norrképing

769631-2227

redovisat vdarde 2022-12-31 2021-12-31
Ackumulerade anskaffningsvdrden

Ing&ende anskaffningsvarden 12 903 0
Inkép 0 12 903
Utgaende anskaffningsvéarden 12 903 12 903
Ackumulerade avskrivningar

Ing&ende avskrivningar - 880 0
Arets avskrivningar -2 580 - 880
Utgaende avskrivningar -3460 -880
Utgdende redovisat vérde 9 443 12 023
Not 7. Andelar i koncernforetag 2022-12-31 2021-12-31
Ackumulerade anskaffningsvdrden

Ingdende anskaffningsvarden 50 000 50 000
Utgdende anskaffningsvédrden 50 000 50 000
Utgaende redovisat varde 50 000 50 000
Not 8. Specifikation andelar i koncern- och intresseféretag 2022-12-31 2021-12-31
Specifikation av bolagets innehav av aktier och andelar i

koncernféretag.

Agarandelen av kapitalet avses, viket dven dverensstdmmer med

andelen av résterna i totalt antal aktier.

Andelen aktier 500 stycken.

Beskrivning Org.nr

Garagebolaget Stinser 559041-6375 Norrképing

Antal andelar, % 100 100
Redovisat vérde 50 000 50 000
Andelar i 6vriga foretag

Not 9. Forutbetalda kostnader och upplupna intakter 2022-12-31 2021-12-31
Moderna 22 833 17 561
Bostadsratterna 6310 0
FRUBO AB 8157 7798
Securitas 0 4 488
Byggbeslag 0 20 430
Hyresintdkt Garagebolaget 0 17 500
Svenska Virtuella 4225 0
Summa 41 525 67777
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Not 10. Skulder till kreditinstitut

Brf Stinsen i Norrképing

769631-2227

Danske Bank 1302-01-08217
Danske Bank 1302-01-08209
Danske Bank 1302-01-24557
Danske Bank 1302-01-33246
Kort del av I&ngfristig skuld

Summa skulder till kreditinstitut

Kortfristig del av skulder fill kreditinstitut

Villkors- Rdntesats Belopp Belopp
dandringsdag 2022-12-31 2022-12-31 2021-12-31
2024-12-30 1,34 % 20 137 545 20 345 685

0 20344712

2023-03-31 0.47 % 20188 616 20 396 744
2024-01-31 3.55% 20 136 584 0

0 0

60 462 745 61087 141

-20 604 884 -20 396 744

39 857 861 40 690 397

De skulder som férfaller kommande dr avses att fériéngas i takt med att de I6per ut, de redovisas darfor

som l&ngfristiga skulder.

Skulder som forfaller inom 5 ar berdknas till 57 340 765 kr

Not 11. Upplupna kostnader och férutbetalda intakter 2022-12-31 2021-12-31
HSB 0 1623
SUEZ 4086 3 461
Goteborgs Energi 11086 10786
E.on Varme 52 652 66 320
E.on El 17 489 15571
Structor 0 26 305
Telia Bredband 0 16 070
Telia TV 0 7018
Forskottsbetald avgift / hyra 347 231 274 421
Revisionsarvode 20 000 20 000
Summa 452 544 441 575
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Brf Stinsen i Norrképing

769631-2227

Not 12. Stdllda sdkerheter 2022-12-31 2021-12-31
Stéllda panter och sdkerheter 62 440 000 62 440 000
Summa: 62 440 000 62 440 000
Underskrifter

Norrk&ping den / 2023

Mats Turesson

Niklas Larsson

Mia Segerberg

Marianella Eriksson

Var revisionsberdttelse har Idmnats 2023 -

Stefan Gustafsson

Tomas Haraldsson

Ellen Kallstrand

Natalia Loguinova
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Revisionsberittelse

Till foreningsstimman i Brf Stinsen i Norrkoping
Org.nr 769631-2227

Rapport om arsredovisningen

Uttalanden
Jag har utfort en revision av arsredovisningen for Brf Stinsen i Norrkoping for rakenskapséret 2022.

Enligt min uppfattning har arsredovisningen upprittats i enlighet med arsredovisningslagen och ger en i alla
viasentliga avseenden rittvisande bild av féreningens finansiella stdllning per den 2022-12-31 och av dess
finansiella resultat for aret enligt arsredovisningslagen. Forvaltningsberittelsen ar forenlig med
arsredovisningens Ovriga delar.

Jag tillstyrker dérfor att foreningsstdmman faststéller resultatrikningen och balansrikningen for foreningen.

Grund for uttalanden

Jag har utfort revisionen enligt International Standards on Auditing (ISA) och god revisionssed i Sverige.
Mitt ansvar enligt dessa standarder beskrivs ndrmare i avsnittet Revisorns ansvar. Jag ar oberoende i
forhéllande till foreningen enligt god revisorssed i Sverige och har i 6vrigt fullgjort mitt yrkesetiska ansvar
enligt dessa krav.

Jag anser att de revisionsbevis jag har inhdmtat &r tillrdckliga och dndamalsenliga som grund for mina
uttalanden.

Styrelsens ansvar

Det dr styrelsen som har ansvaret for att arsredovisningen uppréttas och att den ger en rittvisande bild enligt
arsredovisningslagen. Styrelsen ansvarar dven for den interna kontroll som de beddmer &r nédvéndig for att
uppritta en arsredovisning som inte innehaller ndgra vésentliga felaktigheter, vare sig dessa beror pa
oegentligheter eller misstag,.

Vid upprattandet av arsredovisningen ansvarar styrelsen for beddmningen av foreningens forméga att
fortsdtta verksamheten. De upplyser, nar sé ar tillimpligt, om foérhallanden som kan paverka formégan att
fortsdtta verksamheten och att anvidnda antagandet om fortsatt drift. Antagandet om fortsatt drift tillimpas
dock inte om beslut har fattats om att avveckla verksamheten.

Revisorns ansvar

Mina mal &r att uppna en rimlig grad av sdkerhet om huruvida arsredovisningen som helhet inte innehéller
nagra vasentliga felaktigheter, vare sig dessa beror pa oegentligheter eller misstag, och att lamna en
revisionsberittelse som innehaller mina uttalanden. Rimlig sdkerhet &r en hog grad av sékerhet, men &r ingen
garanti fOr att en revision som utfors enligt ISA och god revisionssed i Sverige alltid kommer att upptécka en
viasentlig felaktighet om en sadan finns. Felaktigheter kan uppsta pa grund av oegentligheter eller misstag
och anses vara vésentliga om de enskilt eller tillsammans rimligen kan forvéntas paverka de ekonomiska
beslut som anvéndare fattar med grund i arsredovisningen.

Som del av en revision enligt ISA anvinder jag professionellt omdéme och har en professionellt skeptisk
instéllning under hela revisionen. Dessutom:
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- identifierar och beddmer jag riskerna for vésentliga felaktigheter i &rsredovisningen, vare sig dessa beror pa
oegentligheter eller misstag, utformar och utfor granskningsatgirder bland annat utifrén dessa risker och
inhdmtar revisionsbevis som ar tillrickliga och dndamalsenliga for att utgdéra en grund fér mina uttalanden.
Risken for att inte uppticka en vésentlig felaktighet till foljd av oegentligheter &r hogre &n for en visentlig
felaktighet som beror pd misstag, eftersom oegentligheter kan innefatta agerande i maskopi, férfalskning,
avsiktliga utelamnanden, felaktig information eller dsidoséttande av intern kontroll.

- skaffar jag mig en fOrstaelse av den del av foreningens interna kontroll som har betydelse fér min revision
for att utforma granskningsétgirder som ér lampliga med hénsyn till omstdndigheterna, men inte for att uttala
mig om effektiviteten i den interna kontrollen.

- utvarderar jag lampligheten i de redovisningsprinciper som anvédnds och rimligheten i styrelsens
uppskattningar i redovisningen och tillhérande upplysningar.

- drar jag en slutsats om lampligheten i att styrelsen anvénder antagandet om fortsatt drift vid uppréttandet av
arsredovisningen. Jag drar ocksa en slutsats, med grund i de inhdmtade revisionsbevisen, om huruvida det
finns ndgon visentlig osékerhetsfaktor som avser sddana héndelser eller forhéllanden som kan leda till
betydande tvivel om foreningens formaga att fortsitta verksamheten. Om jag drar slutsatsen att det finns en
vésentlig osékerhetsfaktor, maste jag i revisionsberittelsen fasta uppmarksamheten pé upplysningarna i
arsredovisningen om den visentliga osékerhetsfaktorn eller, om sddana upplysningar &r otillrackliga,
modifiera uttalandet om arsredovisningen. Mina slutsatser baseras pa de revisionsbevis som inhdmtas fram
till datumet for revisionsberéttelsen. Dock kan framtida héndelser eller forhallanden gora att en forening inte
langre kan fortsétta verksamheten.

- utvérderar jag den Overgripande presentationen, strukturen och innehallet i &rsredovisningen, déribland
upplysningarna, och om arsredovisningen aterger de underliggande transaktionerna och hindelserna pa ett
sétt som ger en réttvisande bild.

Jag maste informera styrelsen om bland annat revisionens planerade omfattning och inriktning samt
tidpunkten for den. Jag maste ocksa informera om betydelsefulla iakttagelser under revisionen, dédribland de
eventuella betydande brister i den interna kontrollen som jag identifierat.

Rapport om andra krav enligt lagar och andra forfattningar

Uttalanden

Utdver min revision av arsredovisningen har jag dven utfort en revision av styrelsens forvaltning for Brf
Stinsen i Norrkdping for rdkenskapsaret 2022 samt av forslaget till dispositioner betréffande féreningens
vinst eller forlust.

Jag tillstyrker att foreningsstémman disponerar vinsten enligt forslaget i forvaltningsberéttelsen och beviljar
styrelsens ledamoter ansvarsfrihet for rakenskapsaret.

Grund for uttalanden

Jag har utfort revisionen enligt god revisionssed i Sverige. Mitt ansvar enligt denna beskrivs ndrmare i
avsnittet Revisorns ansvar. Jag ér oberoende i forhédllande till foreningen enligt god revisorssed i Sverige och
har 1 ovrigt fullgjort mitt yrkesetiska ansvar enligt dessa krav.

Jag anser att de revisionsbevis jag har inhdmtat &r tillrickliga och dndamalsenliga som grund for mina
uttalanden.
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Styrelsens ansvar

Det ér styrelsen som har ansvaret for forslaget till dispositioner betraffande foreningens vinst eller forlust.
Vid forslag till utdelning innefattar detta bland annat en bedomning av om utdelningen ar forsvarlig med
hénsyn till de krav som foreningens verksamhetsart, omfattning och risker stéller pa storleken av féreningens
egna kapital, konsolideringsbehov, likviditet och stillning i dvrigt.

Styrelsen ansvarar for foreningens organisation och forvaltningen av féreningens angelédgenheter. Detta
innefattar bland annat att fortldpande bedoma foéreningens ekonomiska situation och att tillse att foreningens
organisation dr utformad sé att bokforingen, medelsforvaltningen och foreningens ekonomiska
angeldgenheter i 6vrigt kontrolleras pa ett betryggande sitt.

Revisorns ansvar

Mitt mal betraffande revisionen av forvaltningen, och ddrmed mitt uttalande om ansvarsfrihet, r att inhdmta
revisionsbevis for att med en rimlig grad av sékerhet kunna beddma om négon styrelseledamot i ndgot
viasentligt avseende:

- foretagit ndgon atgérd eller gjort sig skyldig till ndgon férsummelse som kan foranleda
ersittningsskyldighet mot foreningen, eller

- pa ndgot annat sétt handlat i strid med bostadsrittslagen, tillampliga delar av lagen om ekonomiska
foreningar, arsredovisningslagen eller stadgarna.

Mitt mal betraffande revisionen av forslaget till dispositioner av foreningens vinst eller forlust, och ddrmed
mitt uttalande om detta, &r att med rimlig grad av sékerhet bedoma om forslaget ar forenligt med
bostadsréttslagen.

Rimlig sikerhet dr en hog grad av sékerhet, men ingen garanti for att en revision som utfors enligt god
revisionssed 1 Sverige alltid kommer att uppticka atgérder eller forsummelser som kan foranleda
erséttningsskyldighet mot foreningen, eller att ett forslag till dispositioner av foreningens vinst eller forlust
inte ar forenligt med bostadsrattslagen.

Som en del av en revision enligt god revisionssed i Sverige anvéinder jag professionellt omdome och har en
professionellt skeptisk instéllning under hela revisionen. Granskningen av forvaltningen och forslaget till
dispositioner av foreningens vinst eller forlust grundar sig frimst pé revisionen av rikenskaperna. Vilka
tillkommande granskningsétgirder som utfors baseras pa min professionella bedémning med utgangspunkt i
risk och vésentlighet. Det innebar att jag fokuserar granskningen pa sadana atgérder, omraden och
forhallanden som dr vésentliga for verksamheten och dér avsteg och dvertridelser skulle ha sarskild
betydelse for foreningens situation. Jag gr igenom och provar fattade beslut, beslutsunderlag, vidtagna
atgdrder och andra forhallanden som ér relevanta for mitt uttalande om ansvarsfrihet. Som underlag for mitt
uttalande om styrelsens forslag till dispositioner betriffande foreningens vinst eller forlust har jag granskat
om forslaget dr forenligt med bostadsrittslagen.

Norrkoping den

Stefan Gustafsson
Auktoriserad revisor
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Brf Stinsen i Norrképing
769631-2227

Forvaltningsberattelse

Styrelsen fo6r bostadsrattsféreningen Stinsen i Norrkdping, organisationsnummer 769631-2227, avger
harmed foliande drsredovisning for rékenskapsdret 2022-01-01 - 2022-12-31. Om inte annat sdrskilt anges,
redovisas alla belopp i hela kronor.

Verksamheten
Allmant om verksamheften

Foreningens dndamdal ér att framja medlemmarnas ekonomiska infressen genom att i féreningens hus
upplata bostader fér permanent boende och eventuella lokaler &t medlemmarna foér privat nyttjande
utan tidsbegrdnsning. Medlem som innehar bostadsratt kallas bostadsr&ttshavare.

Féreningens sate ar i Norrkdpings kommun.
Foreningen disponerar tomten genom:

Aganderétt

Forsakring
Fastigheten ar forsdkrad via Moderna Forsdkringar.

Styrelse

Ordférande Mats Turesson
Ledamot Tomas Haraldsson
Ledamot Niklas Larsson
Ledamot Ellen Kdallstrand
Ledamot Mia Segerberg
Ledamot Natalia Loguinova
Ledamot Marianella Eriksson
Suppleant Ulrika Hallgren
Suppleant Filip Géransson
Suppleant Lisa Backman

Styrelsen har under &ret héllit 12 sammantraden.
Foreningsstamma

Ordinarie foreningsstdmma holls 2022-05-18
Revisor

Auktoriserad revisor Stefan Gustafsson

Valberedning
Valberedningen har best&tt av Lars-Ake Wester,
sammankallande, och Claes Brussander.
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Information om fastigheten

Féreningens adresser:
Rodgagatan 1, 3, Sveagatan 3, 5, Godsgatan 7,9,11

Nybyggnadsar: 2019
Vardedr: 2019

Fastighetsbeteckning: Mdssingen 3

Bostadsldgenheter

upplatna med bostadsratt

Brf Stinsen i Norrképing
769631-2227

Lokaler
upplatna med hyresratt

Antal Total yta m? Antal Total yta m?
1 rok 5 149 ] 87
2 rok 5 274
3rok 22 1844
4 rok 11 1160
5 rok 1 141
6 rok 2 298
1 rok 10 440
Summa 56 4 306
Totalt antal bostadsldgenheter: 56

Féreningsfragor

Féreningens firma tecknas av styrelsen.
Foreningens firma tecknas av styrelsens ledamoter tvd i forening.

Forvaltning
Ekonomisk férvaltning - FRUBO AB
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Vdsentliga hédndelser under rikenskapsaret

Styrelsen har beslutat om hdjning av avgiften med 25 % infér 2023. Detta med anledning av att delar av
foreningens 1&n, tva tredjedelar (40 MSEK), var féremdl fér omléggning och de rantenivaer som var
mdjliga att erhdlla hade hogre rénta én vid tidigare 1anetilifélle.

Ansékan om bidrag for fordonsladdare till garaget har skickats in. Detta har féregdatts av styrelsens arbete
med att utreda méjligheten och kostnaden for installation av xx antal laddboxar i garaget i enlighet med
beslut pd féregdende Aarsstdmma.

Atgdrder (restanmdrkningar) har utforts efter tidigare utférd tva&drs-besiktning.

Under dret har styrelsen behandlat bland annat féliande fragor:

- Utrett anbringande av elinstallationer for is- och sndsmaltning pé tak och i hangrénnor. Styrelsen har
beslutat att inte genomféra installation dd kostnaden beddms vara fér hog i relation till nyttan. Istéllet har
tilldggsavtal slutits med HSB fastighetsskdtsel om isbek&dmpning vid behov samt att féreningen har
anskaffat varningsmaterial som placeras ut i h&ndelse av risk fér nedfallande is/snd.

- Genomfért dialog och méten angdende utformning m.m. av gemensamhetsanldggningen
Rodgagatan. Resultatet av dialog/mdten ér att nuvarande utformning kvarstdr fills vidare och att
skdtselansvarigt foretag har fatt direktiv om att skdtselplan madste foljas, bl.a. klippning av trdd och buskar.

- Arbetet med att uppféra staket och grindar till innergdrden ér pdborjat genom att anbudsforfrdgan for
att képa in en byggprojektledare ar utskickad.

- L&tit ansluta styrning av belysningen i garaget vilkket innebdr att vi inte férbrukar el i onédan. - Paborjat
verksamhet med “egen fastighetsskotare™ med syfte att hdlla hog kvalitet pd skodtseln av gérd och
fastigheter. Efterhand som avtal fill externa parter |&per ut avser styrelsen utvérdera om mer omfattande
oOvertagande av skdtsel i egen regi kan genomféras.

- En sténdig dialog med OBOS/K&rnhem och NCC om drenden och fragor relaterat till fastighet,
byggnationen, garantier, skdtsel m.m.
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Medlemsinformation

89 medlemmar vid rdkenskapsdrets borjan.
Under dret har medlemsvaxling skett i samband
med att 7 bostadsratter har dverldtits.

11 medlemmar har uttrétt ur féreningen.

10 medlemmar har upptagits.

Brf Stinsen i Norrkdping
769631-2227

56 bostadsratter

88 medlemmar vid rakenskapsarets slut

Flerarsoversikt
2022 2021 2020 2019
Nettoomsé&ttning, tkr 3810 3874 3699 557
Resultat efter finansiella poster, tkr -228 -177 211 326
Soliditet’, % 72 72 71 70
Balansomslutning, tkr 216 820 217 751 218 687 223090
' Justerat eget kapital i procent av balansomslutning
Intakter Kostnader
C")Vrigc:
Intékter Rantekostnader

Hyresintdkter
lokal

Hyresint&kter
garage & p-

plats

Arsc:vgiﬁer

Personalkostnader Driffskostnader

kosthader

Awskrivningar
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Forandringar i eget kapital

Brf Stinsen i Norrképing
769631-2227

Insatser Fond for yttre Balanserat Arets
underhall resultat  resultat

Belopp vid drets ingdng 155 578 000 175000 361823 -176 674
Resultatdisposition enligt stdmman.
Reservering fond for yttre underhdill 179 000 -179 000
Balanseras i ny r&kning -176 674 176 674
Arets resultat -228 378
Belopp vid arets utgdng 155 578 000 354 000 6149 -228 378
Resultatdisposition
Till féreningsstdmmans férfogande star féljande medel:
Balanserat resultat 6 149
Arets resultat -228 378
Totalt -222 229
Styrelsen foreslar att medlen disponeras enligt féljande:
Till féreningens fond for yttre underhdll avsattes 182 000
Balanseras i ny r&kning -404 229
Totalt -222 229
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(X} )
Resultatrakning

1 januari - 31 december Not 2022 2021
RORELSEINTAKTER

Nettoomsattning / 3 809 630 3 873 602
Ovriga rérelseintdkter 63 490 503 638
Summa Rorelseintdkter 3873120 4 377 240
RORELSEKOSTNADER

Driftkostnader 2 -1797 482 -2 176 830
Ovriga externa kostnader 3 -195 590 -286 911
Personalkostnader 4 -125111 -93 833
Avskrivningar -1 388 412 -1 392 280
Summa Rorelsekostnader -3 506 595 -3 949 854
RORELSERESULTAT 366 525 427 386
FINANSIELLA POSTER

Ovriga ranteintdékter och liknande resultatposter 1088 754
Rantekostnader och liknande resultatposter -595 991 -604 814
Summa Finansiella poster -594 903 -604 060
RESULTAT EFTER FINANSIELLA POSTER -228 378 -176 674
RESULTAT FORE SKATT -228 378 -176 674
ARETS RESULTAT -228 378 -176 674
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[X) °
Balansrakning

TILLGANGAR Not 2022-12-31 2021-12-31
ANLAGGNINGSTILLGANGAR

Materiella anléggningstillgangar

Byggnader och mark 5 213 849 368 215235200
Inventarier, verktyg och installationer 6 9 443 12 023
Summa materiella anldggningstillgangar 213 858 811 215 247 223
Finansiella anlaggningstillgangar

Andelar i koncernféretag 7.8 50 000 50 000
Summa finansiella anléggningstillgadngar 50 000 50 000
SUMMA ANLAGGNINGSTILLGANGAR 213 908 811 215297 223
OMSATININGSTILLGANGAR

Kortfristiga fordringar

Avgifts- och hyresfordringar 461 398 256 054
Ovriga fordringar 2869 868
Forutbetalda kostnader och upplupna intékter 4 41 525 67777
Summa kortfristiga fordringar 505 792 324 699
Kassa och bank

Kassa och bank 2 405 635 2128 685
Summa kassa och bank 2 405 635 2128 685
SUMMA OMSATTNINGSTILLGANGAR 2911 427 2453 384
SUMMA TILLGANGAR 216 820 238 217 750 607
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[ X) °
Balansrakning
EGET KAPITAL OCH SKULDER Not 2022-12-31 2021-12-31
EGET KAPITAL
Bundet eget kapital
Medlemsinsatser 155 578 000 155 578 000
Fond for yttre underhdll 354 000 175 000
Summa bundet eget kapital 155 932 000 155 753 000
Fritt eget kapital
Balanserat resultat 6 149 361823
Arets resultat -228 378 -176 674
Summa fritt eget kapital -222 229 185 149
SUMMA EGET KAPITAL 155 709 771 155 938 149
Langfristiga skulder
Skulder fill kreditinstitut 10 39 857 861 40 690 397
Summa langfristiga skulder 39 857 861 40 690 397
Kortfristiga skulder
Skulder fill kreditinstitut 10 20 604 884 20396744
Leverantorsskulder 134 083 211 047
Skatteskulder 47 152 41 830
Ovriga skulder 13 943 30 865
Upplupna kostnader och férutbetalda intékter 11 452 544 441 575
Summa korffristiga skulder 21 252 606 21 122 061
SUMMA EGET KAPITAL OCH SKULDER 216 820 238 217 750 607
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Noter

Redovisningsprinciper

Brf Stinsen i Norrképing
769631-2227

Arsredovisningen &r uppréttad i enlighet med arsredovisningslagen och Bokféringsnédmndens allmdnna

rad (BFNAR 2016:10) om arsredovisning i mindre féretag (K2).

Avskrivning
Tillbmpade avskrivningstider:

Anldggningstillgdng Nyttiandeperiod (Gr) Avskrivning (%)

Byggnad 120 0,833

Not 1. Nelftoomsattning 2022 2021
Arsavgifter bostéder 2938 512 2967 691
Neds&ttning arsavgifter 0 -14 604
Hyresintakter lokaler 152 052 147 900
Hyresintékter garage och p-platser 330 600 347 704
Kabel-TV 136 416 136 822
Bredband 0 -203
Debiterade vatten- och energikostnader 15 456 11 638
Debiterade vattenkostnader 126 495 151181
Debiterade elkostnader 110 099 122015
Debiterade varmekostnader 0 3864
Ovriga avgifts- och hyresbortfall 0 -406
Totalt nettoomsattning 3 809 630 3 873 602
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Not 2. Driftkostnader 2022 2021
Fastighetsel 275109 283714
Uppvarmning 351783 319 596
Vatten och avlopp 98 344 85169
Sophdmtning 101 864 75677
Obligatorisk ventilationskontroll, OVK 17 938 0
Service varmeanldggning 7 952 0
Grundavtal hiss 33 240 33 240
Hissbesiktning 5971 5869
Energideklaration 0 9 000
Ovrig funktionell anldggningsservice 1260 0
Grovsopor/atervinning 0 3503
Fastighetsskotsel 139 079 175315
Fastighetsskotsel extra 8 897 16 483
Fastighetsstéd extra 14 379 24 829
Teknisk forvaltning 23 856 7 813
Tradgdrdsskotsel 33813 14096
Snérdjning/sandning 25 445 73023
Bevakningskostnader 58 689 48 868
Bredband 89 751 86 430
v 25 686 87 476
Forsakring 63 225 51855
Fastighetsavgift/fastighetsskatt 69 260 41 830
Férbrukningsmaterial 0 2138
Foérbrukningsinventarier 4677 24762
Ovriga driftkostnader 5 400 0
Reparation och underhall 24 880 30780
Reparation och underhdll portar och I&s 124 617 599 770
Reparation och underhdll hiss 72 684 2293
Reparation och underhdll hyresldgenheter 0 4243
Reparation och underhdll garage och p-platser 22 136 22011
Reparation och underhdll el 0 2808
Reparation och underhdll VVS 0 5059
Reparation och underhdll ventilation 7813 9763
Reparation och underhdll gérd/trédgadrd 76188 18 383
Reparation- och underhdllsmaterial 2 894 11034
Reparation gemensamma utrymmen 8 850 0
Reparation tak 1 803 0
Totalt driftkostnader 1797 482 2176 830
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Not 3. Ovriga externa kostnader 2022 2021
Féreningsstdmma 10790 8750
Medlems- och féreningsavgifter 0 6210
Arvode ekonomisk férvaltning 93576 89 880
Extra ekonomisk férvaltning 2250 18 083
Revisionsarvode 12 500 36 375
Webbsida 306 8 006
Telefon 3104 2328
Konsultarvode 19 599 78 300
Bankkostnader 4161 5923
Inkassokostnader 90 1095
Ovriga administrativa kostnader 800 3836
Féreningsomkostnader 3 864 9 290
Ovriga kostnader 44 550 18 835
Totalt 6vriga externa kostnader 195 590 286 911
Not 4. Personalkostnader 2022 2021
Styrelsearvode 95 200 71 400
Sociala kostnader 29 911 22 433
Totalt personalkostnader 125111 93 833
Not 5. Byggnader och mark 2022-12-31 2021-12-31
Ackumulerade anskaffningsvdrden
Anskaffningsvérde byggnad 166 968 000 166 968 000
Anskaffningsvérde mark 51 050 000 51 050 000
Utgdende anskaffningsvédrden 218 018 000 218 018 000
Ackumulerade avskrivningar
Ingdende avskrivningar - 2782800 - 1391 400
Arets avskrivningar - 1385832 - 1391 400
Utgdende avskrivningar -4 168 632 -2 782 800
Utgaende redovisat varde 213 849 368 215 235 200
Taxeringsvérden
Taxeringsvarde byggnader 105 986 000 82 203 000
Taxeringsvarde mark 23 797 000 27 240 000
129 783 000 109 443 000
Uppdelning av taxeringsvdrde
Bost&der 125 600 000 106 000 000
Lokaler 4183 000 3 443 000
129 783 000 109 443 000
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Not é. Inventarier, verktyg och installationer, utgdende

Brf Stinsen i Norrképing
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redovisat vdarde 2022-12-31 2021-12-31
Ackumulerade anskaffningsvdrden

Ing&ende anskaffningsvarden 12 903 0
Inkép 0 12 903
Utgaende anskaffningsvéarden 12 903 12 903
Ackumulerade avskrivningar

Ing&ende avskrivningar - 880 0
Arets avskrivningar -2 580 - 880
Utgaende avskrivningar -3460 -880
Utgdende redovisat vérde 9 443 12 023
Not 7. Andelar i koncernforetag 2022-12-31 2021-12-31
Ackumulerade anskaffningsvdrden

Ingdende anskaffningsvarden 50 000 50 000
Utgdende anskaffningsvédrden 50 000 50 000
Utgaende redovisat varde 50 000 50 000
Not 8. Specifikation andelar i koncern- och intresseféretag 2022-12-31 2021-12-31
Specifikation av bolagets innehav av aktier och andelar i

koncernféretag.

Agarandelen av kapitalet avses, viket dven dverensstdmmer med

andelen av résterna i totalt antal aktier.

Andelen aktier 500 stycken.

Beskrivning Org.nr

Garagebolaget Stinser 559041-6375 Norrképing

Antal andelar, % 100 100
Redovisat vérde 50 000 50 000
Andelar i 6vriga foretag

Not 9. Forutbetalda kostnader och upplupna intakter 2022-12-31 2021-12-31
Moderna 22 833 17 561
Bostadsratterna 6310 0
FRUBO AB 8157 7798
Securitas 0 4 488
Byggbeslag 0 20 430
Hyresintdkt Garagebolaget 0 17 500
Svenska Virtuella 4225 0
Summa 41 525 67777
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Not 10. Skulder till kreditinstitut

Brf Stinsen i Norrképing

769631-2227

Danske Bank 1302-01-08217
Danske Bank 1302-01-08209
Danske Bank 1302-01-24557
Danske Bank 1302-01-33246
Kort del av I&ngfristig skuld

Summa skulder till kreditinstitut

Kortfristig del av skulder fill kreditinstitut

Villkors- Rdntesats Belopp Belopp
dandringsdag 2022-12-31 2022-12-31 2021-12-31
2024-12-30 1,34 % 20 137 545 20 345 685

0 20344712

2023-03-31 0.47 % 20188 616 20 396 744
2024-01-31 3.55% 20 136 584 0

0 0

60 462 745 61087 141

-20 604 884 -20 396 744

39 857 861 40 690 397

De skulder som férfaller kommande dr avses att fériéngas i takt med att de I6per ut, de redovisas darfor

som l&ngfristiga skulder.

Skulder som forfaller inom 5 ar berdknas till 57 340 765 kr

Not 11. Upplupna kostnader och férutbetalda intakter 2022-12-31 2021-12-31
HSB 0 1623
SUEZ 4086 3 461
Goteborgs Energi 11086 10786
E.on Varme 52 652 66 320
E.on El 17 489 15571
Structor 0 26 305
Telia Bredband 0 16 070
Telia TV 0 7018
Forskottsbetald avgift / hyra 347 231 274 421
Revisionsarvode 20 000 20 000
Summa 452 544 441 575
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Not 12. Stdllda sdkerheter 2022-12-31 2021-12-31
Stéllda panter och sdkerheter 62 440 000 62 440 000
Summa: 62 440 000 62 440 000
Underskrifter

Norrk&ping den / 2023

Mats Turesson

Niklas Larsson

Mia Segerberg

Marianella Eriksson

Var revisionsberdttelse har Idmnats 2023 -

Stefan Gustafsson

Tomas Haraldsson

Ellen Kallstrand

Natalia Loguinova
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[ {
  "agreementId" : "7526f1f0-eb24-11ed-b5b1-a3a2326f62a6",
  "agreementName" : "Årsredovisning Brf Stinsen i Norrköping 2022",
  "agreementVersion" : "1.17",
  "agreementFiles" : [ {
    "fileName" : "Original Brf Stinsen i Norrköping.pdf",
    "fileMimetype" : "application/pdf",
    "fileSize" : "738468",
    "fileHash" : "95fa6e205c1f887599b55f291084dddcee4c506995fba350bb3e5c01abfe2f9f",
    "fileId" : "115eded0-eb29-11ed-982b-4d37b94a2e00"
  } ],
  "signees" : [ {
    "orgName" : "Mats Turesson",
    "email" : "brfstinsen.matsturesson@gmail.com"
  }, {
    "orgName" : "Niklas Larsson",
    "email" : "brfstinsen.niklaslarsson@gmail.com"
  }, {
    "orgName" : "Tomas Haraldsson",
    "email" : "tomhar@live.se"
  }, {
    "orgName" : "Ellen Källstrand",
    "email" : "brfstinsen.ellenkallstrand@gmail.com"
  }, {
    "orgName" : "Mia Segerberg",
    "email" : "brfstinsen.miasegerberg@gmail.com"
  }, {
    "orgName" : "Natalia Loguinova",
    "email" : "natalie_loguinova@yahoo.se"
  }, {
    "orgName" : "Marinella Eriksson",
    "email" : "brfstinsen.marinellaeriksson@gmail.com"
  }, {
    "orgName" : "Stefan Gustafsson",
    "email" : "stefan@rbrb.se"
  } ],
  "time" : "2023-05-05T11:44:37.000+0200",
  "type" : "company_web",
  "user" : {
    "personName" : "Pia Wallin",
    "orgName" : "FRUBO Aktiebolag",
    "ipAddress" : "88.131.253.100",
    "orgNr" : "5564511292",
    "email" : "pia.wallin@frubo.se"
  },
  "eventId" : 11,
  "eventClass" : "agreement_created",
  "id" : "73169640-eb29-11ed-93f9-cd38d87788a9"
}, {
  "id" : "7e1e87f0-eb29-11ed-93f9-cd38d87788a9",
  "time" : "2023-05-05T11:44:56.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "pia.wallin@frubo.se"
  }, {
    "email" : "brfstinsen.matsturesson@gmail.com"
  }, {
    "email" : "brfstinsen.niklaslarsson@gmail.com"
  }, {
    "email" : "brfstinsen.tomasharaldsson@gmail.com"
  }, {
    "email" : "brfstinsen.ellenkallstrand@gmail.com"
  }, {
    "email" : "brfstinsen.miasegerberg@gmail.com"
  }, {
    "email" : "brfstinsen.natalialoguinova@gmail.com"
  }, {
    "email" : "brfstinsen.marinellaeriksson@gmail.com"
  } ]
}, {
  "id" : "70b441a0-eb3c-11ed-8e19-27cd00394d88",
  "time" : "2023-05-05T14:00:33.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "94.191.152.250"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Mia Segerberg",
    "email" : "brfstinsen.miasegerberg@gmail.com"
  }
}, {
  "id" : "a773e970-eb3c-11ed-b633-454868bc6e96",
  "time" : "2023-05-05T14:02:05.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "193.235.94.101"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Mia Segerberg",
    "email" : "brfstinsen.miasegerberg@gmail.com"
  }
}, {
  "signeeInfo" : {
    "orgName" : "Mia Segerberg",
    "email" : "brfstinsen.miasegerberg@gmail.com"
  },
  "signingMetadata" : {
    "personNr" : "196901241981",
    "personSurname" : "Segerberg",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyBCcmYgU3RpbnNlbiBpIE5vcnJrw7ZwaW5nIDIwMjIiIApJRDogNzUyNmYxZjAtZWIyNC0xMWVkLWI1YjEtYTNhMjMyNmY2MmE2CkRhdHVtOiAyMDIzLTA1LTA1Cgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "f23ef210-eb3c-11ed-b633-454868bc6e96",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiT3JpZ2luYWwgQnJmIFN0aW5zZW4gaSBOb3Jya8O2cGluZy5wZGYiCjk1ZmEgNmUyMCA1YzFmIDg4NzUgOTliNSA1ZjI5IDEwODQgZGRkYyBlZTRjIDUwNjkgOTVmYiBhMzUwIGJiM2UgNWMwMSBhYmZlIDJmOWYKLS0tLS0tLS0tLQ==",
    "personGivenName" : "Mia",
    "startDate" : "2023-05-05T12:04:11.548+0000",
    "transactionId" : "4326d01503964274536269c40d4f969c"
  },
  "time" : "2023-05-05T14:04:36.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "193.235.94.101"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "013052f0-eb3d-11ed-8151-6169bf950534"
}, {
  "id" : "042724c0-eb3d-11ed-8151-6169bf950534",
  "time" : "2023-05-05T14:04:41.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "pia.wallin@frubo.se"
  }, {
    "email" : "brfstinsen.matsturesson@gmail.com"
  }, {
    "email" : "brfstinsen.niklaslarsson@gmail.com"
  }, {
    "email" : "brfstinsen.tomasharaldsson@gmail.com"
  }, {
    "email" : "brfstinsen.ellenkallstrand@gmail.com"
  }, {
    "email" : "brfstinsen.natalialoguinova@gmail.com"
  }, {
    "email" : "brfstinsen.marinellaeriksson@gmail.com"
  } ]
}, {
  "id" : "ec712b50-eb64-11ed-93f9-cd38d87788a9",
  "time" : "2023-05-05T18:50:21.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "213.66.53.151"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Niklas Larsson",
    "email" : "brfstinsen.niklaslarsson@gmail.com"
  }
}, {
  "id" : "3dd41000-ed83-11ed-93f9-cd38d87788a9",
  "time" : "2023-05-08T11:32:25.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "brfstinsen.ellenkallstrand@gmail.com"
  } ]
}, {
  "id" : "3dd8a3e0-ed83-11ed-8e19-27cd00394d88",
  "time" : "2023-05-08T11:32:25.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "brfstinsen.natalialoguinova@gmail.com"
  } ]
}, {
  "id" : "3de1a490-ed83-11ed-8151-6169bf950534",
  "time" : "2023-05-08T11:32:25.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "brfstinsen.matsturesson@gmail.com"
  } ]
}, {
  "id" : "3de68690-ed83-11ed-b633-454868bc6e96",
  "time" : "2023-05-08T11:32:25.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "brfstinsen.marinellaeriksson@gmail.com"
  } ]
}, {
  "id" : "3de9e1f0-ed83-11ed-b5b1-a3a2326f62a6",
  "time" : "2023-05-08T11:32:25.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "brfstinsen.niklaslarsson@gmail.com"
  } ]
}, {
  "id" : "3e269cd0-ed83-11ed-b5b1-d70f2b6efa53",
  "time" : "2023-05-08T11:32:25.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "brfstinsen.tomasharaldsson@gmail.com"
  } ]
}, {
  "id" : "a6e117c0-ed8b-11ed-8e19-27cd00394d88",
  "time" : "2023-05-08T12:32:37.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "94.234.99.238"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Niklas Larsson",
    "email" : "brfstinsen.niklaslarsson@gmail.com"
  }
}, {
  "signeeInfo" : {
    "orgName" : "Niklas Larsson",
    "email" : "brfstinsen.niklaslarsson@gmail.com"
  },
  "signingMetadata" : {
    "personNr" : "196611242055",
    "personSurname" : "Larsson",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyBCcmYgU3RpbnNlbiBpIE5vcnJrw7ZwaW5nIDIwMjIiIApJRDogNzUyNmYxZjAtZWIyNC0xMWVkLWI1YjEtYTNhMjMyNmY2MmE2CkRhdHVtOiAyMDIzLTA1LTA1Cgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "a9df8ab0-ed8b-11ed-b5b1-a3a2326f62a6",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiT3JpZ2luYWwgQnJmIFN0aW5zZW4gaSBOb3Jya8O2cGluZy5wZGYiCjk1ZmEgNmUyMCA1YzFmIDg4NzUgOTliNSA1ZjI5IDEwODQgZGRkYyBlZTRjIDUwNjkgOTVmYiBhMzUwIGJiM2UgNWMwMSBhYmZlIDJmOWYKLS0tLS0tLS0tLQ==",
    "personGivenName" : "Niklas",
    "startDate" : "2023-05-08T10:32:42.760+0000",
    "transactionId" : "a15f1b7b164687ea32278330673fe7eb"
  },
  "time" : "2023-05-08T12:32:54.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "94.234.99.238"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "b0de2920-ed8b-11ed-b5b1-d70f2b6efa53"
}, {
  "id" : "b3850630-ed8b-11ed-b5b1-d70f2b6efa53",
  "time" : "2023-05-08T12:32:58.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "pia.wallin@frubo.se"
  }, {
    "email" : "brfstinsen.matsturesson@gmail.com"
  }, {
    "email" : "brfstinsen.tomasharaldsson@gmail.com"
  }, {
    "email" : "brfstinsen.ellenkallstrand@gmail.com"
  }, {
    "email" : "brfstinsen.miasegerberg@gmail.com"
  }, {
    "email" : "brfstinsen.natalialoguinova@gmail.com"
  }, {
    "email" : "brfstinsen.marinellaeriksson@gmail.com"
  } ]
}, {
  "id" : "51a44a70-ee71-11ed-b5b1-a3a2326f62a6",
  "time" : "2023-05-09T15:56:38.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "brfstinsen.natalialoguinova@gmail.com"
  } ]
}, {
  "id" : "51a5aa00-ee71-11ed-b633-454868bc6e96",
  "time" : "2023-05-09T15:56:38.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "brfstinsen.tomasharaldsson@gmail.com"
  } ]
}, {
  "id" : "51a86920-ee71-11ed-b5b1-d70f2b6efa53",
  "time" : "2023-05-09T15:56:38.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "brfstinsen.ellenkallstrand@gmail.com"
  } ]
}, {
  "id" : "51ad9940-ee71-11ed-93f9-cd38d87788a9",
  "time" : "2023-05-09T15:56:38.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "brfstinsen.matsturesson@gmail.com"
  } ]
}, {
  "id" : "51b190e0-ee71-11ed-8151-6169bf950534",
  "time" : "2023-05-09T15:56:38.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "brfstinsen.marinellaeriksson@gmail.com"
  } ]
}, {
  "id" : "14e07be0-ee94-11ed-b5b1-d70f2b6efa53",
  "time" : "2023-05-09T20:05:29.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "213.66.53.115"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Ellen Källstrand",
    "email" : "brfstinsen.ellenkallstrand@gmail.com"
  }
}, {
  "id" : "20a2e3f0-ee94-11ed-93f9-cd38d87788a9",
  "time" : "2023-05-09T20:05:48.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "213.66.53.115"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Ellen Källstrand",
    "email" : "brfstinsen.ellenkallstrand@gmail.com"
  }
}, {
  "id" : "54e24980-ee94-11ed-8151-6169bf950534",
  "time" : "2023-05-09T20:07:16.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "213.66.53.115"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Ellen Källstrand",
    "email" : "brfstinsen.ellenkallstrand@gmail.com"
  }
}, {
  "signeeInfo" : {
    "orgName" : "Ellen Källstrand",
    "email" : "brfstinsen.ellenkallstrand@gmail.com"
  },
  "signingMetadata" : {
    "personNr" : "199506202929",
    "personSurname" : "KÄLLSTRAND",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyBCcmYgU3RpbnNlbiBpIE5vcnJrw7ZwaW5nIDIwMjIiIApJRDogNzUyNmYxZjAtZWIyNC0xMWVkLWI1YjEtYTNhMjMyNmY2MmE2CkRhdHVtOiAyMDIzLTA1LTA1Cgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "ebcf69d0-ee95-11ed-93f9-cd38d87788a9",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiT3JpZ2luYWwgQnJmIFN0aW5zZW4gaSBOb3Jya8O2cGluZy5wZGYiCjk1ZmEgNmUyMCA1YzFmIDg4NzUgOTliNSA1ZjI5IDEwODQgZGRkYyBlZTRjIDUwNjkgOTVmYiBhMzUwIGJiM2UgNWMwMSBhYmZlIDJmOWYKLS0tLS0tLS0tLQ==",
    "personGivenName" : "ELLEN",
    "startDate" : "2023-05-09T18:18:39.517+0000",
    "transactionId" : "0fb0a0ea4b88ee2bdf38c30c2317c660"
  },
  "time" : "2023-05-09T20:18:50.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "213.66.53.115"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "f25f19d0-ee95-11ed-93f9-cd38d87788a9"
}, {
  "id" : "f5884640-ee95-11ed-93f9-cd38d87788a9",
  "time" : "2023-05-09T20:18:55.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "pia.wallin@frubo.se"
  }, {
    "email" : "brfstinsen.matsturesson@gmail.com"
  }, {
    "email" : "brfstinsen.niklaslarsson@gmail.com"
  }, {
    "email" : "brfstinsen.tomasharaldsson@gmail.com"
  }, {
    "email" : "brfstinsen.miasegerberg@gmail.com"
  }, {
    "email" : "brfstinsen.natalialoguinova@gmail.com"
  }, {
    "email" : "brfstinsen.marinellaeriksson@gmail.com"
  } ]
}, {
  "id" : "9616cb80-ef28-11ed-93f9-cd38d87788a9",
  "time" : "2023-05-10T13:48:31.000+0200",
  "eventId" : 59,
  "eventClass" : "email_address_changed",
  "user" : {
    "personName" : "Erik Andersson",
    "orgName" : "FRUBO Aktiebolag",
    "ipAddress" : "88.131.253.100",
    "orgNr" : "5564511292",
    "email" : "maklare@frubo.se"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Tomas Haraldsson",
    "email" : "tomhar@live.se"
  }
}, {
  "id" : "966efda0-ef28-11ed-93f9-cd38d87788a9",
  "time" : "2023-05-10T13:48:31.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "tomhar@live.se"
  } ]
}, {
  "id" : "d0620b10-ef28-11ed-b633-454868bc6e96",
  "time" : "2023-05-10T13:50:09.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "213.66.53.229"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Tomas Haraldsson",
    "email" : "tomhar@live.se"
  }
}, {
  "signeeInfo" : {
    "orgName" : "Tomas Haraldsson",
    "email" : "tomhar@live.se"
  },
  "signingMetadata" : {
    "personNr" : "196306248573",
    "personSurname" : "Haraldsson",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyBCcmYgU3RpbnNlbiBpIE5vcnJrw7ZwaW5nIDIwMjIiIApJRDogNzUyNmYxZjAtZWIyNC0xMWVkLWI1YjEtYTNhMjMyNmY2MmE2CkRhdHVtOiAyMDIzLTA1LTA1Cgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "d823ab60-ef28-11ed-8e19-27cd00394d88",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiT3JpZ2luYWwgQnJmIFN0aW5zZW4gaSBOb3Jya8O2cGluZy5wZGYiCjk1ZmEgNmUyMCA1YzFmIDg4NzUgOTliNSA1ZjI5IDEwODQgZGRkYyBlZTRjIDUwNjkgOTVmYiBhMzUwIGJiM2UgNWMwMSBhYmZlIDJmOWYKLS0tLS0tLS0tLQ==",
    "personGivenName" : "Kurt Tomas",
    "startDate" : "2023-05-10T11:50:22.565+0000",
    "transactionId" : "f4f293ac3b0b28bbb47144cadd21e786"
  },
  "time" : "2023-05-10T13:50:44.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "213.66.53.229"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "e568bbd0-ef28-11ed-93f9-cd38d87788a9"
}, {
  "id" : "e896ca40-ef28-11ed-93f9-cd38d87788a9",
  "time" : "2023-05-10T13:50:49.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "pia.wallin@frubo.se"
  }, {
    "email" : "brfstinsen.matsturesson@gmail.com"
  }, {
    "email" : "brfstinsen.niklaslarsson@gmail.com"
  }, {
    "email" : "brfstinsen.ellenkallstrand@gmail.com"
  }, {
    "email" : "brfstinsen.miasegerberg@gmail.com"
  }, {
    "email" : "brfstinsen.natalialoguinova@gmail.com"
  }, {
    "email" : "brfstinsen.marinellaeriksson@gmail.com"
  } ]
}, {
  "id" : "1bcefc30-ef2d-11ed-b5b1-a3a2326f62a6",
  "time" : "2023-05-10T14:20:53.000+0200",
  "eventId" : 59,
  "eventClass" : "email_address_changed",
  "user" : {
    "personName" : "Erik Andersson",
    "orgName" : "FRUBO Aktiebolag",
    "ipAddress" : "88.131.253.100",
    "orgNr" : "5564511292",
    "email" : "maklare@frubo.se"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Marinella Eriksson",
    "email" : "brfstinsen.marinellaeriksson@gmail.com"
  }
}, {
  "id" : "1bcf4a50-ef2d-11ed-b633-454868bc6e96",
  "time" : "2023-05-10T14:20:53.000+0200",
  "eventId" : 59,
  "eventClass" : "email_address_changed",
  "user" : {
    "personName" : "Erik Andersson",
    "orgName" : "FRUBO Aktiebolag",
    "ipAddress" : "88.131.253.100",
    "orgNr" : "5564511292",
    "email" : "maklare@frubo.se"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Mats Turesson",
    "email" : "brfstinsen.matsturesson@gmail.com"
  }
}, {
  "id" : "1bcf7160-ef2d-11ed-8151-6169bf950534",
  "time" : "2023-05-10T14:20:53.000+0200",
  "eventId" : 59,
  "eventClass" : "email_address_changed",
  "user" : {
    "personName" : "Erik Andersson",
    "orgName" : "FRUBO Aktiebolag",
    "ipAddress" : "88.131.253.100",
    "orgNr" : "5564511292",
    "email" : "maklare@frubo.se"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Natalia Loguinova",
    "email" : "natalie_loguinova@yahoo.se"
  }
}, {
  "id" : "1c2e3330-ef2d-11ed-8151-6169bf950534",
  "time" : "2023-05-10T14:20:54.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "natalie_loguinova@yahoo.se"
  } ]
}, {
  "id" : "1c322ad0-ef2d-11ed-b5b1-a3a2326f62a6",
  "time" : "2023-05-10T14:20:54.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "nella.eriksson@hotmail.com"
  } ]
}, {
  "id" : "62a84650-ef2f-11ed-b5b1-d70f2b6efa53",
  "time" : "2023-05-10T14:37:11.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "217.213.132.89"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Mats Turesson",
    "email" : "brfstinsen.matsturesson@gmail.com"
  }
}, {
  "signeeInfo" : {
    "orgName" : "Mats Turesson",
    "email" : "brfstinsen.matsturesson@gmail.com"
  },
  "signingMetadata" : {
    "personNr" : "196308242012",
    "personSurname" : "Turesson",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyBCcmYgU3RpbnNlbiBpIE5vcnJrw7ZwaW5nIDIwMjIiIApJRDogNzUyNmYxZjAtZWIyNC0xMWVkLWI1YjEtYTNhMjMyNmY2MmE2CkRhdHVtOiAyMDIzLTA1LTA1Cgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "37aa4dd0-ef30-11ed-b633-454868bc6e96",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiT3JpZ2luYWwgQnJmIFN0aW5zZW4gaSBOb3Jya8O2cGluZy5wZGYiCjk1ZmEgNmUyMCA1YzFmIDg4NzUgOTliNSA1ZjI5IDEwODQgZGRkYyBlZTRjIDUwNjkgOTVmYiBhMzUwIGJiM2UgNWMwMSBhYmZlIDJmOWYKLS0tLS0tLS0tLQ==",
    "personGivenName" : "Mats Ove Gunnar",
    "startDate" : "2023-05-10T12:43:09.279+0000",
    "transactionId" : "f3c932b56aaa503b3152b6ccd57c7ab5"
  },
  "time" : "2023-05-10T14:43:26.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "217.213.132.89"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "41dcc710-ef30-11ed-8151-6169bf950534"
}, {
  "id" : "44bdee00-ef30-11ed-8151-6169bf950534",
  "time" : "2023-05-10T14:43:30.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "pia.wallin@frubo.se"
  }, {
    "email" : "brfstinsen.niklaslarsson@gmail.com"
  }, {
    "email" : "tomhar@live.se"
  }, {
    "email" : "brfstinsen.ellenkallstrand@gmail.com"
  }, {
    "email" : "brfstinsen.miasegerberg@gmail.com"
  }, {
    "email" : "natalie_loguinova@yahoo.se"
  }, {
    "email" : "brfstinsen.marinellaeriksson@gmail.com"
  } ]
}, {
  "id" : "4cba4600-ef33-11ed-b5b1-a3a2326f62a6",
  "time" : "2023-05-10T15:05:12.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "90.129.214.61"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Natalia Loguinova",
    "email" : "natalie_loguinova@yahoo.se"
  }
}, {
  "signeeInfo" : {
    "orgName" : "Natalia Loguinova",
    "email" : "natalie_loguinova@yahoo.se"
  },
  "signingMetadata" : {
    "personNr" : "197705232283",
    "personSurname" : "LOGUINOVA",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyBCcmYgU3RpbnNlbiBpIE5vcnJrw7ZwaW5nIDIwMjIiIApJRDogNzUyNmYxZjAtZWIyNC0xMWVkLWI1YjEtYTNhMjMyNmY2MmE2CkRhdHVtOiAyMDIzLTA1LTA1Cgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "5a4d2850-ef33-11ed-b5b1-d70f2b6efa53",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiT3JpZ2luYWwgQnJmIFN0aW5zZW4gaSBOb3Jya8O2cGluZy5wZGYiCjk1ZmEgNmUyMCA1YzFmIDg4NzUgOTliNSA1ZjI5IDEwODQgZGRkYyBlZTRjIDUwNjkgOTVmYiBhMzUwIGJiM2UgNWMwMSBhYmZlIDJmOWYKLS0tLS0tLS0tLQ==",
    "personGivenName" : "NATALIA",
    "startDate" : "2023-05-10T13:05:35.851+0000",
    "transactionId" : "d41d888a808fd806a3a4fa2892bf5cc4"
  },
  "time" : "2023-05-10T15:05:47.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "90.129.214.61"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "6164a5f0-ef33-11ed-b5b1-d70f2b6efa53"
}, {
  "id" : "64a18170-ef33-11ed-b5b1-d70f2b6efa53",
  "time" : "2023-05-10T15:05:52.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "pia.wallin@frubo.se"
  }, {
    "email" : "brfstinsen.matsturesson@gmail.com"
  }, {
    "email" : "brfstinsen.niklaslarsson@gmail.com"
  }, {
    "email" : "tomhar@live.se"
  }, {
    "email" : "brfstinsen.ellenkallstrand@gmail.com"
  }, {
    "email" : "brfstinsen.miasegerberg@gmail.com"
  }, {
    "email" : "brfstinsen.marinellaeriksson@gmail.com"
  } ]
}, {
  "id" : "84c14570-ef34-11ed-8e19-27cd00394d88",
  "time" : "2023-05-10T15:13:56.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "213.66.148.203"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Marinella Eriksson",
    "email" : "brfstinsen.marinellaeriksson@gmail.com"
  }
}, {
  "signeeInfo" : {
    "orgName" : "Marinella Eriksson",
    "email" : "brfstinsen.marinellaeriksson@gmail.com"
  },
  "signingMetadata" : {
    "personNr" : "199303075429",
    "personSurname" : "Eriksson",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyBCcmYgU3RpbnNlbiBpIE5vcnJrw7ZwaW5nIDIwMjIiIApJRDogNzUyNmYxZjAtZWIyNC0xMWVkLWI1YjEtYTNhMjMyNmY2MmE2CkRhdHVtOiAyMDIzLTA1LTA1Cgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "7afb2d20-ef35-11ed-b633-454868bc6e96",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiT3JpZ2luYWwgQnJmIFN0aW5zZW4gaSBOb3Jya8O2cGluZy5wZGYiCjk1ZmEgNmUyMCA1YzFmIDg4NzUgOTliNSA1ZjI5IDEwODQgZGRkYyBlZTRjIDUwNjkgOTVmYiBhMzUwIGJiM2UgNWMwMSBhYmZlIDJmOWYKLS0tLS0tLS0tLQ==",
    "personGivenName" : "Marianella Emma Antonia",
    "startDate" : "2023-05-10T13:20:49.767+0000",
    "transactionId" : "c2a9516d377b8b50afd8734a133acd5e"
  },
  "time" : "2023-05-10T15:21:01.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "213.66.148.203"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "826a67b0-ef35-11ed-8151-6169bf950534"
}, {
  "id" : "85f7fb40-ef35-11ed-8151-6169bf950534",
  "time" : "2023-05-10T15:21:07.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "pia.wallin@frubo.se"
  }, {
    "email" : "brfstinsen.matsturesson@gmail.com"
  }, {
    "email" : "brfstinsen.niklaslarsson@gmail.com"
  }, {
    "email" : "tomhar@live.se"
  }, {
    "email" : "brfstinsen.ellenkallstrand@gmail.com"
  }, {
    "email" : "brfstinsen.miasegerberg@gmail.com"
  }, {
    "email" : "natalie_loguinova@yahoo.se"
  } ]
}, {
  "id" : "85f8be90-ef35-11ed-8151-6169bf950534",
  "time" : "2023-05-10T15:21:07.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "stefan@rbrb.se"
  } ]
}, {
  "id" : "c87f1920-efc2-11ed-93f9-cd38d87788a9",
  "time" : "2023-05-11T08:12:18.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "stefan@rbrb.se"
  } ]
}, {
  "id" : "344e4af0-efc7-11ed-b5b1-a3a2326f62a6",
  "time" : "2023-05-11T08:43:57.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "2.248.20.8"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Stefan Gustafsson",
    "email" : "stefan@rbrb.se"
  }
}, {
  "id" : "519c6dd0-efc7-11ed-b633-454868bc6e96",
  "time" : "2023-05-11T08:44:46.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "2.248.20.8"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Stefan Gustafsson",
    "email" : "stefan@rbrb.se"
  }
}, {
  "id" : "c8a84070-efcc-11ed-b5b1-a3a2326f62a6",
  "time" : "2023-05-11T09:23:53.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "2.248.20.8"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Stefan Gustafsson",
    "email" : "stefan@rbrb.se"
  }
}, {
  "signeeInfo" : {
    "orgName" : "Stefan Gustafsson",
    "email" : "stefan@rbrb.se"
  },
  "signingMetadata" : {
    "personNr" : "196809262014",
    "personSurname" : "Gustafsson",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyBCcmYgU3RpbnNlbiBpIE5vcnJrw7ZwaW5nIDIwMjIiIApJRDogNzUyNmYxZjAtZWIyNC0xMWVkLWI1YjEtYTNhMjMyNmY2MmE2CkRhdHVtOiAyMDIzLTA1LTA1Cgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "cefc4700-efcc-11ed-b5b1-d70f2b6efa53",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiT3JpZ2luYWwgQnJmIFN0aW5zZW4gaSBOb3Jya8O2cGluZy5wZGYiCjk1ZmEgNmUyMCA1YzFmIDg4NzUgOTliNSA1ZjI5IDEwODQgZGRkYyBlZTRjIDUwNjkgOTVmYiBhMzUwIGJiM2UgNWMwMSBhYmZlIDJmOWYKLS0tLS0tLS0tLQ==",
    "personGivenName" : "Karl Stefan",
    "startDate" : "2023-05-11T07:24:04.573+0000",
    "transactionId" : "fdcf9a322eb7eaa9f6837443932c4cc0"
  },
  "time" : "2023-05-11T09:24:18.000+0200",
  "type" : "sign_final_part",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "2.248.20.8"
  },
  "eventId" : 31,
  "eventClass" : "agreement_signed",
  "id" : "d7574120-efcc-11ed-b633-454868bc6e96"
} ]
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Purpose

This document gives an introduction to the collection of reference documentation added to each
agreement signed using Egreement’s service. In case of agreement disputes, this documents and its
referrals should be used as a handbook on how to verify agreements.

Overview

Agreement and workflow basics are introduced in this document in order to be able to understand the
reference documentation.

Glossary

Term Description

Agreement File Attachment to the agreement, for example an
uploaded PDF, image, or free text, entered by
agreement creator.

Agreement Creator User who creates the initial agreement and add
contracting parties.

API Application Programming interface

Audit Log The log of events associated with each agreement.

CMS Cryptographic Message Syntax

Container The file which holds the agreement including all

metadata such as audit log, documentation,
verification, Etc.

Contracting Party User who is to sign an agreement.

Egreement The company providing the agreement signing
service. Egreement AB,
https://www.egreement.com

EID Electronic identity such as a certificate or online
identity of some kind.

Hash A cryptographic hash, see Signing
JSON JavaScript Object Notation

NTP Network Time Protocol

OCSP Online Certificate Status Protocol
PKCS Public Key Cryptography Standards



https://www.egreement.com



Term Description

PKI Public Key Infrastructure
PDF Portable Document Format from Adobe Systems
Signee When a contracting party has signed an

agreement, the party becomes a signee.

TBS To Be Signed. A textual representation of an
agreement.
Verification Page(s) appended to the end of the visible part of

the agreement, summarizing agreement
information, including a timeline.

XML Extensible Markup Language

Agreement Basics

An agreement has a number of artifacts that together form an agreement:

@greement

Agreement Name

Agreement ID

Agreement files Audit log

Attachment-1 Created
Attachment-2 User 1 viewed
Attachment-3 User 1 signed

User 2 viewed

User 2 signed

Figure 1. Agreement content

* Agreement name chosen by Agreement Creator.
* Agreement ID automatically generated by Egreement’s system.
* Files of different formats, such as text or images, that form the contractual part of the agreement.

* Audit log, created by the Egreement system, keeping records of all major events that have taken





place in the process of concluding the agreement.

» Reference documentation on how Egreement manages agreement creation, signing and conclusion.
This very document is the introduction and first part of the reference documentation.

Version Properties

The following properties apply for the current version of the agreement implementation:

» Agreement File hash algorithm: SHA-256
» Agreement File hash encoding: Hex string
 Reference documents:

o Overview

o Container Format

o Signing

o Validation

Workflow

The Egreement workflow contains a number of stages.

Create agreement - Start
Add agreement files - Upload attachments
Add contracting parties - Add people who are to sign the agreement

Signature creation - All contracting parties sign the agreement

S

Download - Agreement can be downloaded (optional)

Agreement Creation

When an agreement is to be created, the user chooses a name for the agreement and an ID is
automatically generated.

Agreement Files

An agreement file is a part of the agreement. The file can be of any format. If the file format can be
presented by the Egreement software, a visual representation will be shown to the contracting parties.





Contracting Parties

After the agreement has been set up, all contracting parties who should sign the agreement are added.

Signature Creation

The user should always sign the complete agreement including all attached files. Metadata which will
serve as proof of user consent to the agreement will be automatically added by the system, making the
agreement tamper-proof and self-contained. Each signee can choose from a set of signature methods.
The actual signature creation is handled differently depending on signing method.

In the signature workflow, a number of signees can individually sign the same agreement. The
aggregated signature result will be added to the agreement as proof of the agreement’s validity. Signing
is described in detail in Signing.

After the last signee has signed, the agreement will be concluded and therefore the process and
agreement files will be closed.

Download

It is possible to download an agreement from the system to store it offline. The downloaded agreement
is tamper-proof, as all parts of the agreement, including main file, attachments and all other artifacts,
are tied to every individual signee. Since this downloaded agreement is more than just a document, it
is referred to as a Container.

Egreement currently supports PDF as container-format which is described more in detail in Container
Format.

Logging
All actions associated with the agreement are stored in the audit log.
Dispute

In case of dispute about a signed agreement where the different signees disagree, the Validation
document describes the process how to verify the agreement’s validty.

Reference Documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.





Document name

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker

Cryptographic Message Syntax

Description

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3

https://www.ietf.org/rfc/rfc2630
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Purpose

This document is targeted for contracting parties and arbitrators that create, sign and/or evaluate
agreements concluded through the Egreement application. The document describes the content,
structure and semantics of the agreement container, required to understand in order to evaluate
agreements or settle possible disputes.

Overview

An agreement in the Egreement sense is not just a single document. Instead, an agreement is a
collection of different information artifacts concerning an agreement made between one or more
contracting parties. Artifacts can be the text on which agreement parties are to agree, individual
parties’ acceptance statements, or records of the events associated with the conclusion of the
agreement. In order to store this information in a secure and self-contained manner, a Container is
needed. The container is simply a file storing all the information needed in a structured and well-
defined way.

Generic Container Structure

The container includes the following artifact types:

* Agreement File - One or more documents, or other types of files (such as images), either uploaded
by the agreement creator or provided by the Egreement application, that togehter constitute the
agreement.

* Audit Log - A log, created by the Egreement system, with recordings of all major events that have
taken place in the process of concluding the agreement.

* Reference Documentation - Documentation how Egreement manages agreement creation, signing
and closing.

* Verification - An agreement summary, including a listing of included agreement files, signees and
an extract of the audit log.

PDF Container

The container format used by Egreement is PDF. All of the listed artifact types are stored as so called
attachments in the PDF container. The reason for adding agreement artifacts as attachments is that
this makes it possible to provide traceability throughout the complete signing process. In order for a
reader to easily be able to view the contents of the agreement, a selection of the attachments is
"mirrored" to the main (visible) part of the PDF.





@greement PDF Container

— il “

Agreement File 1
Agreement File 2
Visualization of Agreement File N
Agreement File 1-N
Reference Documentation 1
Reference Documentation 2
Reference Documentation N

Audit Log I

Verification I Verification I

Figure 1. Container Overview

Not all PDF viewers are able to list and/or present PDF attachments. Therefore, it is
recommended to use the official Adobe Acrobat Reader to view Egreement PDF
containers.

Each attachment is given a numeric prefix to its name in order to sort the files correctly in the list. Also
note that the description field holds the artifact type of the attachment.

@ Attachments X
@ B &
Name ~ Description Modified
5 01-CarContract.pdf Agreement File-456-5654-10  29/04/16 14:25:26
i‘ 02-Carlmage.jpg Agreement File-456-5654-12 29/04/16 14:25:27
) 03-CarSound.m4a Agreement File-456-5654-13  28/04/16 14:25:27
: 04-auditlog.json Audit Log 29/04/16 14:25:27
= 05-Overview.pdf Reference Documentation 29/04/16 14:25:27
= 06-ContainerFormat.pdf Reference Documentation 29/04/16 14:25:27
5 07-Signing.pdf Reference Documentation 29/04/16 14:25:27
= 08-Validation.pdf Reference Documentation 29/04/16 14:25:27
= 09-verification.pdf Verification 29/04/16 14:25:27

Figure 2. PDF Attachments





How to Validate

The container is a valid PDF agreement if it holds the artifacts defined above.

Container Content

Agreement File

Artifact type: Agreement file

Agreement files are the parts of the agreement which the agreement creator uploads or selects to be
included. These could be documents, forms, images or virtually any type of file. Furthermore,
agreement files can be divided into two categories, agreement files possible to visualize and non-
possible to visualize.

Agreement Files Possible to Visualize

Files possible to visualize, are added as attachments to the container just as all other artifact types, but
they are also mirrored to the visible part of the agreement PDF. This allows the user to quickly view
the content of the main parts of the agreement. Files that typically are possible to visualize, are PDFs,
image-type files and text files.

Agreement Files Non-Possible to Visualize

Agreement files non-possible to visualize, are not mirrored to the visual part of the agreement PDF,
though it is represented with name, size and hash of the file. These file types are typically technically
hard or impossible to create a visual representation of, e.g. a sound file or a video file.

How to Validate

To understand what has been agreed and to establish if there is a dispute or if the disagreement
between the contracting parties is actually covered by the agreement, please read and understand the
actual content of the agreement.

Audit Log

Artifact type: Audit log

The audit log attachment is a well-defined, JSON formatted, document presenting all the important
events that have occurred from when the agreement was created until the agreement was closed.
Refer to the "Workflow" chapter in Overview for more details.

The following audit log entry types are defined:





* Agreement Created

* Agreement Viewed

* Agreement Signed

* Agreement Rejected

* Agreement ExpireOn Changed

* Message Sent

The different log entry types are described in detail below.

Common Structures
All log entry types share common information that is included in every log entry logged.

Table 1. Common Attributes

Parameter name Parameter value example(s)  Description

time 2016-03-21T10:03:28.010+0000  Time when the entry was logged
as yyyy-MM-dd'T'HH:mm:ss.SSSZ.

id 540431, 1e8f69a4-07c1-11e8- An ID of this particular event

ba89-0ed5f89f718b (can either be a numeric long

value or Time based UUID).

event(lass agreement_created Name of the type, as listed
below.

eventld 10 Each type includes a set of IDs.

See respective log entry type
description for details.

userInfo See UserInfo Information about a user.

UserInfo

The UserInfo structure holds information about the user triggering an event, users being contracting
parties of an agreement as well as other users. Note that only a subset of the parameters is included,
depending on the situation where the UserInfo structure is used.

Table 2. UserInfo

Parameter name Parameter value example(s)  Description

ipAddress 212.94.55.131 The IP address of the user.

email Jjohn@example.org The user’s email address.

personNr 19550505-1234 (Sweden), The user’s personal identity
220750-999Y (Finland) number.



https://en.wikipedia.org/wiki/Universally_unique_identifier



Parameter name Parameter value example(s)  Description

personName John Smith The first and last name of the
user.

personGivenName John The first name of the user.

personSurname Smith The last name of the user.

orghr 551234-1234 The organization number of the

organization on behalf of which
the user is operating.

orghame Acme AB The organization name of the
organization on behalf of which
the user is operating.

AgreementFileInfo

The AgreementFilelnfo structure holds information about an agreement file, e.g. a PDF uploaded by the
user. See Agreement File.

Table 3. AgreementFileInfo

Parameter name Parameter value example(s)  Description
fileld 6572354654, 75928ba0-2369- The system generated ID of the
11e8-b467-0ed5f89f718b agreement file (can either be a

numeric long value or Time
based UUID).

fileName MyEmployeeAgreement.pdf The user defined name of the
agreement file.

fileMimetype application/pdf The agreement file mime type.

fileSize 42253 The size, in bytes, of the

agreement file.

fileHash 3d7c514b...66b786a4 The hash of the agreement file,
encoded as a hex string.

How to Validate

See Validation how to validate the entire audit log.

Agreement Created

This event is logged when the agreement is created. This is always the first log entry for each
agreement, i.e. no events can take place before this event has occurred.

* EventClass: agreement_created



https://en.wikipedia.org/wiki/Universally_unique_identifier
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* Eventld:

> 10: When a private user creates an agreement using the web application.

> 11: When a company user creates an agreement using the web application.

o 12: Agreement created using the APIL

Table 4. Agreement Created Specific Information

Parameter name Parameter value example(s)

agreementName MyEmployeeAgreement

agreementId 12345678901234, 75928ba0-2369-
11e8-b467-0ed5f89f718b

agreementVersion 1.16

agreementlocale sv_SE

signees List of UserInfo

agreementFiles List of AgreementFileInfo

How to Validate

Description

User specified name of the
agreement.

System generated ID of the
agreement (can either be a
numeric long value or Time
based UUID).

Version of the agreement
container format.

Locale of the agreement
container.

A listing of the signees defined
as parties in the agreement.

A listing of the agreement files
included in the agreement.

Validating this audit entry requires a number of steps all documented below.

EventTypeld Validation

Check that the UserInfo field is populated correctly according to EventType. See UserInfo for details.

Table 5. EventType effect on UserInfo

Type How to validate UserInfo

10
11
12

Agreement Metadata

All metadata parameters must be validated according to table below.

Table 6. Agreement Created Metadata Verification

orgNr and orgName must not be set
personNr, orgNr and orgName must be set

orgNr and orgName must be set
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Parameter name How to validate

agreementName Must be present

agreementId Must be present

agreementVersion Must be less than or equal to 1.16
agreementlocale If present, Must be a valid locale and container

verification page must be in this language
signees See Signees Validation

agreementFiles See Agreement File Validation

Agreement File Validation

Validate that all Agreement File are the correct ones, that they are included, and that there are no
additional files than the ones listed in the audit log.

Audit Log

Check all agreement files in this audit entry and verify that they all exist in the container. Do this by
identifying the attachment by the ID and name stated in the audit entry.

Attachments

Check all agreement files in the PDF container by searching after the Artifact type: Agreement file and
make sure that they are all listed in the create agreement audit entry.

Check Hashsums

For each agreement file, compute the hash and check that the hash in the audit entry is correct.

Signees Validation

Make sure that each signee has an Agreement Signed audit entry. Also check that the number of signees
is equal to the number of Agreement Signed entries.

Agreement Viewed
This event is logged every time an agreement is viewed or downloaded.

* EventClass: agreement_viewed
* Eventld:
o 20: When a user views an agreement using the web application.
> 21: When a user views an agreement using a mail link.
o 22: When a user views an agreement by downloading it using the web application.

> 23: When a user views an agreement using a mail link that is protected using two-factor
authentication.





Agreement Viewed Specific Information

None

How to Validate

Check that time of entry is after Agreement Created.

Agreement Signed

This event is logged every time a user signs an agreement.

* EventClass: agreement_signed

* Eventld:

> 30: When a user signs the agreement, not being the last signee.

> 31: When a user signs the agreement as the last signee.

> 32: When a user tries to sign the agreement but signing fails.

Table 7. Agreement Signed Specific Information

Parameter name

signeelnfo

signMetadata

Table 8. SignMetadata
Parameter name

signatureMethod

signature

ocspResponse

tbs

Parameter value example
See UserInfo

See SignMetadata

Parameter value example

bankid

PD94bWwgdm...duYXR1cmU+

MIIEXg0BAK...jks3yrAUVE

SSBzaWduOiAiQ29udHJhY3QilA
pJRDogNjdkNZ2...

Description
Information about the signee.

Signing metadata produced in
the signing process.

Description

The ID of the signing method
used.

The signature, base64 encoded.
The underlying format depends
on the signature method used.

The OCSP response message,
base64 encoded. This parameter
is only included for some signing
methods.

The text being signed by the
signee using the signing method
encoded as base64. This
parameter is only included for
some signing methods and may
vary between signing methods
and localizations.





Parameter name Parameter value example Description

tbsHidden LSOtLSO0tLS0tLQpDb250ZW500g Hidden additional text also
oKImJsdWUucG... being signed, base64 encoded.
This parameter is only included
for some signing methods.

How to Validate

Check that time of entry is after Agreement Created.

EventType Validation

Table 9. EventType effect on validation

Type How to act
30 Verify as described below.
31 Verify as describe below, and once done, check

that there are no more Agreement Signed entries
in the audit log.

TBS Validation

In case of an advanced signature method, the TBS (including the hidden TBS where applicable) will be
stored as a part of SignMetadata.

For non-advanced signature methods, TBS validation is not applicable.

Signature Validation

Fetch the signature method pointed out by SigningMethod and verify the signature according to the
corresponding chapter in Signing

Signee Validation

The output from the Signature Validation should be validated according to table below.

Output type How to validate

Signature time If a signature time has been registered, check that
this signature time corresponds to the time of the
Agreement Signed.

User attributes Check that the user attributes returned from the
signature method matches the attributes of the
SigneeInfo.

TBS or hash of TBS If TBS validation applies, check that TBS or hash

of TBS matches the TBS from SignMetadata.





Output type How to validate

Hash algorithm If TBS validation applies, and the TBS is returned
hashed, return name of hash algorithm.

Agreement Rejected
This event is logged when the agreement is rejected. If this event occurs, the agreement is invalid.

» EventClass: agreement_rejected
* Eventld:
o 40: Agreement rejected by user.
o 47: Agreement auto-rejected due to validity timeout.

o 42: Agreement withdrawn by agreement creator.

Agreement Rejected Specific Information

None

How to Validate

If one of these audit entries are found, the agreement is not a valid agreement.

Agreement ExpireOn Changed
This event is logged when the agreement expiry date is changed.

* EventClass: agreement_expire_on_changed
e Eventld:

o 80: Agreement expiry date changed by user.

Table 10. Agreement ExpireOn Changed Specific Information
Parameter name Parameter value example Description

agreementPreviousExpire0n 2016-03-21T10:03:28.010+0000  Time when agreement was
scheduled to expire as yyyy-Mm-
dd’T'HH:mm:ss.SSSZ.

agreementExpireOn 2016-03-31T10:03:28.010+0000  Time when agreement is
scheduled to expire as yyyy-Mm-
dd'T'HH:mm:ss.SSSZ.

How to Validate

Check that time of entry is after Agreement Created.

10





Message Sent
A message is logged each time the system sends a mail to parties involved in the agreement.

* EventClass: message_sent
* Eventld:
> 50: Message sent due to event IDs: 10-12
> 51: Message sent due to event ID: 30.
o 52: Message sent due to event ID: 31.
> 53: Message sent due to event ID: 40.
o 54: Message sent due to event ID: 41.
o 55: Message sent when agreement is shared.
o 56: Message sent when agreement sharing is cancelled.
o 57: Message sent when agreement validity is about to expire.
o 58: Message sent as a reminder of agreement creation.

> 60: Message sent due to event ID: 20-23.

Table 11. Message Sent Specific Information
Parameter name Parameter value example Description

sentTo List of UserInfo A listing of the users to whom
the message is sent.

How to Validate

Check that time of entry is after Agreement Created.

Format

The audit log is included in the container as a JSON-formatted file.

Audit log example
[ {
"agreementId" : "160400034502",
"agreementName" : "Package patent",
"agreementVersion" : "1.16",

"agreementlLocale": "sv_SE",
"agreementFiles" : [ {
"fileSize" : "722085",
"fileId" : "4081",
"fileHash" : "01e70b3f3d48df504119a912e171df2f2533a2a8bf73d052¢c004e27bf64671a0",

11





"fileMimetype" : "application/pdf",
"fileName" : "patent.pdf"

oA
"fileSize" : "180269",
"fileld" : "4082",
"fileHash" : "96e0a461e285986ae6e3a2b581568c89d1dae77ae580fea1859faab2e594ec4b”,
"fileMimetype" : "image/png",
"fileName" : "fig1.png"

P

"signees" : [ {
"personNr" : "191111112222",

"personName" : "Alice A"

o
"personNr" : "193333334444",
"personName" : "Bob B"

Il

"id" : 778333,

“time" : "2016-04-26T16:39:30.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

i

"event(Class" : "agreement_created",

"eventId" : 10

oA
"id" : 778334,

"time" : "2016-04-26T716:39:31.000+0000",
"eventId" : 50,

"event(Class" : "message_sent",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

I

"sentTo" : [ {
"email" : "alice.a@eavtal.se",
"personName" : "Alice A"

}

oA

"signingMethod" : "bankid",

"signeeInfo" : {
"personSurname" : "B",
"personNr" : "193333334444",
"personGivenName" : "Bob",
"personName" : "Bob B"

}

igningMetadata" : {

12





"ocspResponse” : "MII...z5Q==",
"startDate" : "2016-04-26T16:39:32.000+0000",
"signatureMethod" : "bankid",

"signature"” : "PD9...cmU+"

H

"id" : 778335,

"time" : "2016-04-26T716:39:43.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

¥

"event(Class" : "agreement_signed",

"eventId" : 30

F ]

Reference Documentation

Artifact type: Reference documentation

Included in the container is also the reference documentation which documents the container format,
overview and details about signing and validation, Etc.

Table 12. Reference Documentation
Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

Telia Tunnistus Telia Tunnistus - Integration guide to

identification broker service, v1.8
Nets eID Broker Technical reference for service providers, v1.2.3

Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630

13
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Verification

Artifact type: Verification

The verification page is included as an attachment in the container, and is also mirrored to the visible
part of the container PDF. The purpose of the verification is to provide the reader with a summary of
the content of the agreement, in combination with important events that have occurred during the
agreement creation and signing process. An overview of the contents of the verification is given below.

Basic Information

Includes the most basic, and always present, information of the agreement. See Agreement Created for
more details.

* Agreement ID

* Agreement name

» Agreement version

e Creation date

Agreement Files

Lists the different files that the agreement includes. This is primarily the documents uploaded by the
user, which include agreement text and other data. See AgreementFileInfo for more details.

Each agreement file is listed with the following properties:

* Agreement file ID

» Agreement file name

* Agreement file mime type
* Agreement file size

* Agreement file hash

Signees

Lists the signees that have signed the document. See UserInfo for more details. Each signee is listed
with the following properties:

 Signee person number ID
* Signee name

» Signee sign date

14





Audit Log Extract

The verification ends with a summarizing extract from the audit log. It includes the most important
events and information from the audit log, whereas audit information that is of secondary importance
is filtered out.

Change Log

Agreement Version : 1.1

* Date of Change : 2017-02-28
* Logs

- Representation of agreement parts which are not possible to visualize are to include last
modified date along with the existing information (Name, Size, Hash).

- Layout is also changed to display the additional information vertically.
o Agreement File section of Verification page to include last modified date & time.

o ToBeSigned (TBS) text is separated into two types(visible & hidden).

Agreement Version : 1.2

» Date of Change : 2017-03-15
* Logs
o File Title is included in non visible agreement parts.

- Removed file Hash information from Attest Page and included file title

Agreement Version : 1.3

* Date of Change : 2017-06-21
* Logs

o New Signature Methods EMail signature & Email signature with OneTimePassword introduced

Agreement Version : 1.4

* Date of Change : 2018-02-01
* Logs
o Audit Events are allowed to have id as Long (number) or UUID

o New Signature Method Click signature introduced

15





Agreement Version : 1.5

» Date of Change : 2018-05-31
* Logs

o Norwegian BankID is introduced

Agreement Version : 1.6

* Date of Change : 2018-07-31
* Logs

> More information about signature added on attest page

Agreement Version : 1.7

* Date of Change : 2019-01-16
* Logs

o Draw signature image added on attest page

Agreement Version : 1.8

* Date of Change : 2019-02-01
* Logs

> Message Sent for viewed event added in auditlog.json

Agreement Version : 1.9

» Date of Change : 2019-04-04
* Logs

o Agreement locale added for agreement created event in auditlog.json

Agreement Version : 1.10

* Date of Change : 2019-05-16
* Logs

- Enable rendering of txt files on visual part of the PDF.

16





Agreement Version : 1.11

* Date of Change : 2019-05-14
* Logs

o Agreement expire on changed event added in auditlog.json

Agreement Version : 1.12

» Date of Change : 2020-04-20
* Logs

o Localized signing method display text on attest page & in auditlog.json

Agreement Version : 1.13

* Date of Change : 2020-10-22
* Logs

o Finnish EID is introduced

Agreement Version : 1.14

* Date of Change : 2021-08-03
* Logs

- TBS explanation is extended

Agreement Version : 1.15

* Date of Change : 2021-11-07
* Logs
o Norwegian BankID signing documentation is updated

> Norwegian BankID signing by the means of authentication is introduced

Agreement Version : 1.16

» Date of Change : 2022-04-30
* Logs

o Danish signing using MitID is introduced

17





Agreement Version : 1.17

» Date of Change : 2022-07-15
* Logs
o Watermark logo removed

o Verification page logo changed

Reference Documentation

Document name

Overview

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker

Cryptographic Message Syntax

18

Description

Gives an overview of the Egreement agreement
function and links to the other documents.

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3

https://www.ietf.org/rfc/rfc2630
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Purpose

The purpose of this document is to provide deep knowledge of the signature process making it possible
to verify the signatures of agreements signed using the Egreement service.

Overview

This document describes how Egreement handles the signature process, from how to make all
agreement files tamper-proof, to how each Electronic ID (EID) provider implements its signatures.

System

For the agreement signatures to be trustworthy, it is important that a stable and high-quality system
protects the signing process.

All parts providing evidence for the signature, such as hardware, operating system and software, have
to be trusted.

Hardware

Egreement’s signature software runs on a virtualized hardware platform. It is hosted in a data center
with high availability requirements, used by large banks and e-commerce companies.

Software

For a signature to be trusted, it is important that the timestamp can be reliable. Timestamps are used to
show when certain events occur and are an important evidence when validating an agreement.

The platform synchronizes its time over the standardized Network Time Protocol (NTP).

Electronic Signatures

An electronic signature is any electronic means that indicates either that a person adopts the contents
of an electronic message, or more broadly that the person who claims to have written a message is the
one who wrote it. Examples of electronic signatures are:

* Draw Signature - A handwritten signature drawn on a digital canvas.

» API Signature - A signature created by consuming the web service exposed by Egreement AB.

SMS Signature - A signature created by responding to an SMS with context specific content.

* Email Signature with OneTimePassword - A signature created by One Time Password(OTP) based
email service.





* Click Signature - A signature created by personalized link.

» Cryptographic Signature - A signature created using a cryptographic key.
Some types of signatures are classified as advanced electronic signatures. Such an electronic signature:

* is uniquely tied to the signatory,

* makes it possible to identify the signatory,

* is created using material only controlled by the signatory and

* is tied to the signed data in such way that any changes can be detected.

Electronic signatures based on PKI, such as the Swedish BankID and Norwegian BankID, provide
advanced electronic signatures.

Cryptography

Cryptography is a central part of many signature solutions, for example to provide tamper-proof
agreement files.

The following chapters introduce some concepts needed to understand cryptography based signatures.

Cryptographic Hash Functions

A cryptographic hash function is any function that can be used to map data of arbitrary size to data of
fixed size where it is practically impossible to find two pieces of input that produces the same hash
value. It is a one way transformation that produces the same result every time. The result is called a
hash and since it is a one way function, it is not possible to re-create the input behind a hash.

Examples on hash functions are:

* SHA.2
* RIPEMD
* Whirlpool

Asymmetric Encryption

In cryptography, two types of encryptions are most commonly used, symmetric and asymmetric
encryption. The difference between them is that the symmetric encryption uses one single key for both
encryption and decryption, while asymmetric uses one key for encryption and another for decryption.
The fact that there are two keys can also be used for creating signatures and serves as a base for many
types of EID. The EID solutions usually use the asymmetric encryption in a Public Key Infrastructure
(PKD).





Asymmetric encryption make use of keypairs that if a text is encrypted using one of the keys, the only
key that can decrypt the crypto text is the other key belonging to the pair. One key is private and
should not be shared with anyone, the other is public and is used to verify signatures created with the
private key.

Examples on asymmetric keys are:

* RSA
* DSA

Digital Signatures

When signing using asymmetric keys, the signature result is called a raw signature and is just a binary
blob of a specific size, without any information at all. In order for the signature to be used in a
distributed environment, there is a need to add information on who signed the blob, what was signed
and so on.

The combination of metadata and the raw signature is called a digital signature. Some information is
optional:

 Signature time

X.509 Signature Certificate

X.509 CA Certificates (who issued the X.509 Signature Certificate)
* Signature text (TBS)

* Hash algorithms used

« Signature algorithm used

* The raw signature
Examples on digital signature formats are:

* CadES/CMS/PKCS#7
* XAdES

Signing
To sign an agreement a number of actions need to be executed:

* Create text representation of agreement

* Create digital signature





Create text representation

For advanced electronic signatures, where the agreement contents is logically tied to the created
signature, the text needs to be prepared in order to suit the signing method used. The textual
representation of an agreement is also called To Be Signed, or TBS for short. The TBS is the actual text
that is to be digitally signed. For the whole agreement to be tamper-proof, the agreement metadata
with all agreement files needs to be signed. Digital signature clients have limitations on the size of TBS.
It is not possible to sign the actual agreements, since there is a risk that the agreement files are too
large. Therefore cryptographic hash functions are used to reduce the size of the agreement files and
create a representation of it.

For non-advanced signatures, where the agreement contents is not directly tied to the signature, the
above preparation is normally not needed.

Digital signature clients allow us to send two different types of TBS. They are:

* Visible TBS
* Hidden TBS - Swedish BankID only

Visible TBS

TBS text that is exposed to the signatories by the digital signature clients. General information about
the Agreement is supplied to digital signature clients as a visible TBS. As the TBS will be different
between signing clients and also have different localizations it will be saved together with the digital
signature. In cases where hidden TBS is not supported, the visible TBS will contain information that
otherwise would be in the hidden TBS. Where the TBS has length restrictions due to technical reasons,
the hash may be base64 encoded (trailing = characters being omitted) and the hash may be calculated
as if the ordered agreement files were a single file.

Example

I sign: "Employment ACME Inc"
Egreement ID: 2394857302
Date: 26/04/2016

Hidden TBS

TBS text that is hidden from the signatories by the digital signature clients. Agreement content is
reduced to fewer characters using cryptographic hash functions is supplied to digital signature clients
as a hidden TBS. This is currently only supported for Swedish BankID.

Example





Content:

"Contract"
1103 b497 984e 433c 38d4 fdef 775 33ad Ocef 8c@7 9995 5b37 7c8e eddf 66f7 de73

"Codes of conduct"
2c¢f9 688d c483 2085 1112 6120 9001 58b2 ab2e 62b1 afd5 acch ebbb 5134 c7a4 9012

Create Digital Signature

For advanced electronic signatures, the cryptographic signature is created by applying the private key
from an asymmetric key pair on a dataset that previously has been hashed. In this context, the dataset
is the TBS. Different EID providers handles digital signatures in different ways, Signature Methods
describes all methods supported.

For non-advanced signatures, signature creation will vary depending on the method.

Signature Methods

Currently, the following signing methods are supported:

» Swedish BankID (advanced electronic signature)

* Norwegian BankID (advanced electronic signature and authentication)
* Finnish strong identification

* Danish MitID

* Draw Signature

* API Signature

* SMS Signature

* Email Signature with OneTimePassword

* Click Signature

These are described in detail below.

Swedish BankID

Swedish BankID is the largest EID provider in Sweden run by Finansiell ID-Teknik BID AB which is
owned by a number of large swedish banks.





It is a PKI based solution with support for file based tokens as well as smart cards, supported on a
number of platforms for desktop and mobile.

Signature format

The BankID client produces an XML Digital Signature as specified in BankID Signature profile.

Audit log
Each signature transaction provides information used in user interface and audit logging:

» personNr - In the form of a Swedish personal identity number.
* personSurname - Surname in capital letters.

» personGivenName - Given name in capital letters.

* startDate - Date when signing was started.

* signatureMethod - Will be bankid or bankid-otherunit.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed, base64 encoded.

 tbsHidden - Hidden data being signed, base64 encoded.
How to validate
Validate the signature according to BankID Signature profile.

Output from validation to provide to Signee Validation in Container Format is:

» User attributes of the first certificate of the XML element KeyInfo with ID bidKeyInfo in the
signature.

* Hashed TBS.
» TBS Hash algorithm.

Norwegian BankID - advanced electronic signature

Norwegian BankID is the largest EID provider in Norway run by BankID Norway AS.

It is a PKI based solution that uses a one time password in combination with a personal password,
supported on a number of platforms for desktop and mobile.

Signature format

The BankID client produces a detached PKCS#7/CMS signature as specified in Cryptographic Message





Syntax, where the detached data being signed is the TBS.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.

* personGivenName - Given name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

* signatureAction - Will be signature.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed in the detached PKCS#7 signature, base64 encoded.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:

» User Attributes of the signer certificate in the element SignedData certificates in the PKCS #7
signature.

 Hashed TBS

* Hash algorithm

Norwegian BankID - authentication

Authentication based signing is also provided by the means of Norwegian BankID.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.





personGivenName - Given name.

» personDateOfBirth - Date of birth for the person.

startDate - Date when signing was started.

signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

signatureAction - Will be authentication.

* transactionld - Transaction ID from backend system.

How to validate

As an authentication alone does not digitally sign the agreement content, the person details such as
given name, surname and date of birth must be compared with the requested signee.

Finnish strong identification

Strong identification broker services are provided by Telia Finland for banks and mobile operators in
the Finnish Trust Network ("FTN").

Identity format
Telia produces a signed JWT which contains information about the person.

Table 1. Signed Attributes

Attribute Name Attribute Value

urn:oid:1.2.246.21 Social security number / personal identity code /
HeTu - henkil6tunnus

urn:oid:2.16.840.1.113730.3.1.241 Full name

urn:oid:2.5.4.4 Surname

urn:oid:1.2.246.575.1.14 Given name

More information can be found in Telia Tunnistus.

Audit log
Each signature transaction provides information used in user interface and audit logging:

* personNr - Finnish personal identity code.
* personSurname - Surname

* personGivenName - Given name

startDate - Date when signing was started.

signatureMethod - Will be eid-fi.





* transactionld - Transaction ID from backend system.
* signature - Signed JWT (from Telia).
* publicKey - Public key (JWK) for the signed JWT (from Telia).

How to validate

The signed JWT can be verified using the public key.

Danish MitID

Danish MitID signing is utilizing Transaction Signing from Nets eID Broker.

Signature format

The signature flow for Danish MitID is performed as a text followed by end-user authentication, so
there is no signature produced. Thus a signature format does not exist.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Danish personal identity number.

* personName - Full name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be one of: mitid-low, mitid-substantial or mitid-high.

o The method mitid-<LOA> specifies what Level of Assuarance (LOA) that was requested when
initiating the signature.

* signatureAction - Will be authentication.
* transactionld - Transaction ID from backend system.

* tbs - Data that was shown to user before authenticating, base64 encoded.

More information can be found in Danish MitID.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. In case of dispute, contact the EID provider, Nets, to validate the
entries in the audit log.





Draw Signature

The draw signature signing method is an electronic counterpart to traditional handwritten signatures.
Using draw signature, the end user draws a signature on a web canvas. The signing method is not
classified as an advanced electronic signature in that it does not tie the user to the contents signed and
does not identify this signatory. Yet, the method can be suitable in use cases where advanced electronic
signatures are not required.

Signature format

The signature is represented as an SVG/PNG image.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - In the form of a swedish personal number.

* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be draw-signature.

* signature - The SVG or PNG image, base64 encoded.

* signatureContentType - The content type of signature eg. image/svg, image/png.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. Also, as the case of traditional handwritten signatures where
there are no formal requirements placed, ocular comparison does not add to trustworthiness.

API Signature

The API Signature is an electronic signature which is done by consuming the web service exposed by
Egreement AB. Using API Signature, the end user signs the agreement by making a request to the web
service. Using this method, user can also send the timestamp of actual time when the sign event took
place. This signing method is not classified as an advanced electronic signature in that it does not tie
the user to the contents signed and does not identify this signatory. Yet, this method can be suitable in
use cases where advanced electronic signatures are not required.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

10





» personNr - In the form of a swedish personal number.
* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be api-signature.

* signedOn - Time at which the agreement was actually signed (stated by user)

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature.

SMS Signature

SMS Signature is an electronic signature created by responding to an SMS with context specific
content. The content of the SMS is One Time Password (OTP), a 6 digits number sent to the registered
mobile no of the signee. The Signee has to submit the OTP in order to sign the agreement. The OTP
Number is generated by TOTP algorithm by hashing the current time along with the agreement
information. OTP can be regenerated and verified by the same logic provided the given time &
agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no of the signee.

* timestamp - Date when signing was started.

* agreementName - Name of the agreeement.

* signatureMethod - Will be sms-signature.

OTP - One Time Password.

How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, mobile, timestamp).

HASHLG : Use SHA-256 algorithm to generate hash of the given input.
* hash (array): HASHLG( agreementName + mobile + timestamp)

* random (function): hash[ ${param1} ] & ${param2} << ${param3}

otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)
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o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Email Signature with OneTimePassword

Email signature with OneTimePassword is an electronic signature created by One Time Password(OTP)
based email service. The content of the Email is One Time Password (OTP), a 6 digits number sent to
the registered email address of the signee. The Signee has to submit the OTP in order to sign the
agreement. The OTP Number is generated by TOTP algorithm by hashing the current time along with
the agreement information. OTP can be regenerated and verified by the same logic, provided the given
time & agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» email - Email address of the signee.

* timestamp - Date when signing was started.

* agreementName - Name of the agreeement.

* signatureMethod - Will be email-signature.

OTP - One Time Password.

How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, email, timestamp).

HASHLG : Use SHA-256 algorithm to generate hash of the given input.

hash (array): HASHLG( agreementName + email + timestamp)

random (function): hash[ ${param1} ] & ${param2} << ${param3}

otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000

o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

12





* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Click Signature

Click signature is an electronic signature created by using a personalized link. The personalized link
can be shared by email or directly in an integrated application. When the signee visits the link, it will
take him to the agreement review page where he can click the sign button to sign the agreement.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.
* timestamp - Date when signing was started.

* signatureMethod - Will be click-signature.

How to validate

Due to the nature of this signature , we can’t validate the authenticity of the signature. Signatories has
to keep the link secret.

Reference documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

Telia Tunnistus Telia Tunnistus - Integration guide to

identification broker service, v1.8
Nets eID Broker Technical reference for service providers, v1.2.3

Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Purpose

Agreements might need validation in case of disputes where one or more contracting parties renounce
that he or she intentionally signed the agreement. Since an agreement e-signed using Egreement’s
service is self-contained, tamper-proof and legally binding, validating the agreement can be enough to
settle legal disputes. This document describes all the steps needed to validate the agreement.

Overview

Validating an agreement is quite a complicated process requiring technical skills or software. The
agreement is stored as a PDF container where any proof of the validity of the agreement is contained
inside the actual container. The process spans from controlling the actual agreement content to
validating the Public Key Infrastructure (PKI) signature status.

The parts that should be validated and covered by this and other references documents are:

e Container validation
* Agreement content

* Retracing signature steps

Container Validation

Verify that the container is an agreement PDF container. See the "Container Content" chapter in
Container Format.

Agreement Content

Read and validate all parts of the agreement attached to the container. See "PDF Container" Container
Format how to locate all files of the agreement.

Retracing Signature Steps

The audit log is a list of entries holding all actions associated with the agreement, from creating the
agreement to the last signee signing the agreement. The list is sorted by the time each action was
logged.

Audit Log Validation Process

Validate each audit entry in the log according to the "How to validate" section of each specific audit
entry type chapter. The audit entry types are described in detail in Container Format, where each





entry type is described in a separate chapter.

If validation of one step fails or if the audit entry does not exist in Container Format, the agreement is
considered invalid.

If validation of an entry fails, it is important to analyze why before the agreement is discarded. It is
important to establish if the agreement is considered invalid because someone has tampered with it, or
if there are errors in the tools or in the documentation?

References

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

Telia Tunnistus Telia Tunnistus - Integration guide to

identification broker service, v1.8
Nets eID Broker Technical reference for service providers, v1.2.3

Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Revisionsberittelse

Till foreningsstimman i Brf Stinsen i Norrkoping
Org.nr 769631-2227

Rapport om arsredovisningen

Uttalanden
Jag har utfort en revision av arsredovisningen for Brf Stinsen i Norrkoping for rakenskapséret 2022.

Enligt min uppfattning har arsredovisningen upprittats i enlighet med arsredovisningslagen och ger en i alla
viasentliga avseenden rittvisande bild av féreningens finansiella stdllning per den 2022-12-31 och av dess
finansiella resultat for aret enligt arsredovisningslagen. Forvaltningsberittelsen ar forenlig med
arsredovisningens Ovriga delar.

Jag tillstyrker dérfor att foreningsstdmman faststéller resultatrikningen och balansrikningen for foreningen.

Grund for uttalanden

Jag har utfort revisionen enligt International Standards on Auditing (ISA) och god revisionssed i Sverige.
Mitt ansvar enligt dessa standarder beskrivs ndrmare i avsnittet Revisorns ansvar. Jag ar oberoende i
forhéllande till foreningen enligt god revisorssed i Sverige och har i 6vrigt fullgjort mitt yrkesetiska ansvar
enligt dessa krav.

Jag anser att de revisionsbevis jag har inhdmtat &r tillrdckliga och dndamalsenliga som grund for mina
uttalanden.

Styrelsens ansvar

Det dr styrelsen som har ansvaret for att arsredovisningen uppréttas och att den ger en rittvisande bild enligt
arsredovisningslagen. Styrelsen ansvarar dven for den interna kontroll som de beddmer &r nédvéndig for att
uppritta en arsredovisning som inte innehaller ndgra vésentliga felaktigheter, vare sig dessa beror pa
oegentligheter eller misstag,.

Vid upprattandet av arsredovisningen ansvarar styrelsen for beddmningen av foreningens forméga att
fortsdtta verksamheten. De upplyser, nar sé ar tillimpligt, om foérhallanden som kan paverka formégan att
fortsdtta verksamheten och att anvidnda antagandet om fortsatt drift. Antagandet om fortsatt drift tillimpas
dock inte om beslut har fattats om att avveckla verksamheten.

Revisorns ansvar

Mina mal &r att uppna en rimlig grad av sdkerhet om huruvida arsredovisningen som helhet inte innehéller
nagra vasentliga felaktigheter, vare sig dessa beror pa oegentligheter eller misstag, och att lamna en
revisionsberittelse som innehaller mina uttalanden. Rimlig sdkerhet &r en hog grad av sékerhet, men &r ingen
garanti fOr att en revision som utfors enligt ISA och god revisionssed i Sverige alltid kommer att upptécka en
viasentlig felaktighet om en sadan finns. Felaktigheter kan uppsta pa grund av oegentligheter eller misstag
och anses vara vésentliga om de enskilt eller tillsammans rimligen kan forvéntas paverka de ekonomiska
beslut som anvéndare fattar med grund i arsredovisningen.

Som del av en revision enligt ISA anvinder jag professionellt omdéme och har en professionellt skeptisk
instéllning under hela revisionen. Dessutom:
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- identifierar och beddmer jag riskerna for vésentliga felaktigheter i &rsredovisningen, vare sig dessa beror pa
oegentligheter eller misstag, utformar och utfor granskningsatgirder bland annat utifrén dessa risker och
inhdmtar revisionsbevis som ar tillrickliga och dndamalsenliga for att utgdéra en grund fér mina uttalanden.
Risken for att inte uppticka en vésentlig felaktighet till foljd av oegentligheter &r hogre &n for en visentlig
felaktighet som beror pd misstag, eftersom oegentligheter kan innefatta agerande i maskopi, férfalskning,
avsiktliga utelamnanden, felaktig information eller dsidoséttande av intern kontroll.

- skaffar jag mig en fOrstaelse av den del av foreningens interna kontroll som har betydelse fér min revision
for att utforma granskningsétgirder som ér lampliga med hénsyn till omstdndigheterna, men inte for att uttala
mig om effektiviteten i den interna kontrollen.

- utvarderar jag lampligheten i de redovisningsprinciper som anvédnds och rimligheten i styrelsens
uppskattningar i redovisningen och tillhérande upplysningar.

- drar jag en slutsats om lampligheten i att styrelsen anvénder antagandet om fortsatt drift vid uppréttandet av
arsredovisningen. Jag drar ocksa en slutsats, med grund i de inhdmtade revisionsbevisen, om huruvida det
finns ndgon visentlig osékerhetsfaktor som avser sddana héndelser eller forhéllanden som kan leda till
betydande tvivel om foreningens formaga att fortsitta verksamheten. Om jag drar slutsatsen att det finns en
vésentlig osékerhetsfaktor, maste jag i revisionsberittelsen fasta uppmarksamheten pé upplysningarna i
arsredovisningen om den visentliga osékerhetsfaktorn eller, om sddana upplysningar &r otillrackliga,
modifiera uttalandet om arsredovisningen. Mina slutsatser baseras pa de revisionsbevis som inhdmtas fram
till datumet for revisionsberéttelsen. Dock kan framtida héndelser eller forhallanden gora att en forening inte
langre kan fortsétta verksamheten.

- utvérderar jag den Overgripande presentationen, strukturen och innehallet i &rsredovisningen, déribland
upplysningarna, och om arsredovisningen aterger de underliggande transaktionerna och hindelserna pa ett
sétt som ger en réttvisande bild.

Jag maste informera styrelsen om bland annat revisionens planerade omfattning och inriktning samt
tidpunkten for den. Jag maste ocksa informera om betydelsefulla iakttagelser under revisionen, dédribland de
eventuella betydande brister i den interna kontrollen som jag identifierat.

Rapport om andra krav enligt lagar och andra forfattningar

Uttalanden

Utdver min revision av arsredovisningen har jag dven utfort en revision av styrelsens forvaltning for Brf
Stinsen i Norrkdping for rdkenskapsaret 2022 samt av forslaget till dispositioner betréffande féreningens
vinst eller forlust.

Jag tillstyrker att foreningsstémman disponerar vinsten enligt forslaget i forvaltningsberéttelsen och beviljar
styrelsens ledamoter ansvarsfrihet for rakenskapsaret.

Grund for uttalanden

Jag har utfort revisionen enligt god revisionssed i Sverige. Mitt ansvar enligt denna beskrivs ndrmare i
avsnittet Revisorns ansvar. Jag ér oberoende i forhédllande till foreningen enligt god revisorssed i Sverige och
har 1 ovrigt fullgjort mitt yrkesetiska ansvar enligt dessa krav.

Jag anser att de revisionsbevis jag har inhdmtat &r tillrickliga och dndamalsenliga som grund for mina
uttalanden.
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Styrelsens ansvar

Det ér styrelsen som har ansvaret for forslaget till dispositioner betraffande foreningens vinst eller forlust.
Vid forslag till utdelning innefattar detta bland annat en bedomning av om utdelningen ar forsvarlig med
hénsyn till de krav som foreningens verksamhetsart, omfattning och risker stéller pa storleken av féreningens
egna kapital, konsolideringsbehov, likviditet och stillning i dvrigt.

Styrelsen ansvarar for foreningens organisation och forvaltningen av féreningens angelédgenheter. Detta
innefattar bland annat att fortldpande bedoma foéreningens ekonomiska situation och att tillse att foreningens
organisation dr utformad sé att bokforingen, medelsforvaltningen och foreningens ekonomiska
angeldgenheter i 6vrigt kontrolleras pa ett betryggande sitt.

Revisorns ansvar

Mitt mal betraffande revisionen av forvaltningen, och ddrmed mitt uttalande om ansvarsfrihet, r att inhdmta
revisionsbevis for att med en rimlig grad av sékerhet kunna beddma om négon styrelseledamot i ndgot
viasentligt avseende:

- foretagit ndgon atgérd eller gjort sig skyldig till ndgon férsummelse som kan foranleda
ersittningsskyldighet mot foreningen, eller

- pa ndgot annat sétt handlat i strid med bostadsrittslagen, tillampliga delar av lagen om ekonomiska
foreningar, arsredovisningslagen eller stadgarna.

Mitt mal betraffande revisionen av forslaget till dispositioner av foreningens vinst eller forlust, och ddrmed
mitt uttalande om detta, &r att med rimlig grad av sékerhet bedoma om forslaget ar forenligt med
bostadsréttslagen.

Rimlig sikerhet dr en hog grad av sékerhet, men ingen garanti for att en revision som utfors enligt god
revisionssed 1 Sverige alltid kommer att uppticka atgérder eller forsummelser som kan foranleda
erséttningsskyldighet mot foreningen, eller att ett forslag till dispositioner av foreningens vinst eller forlust
inte ar forenligt med bostadsrattslagen.

Som en del av en revision enligt god revisionssed i Sverige anvéinder jag professionellt omdome och har en
professionellt skeptisk instéllning under hela revisionen. Granskningen av forvaltningen och forslaget till
dispositioner av foreningens vinst eller forlust grundar sig frimst pé revisionen av rikenskaperna. Vilka
tillkommande granskningsétgirder som utfors baseras pa min professionella bedémning med utgangspunkt i
risk och vésentlighet. Det innebar att jag fokuserar granskningen pa sadana atgérder, omraden och
forhallanden som dr vésentliga for verksamheten och dér avsteg och dvertridelser skulle ha sarskild
betydelse for foreningens situation. Jag gr igenom och provar fattade beslut, beslutsunderlag, vidtagna
atgdrder och andra forhallanden som ér relevanta for mitt uttalande om ansvarsfrihet. Som underlag for mitt
uttalande om styrelsens forslag till dispositioner betriffande foreningens vinst eller forlust har jag granskat
om forslaget dr forenligt med bostadsrittslagen.

Norrkoping den

Stefan Gustafsson
Auktoriserad revisor

Brf Stinsen i Norrképing, Org.nr 769631-2227
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Purpose

This document gives an introduction to the collection of reference documentation added to each
agreement signed using Egreement’s service. In case of agreement disputes, this documents and its
referrals should be used as a handbook on how to verify agreements.

Overview

Agreement and workflow basics are introduced in this document in order to be able to understand the
reference documentation.

Glossary

Term Description

Agreement File Attachment to the agreement, for example an
uploaded PDF, image, or free text, entered by
agreement creator.

Agreement Creator User who creates the initial agreement and add
contracting parties.

API Application Programming interface

Audit Log The log of events associated with each agreement.

CMS Cryptographic Message Syntax

Container The file which holds the agreement including all

metadata such as audit log, documentation,
verification, Etc.

Contracting Party User who is to sign an agreement.

Egreement The company providing the agreement signing
service. Egreement AB,
https://www.egreement.com

EID Electronic identity such as a certificate or online
identity of some kind.

Hash A cryptographic hash, see Signing
JSON JavaScript Object Notation

NTP Network Time Protocol

OCSP Online Certificate Status Protocol
PKCS Public Key Cryptography Standards



https://www.egreement.com



Term Description

PKI Public Key Infrastructure
PDF Portable Document Format from Adobe Systems
Signee When a contracting party has signed an

agreement, the party becomes a signee.

TBS To Be Signed. A textual representation of an
agreement.
Verification Page(s) appended to the end of the visible part of

the agreement, summarizing agreement
information, including a timeline.

XML Extensible Markup Language

Agreement Basics

An agreement has a number of artifacts that together form an agreement:

@greement

Agreement Name

Agreement ID

Agreement files Audit log

Attachment-1 Created
Attachment-2 User 1 viewed
Attachment-3 User 1 signed

User 2 viewed

User 2 signed

Figure 1. Agreement content

* Agreement name chosen by Agreement Creator.
* Agreement ID automatically generated by Egreement’s system.
* Files of different formats, such as text or images, that form the contractual part of the agreement.

* Audit log, created by the Egreement system, keeping records of all major events that have taken





place in the process of concluding the agreement.

» Reference documentation on how Egreement manages agreement creation, signing and conclusion.
This very document is the introduction and first part of the reference documentation.

Version Properties

The following properties apply for the current version of the agreement implementation:

» Agreement File hash algorithm: SHA-256
» Agreement File hash encoding: Hex string
 Reference documents:

o Overview

o Container Format

o Signing

o Validation

Workflow

The Egreement workflow contains a number of stages.

Create agreement - Start
Add agreement files - Upload attachments
Add contracting parties - Add people who are to sign the agreement

Signature creation - All contracting parties sign the agreement

S

Download - Agreement can be downloaded (optional)

Agreement Creation

When an agreement is to be created, the user chooses a name for the agreement and an ID is
automatically generated.

Agreement Files

An agreement file is a part of the agreement. The file can be of any format. If the file format can be
presented by the Egreement software, a visual representation will be shown to the contracting parties.





Contracting Parties

After the agreement has been set up, all contracting parties who should sign the agreement are added.

Signature Creation

The user should always sign the complete agreement including all attached files. Metadata which will
serve as proof of user consent to the agreement will be automatically added by the system, making the
agreement tamper-proof and self-contained. Each signee can choose from a set of signature methods.
The actual signature creation is handled differently depending on signing method.

In the signature workflow, a number of signees can individually sign the same agreement. The
aggregated signature result will be added to the agreement as proof of the agreement’s validity. Signing
is described in detail in Signing.

After the last signee has signed, the agreement will be concluded and therefore the process and
agreement files will be closed.

Download

It is possible to download an agreement from the system to store it offline. The downloaded agreement
is tamper-proof, as all parts of the agreement, including main file, attachments and all other artifacts,
are tied to every individual signee. Since this downloaded agreement is more than just a document, it
is referred to as a Container.

Egreement currently supports PDF as container-format which is described more in detail in Container
Format.

Logging
All actions associated with the agreement are stored in the audit log.
Dispute

In case of dispute about a signed agreement where the different signees disagree, the Validation
document describes the process how to verify the agreement’s validty.

Reference Documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.





Document name

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker

Cryptographic Message Syntax

Description

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3

https://www.ietf.org/rfc/rfc2630
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Purpose

This document is targeted for contracting parties and arbitrators that create, sign and/or evaluate
agreements concluded through the Egreement application. The document describes the content,
structure and semantics of the agreement container, required to understand in order to evaluate
agreements or settle possible disputes.

Overview

An agreement in the Egreement sense is not just a single document. Instead, an agreement is a
collection of different information artifacts concerning an agreement made between one or more
contracting parties. Artifacts can be the text on which agreement parties are to agree, individual
parties’ acceptance statements, or records of the events associated with the conclusion of the
agreement. In order to store this information in a secure and self-contained manner, a Container is
needed. The container is simply a file storing all the information needed in a structured and well-
defined way.

Generic Container Structure

The container includes the following artifact types:

* Agreement File - One or more documents, or other types of files (such as images), either uploaded
by the agreement creator or provided by the Egreement application, that togehter constitute the
agreement.

* Audit Log - A log, created by the Egreement system, with recordings of all major events that have
taken place in the process of concluding the agreement.

* Reference Documentation - Documentation how Egreement manages agreement creation, signing
and closing.

* Verification - An agreement summary, including a listing of included agreement files, signees and
an extract of the audit log.

PDF Container

The container format used by Egreement is PDF. All of the listed artifact types are stored as so called
attachments in the PDF container. The reason for adding agreement artifacts as attachments is that
this makes it possible to provide traceability throughout the complete signing process. In order for a
reader to easily be able to view the contents of the agreement, a selection of the attachments is
"mirrored" to the main (visible) part of the PDF.
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Agreement File 1
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Visualization of Agreement File N
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Reference Documentation 1
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Reference Documentation N

Audit Log I
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Figure 1. Container Overview

Not all PDF viewers are able to list and/or present PDF attachments. Therefore, it is
recommended to use the official Adobe Acrobat Reader to view Egreement PDF
containers.

Each attachment is given a numeric prefix to its name in order to sort the files correctly in the list. Also
note that the description field holds the artifact type of the attachment.

@ Attachments X
@ B &
Name ~ Description Modified
5 01-CarContract.pdf Agreement File-456-5654-10  29/04/16 14:25:26
i‘ 02-Carlmage.jpg Agreement File-456-5654-12 29/04/16 14:25:27
) 03-CarSound.m4a Agreement File-456-5654-13  28/04/16 14:25:27
: 04-auditlog.json Audit Log 29/04/16 14:25:27
= 05-Overview.pdf Reference Documentation 29/04/16 14:25:27
= 06-ContainerFormat.pdf Reference Documentation 29/04/16 14:25:27
5 07-Signing.pdf Reference Documentation 29/04/16 14:25:27
= 08-Validation.pdf Reference Documentation 29/04/16 14:25:27
= 09-verification.pdf Verification 29/04/16 14:25:27

Figure 2. PDF Attachments





How to Validate

The container is a valid PDF agreement if it holds the artifacts defined above.

Container Content

Agreement File

Artifact type: Agreement file

Agreement files are the parts of the agreement which the agreement creator uploads or selects to be
included. These could be documents, forms, images or virtually any type of file. Furthermore,
agreement files can be divided into two categories, agreement files possible to visualize and non-
possible to visualize.

Agreement Files Possible to Visualize

Files possible to visualize, are added as attachments to the container just as all other artifact types, but
they are also mirrored to the visible part of the agreement PDF. This allows the user to quickly view
the content of the main parts of the agreement. Files that typically are possible to visualize, are PDFs,
image-type files and text files.

Agreement Files Non-Possible to Visualize

Agreement files non-possible to visualize, are not mirrored to the visual part of the agreement PDF,
though it is represented with name, size and hash of the file. These file types are typically technically
hard or impossible to create a visual representation of, e.g. a sound file or a video file.

How to Validate

To understand what has been agreed and to establish if there is a dispute or if the disagreement
between the contracting parties is actually covered by the agreement, please read and understand the
actual content of the agreement.

Audit Log

Artifact type: Audit log

The audit log attachment is a well-defined, JSON formatted, document presenting all the important
events that have occurred from when the agreement was created until the agreement was closed.
Refer to the "Workflow" chapter in Overview for more details.

The following audit log entry types are defined:





* Agreement Created

* Agreement Viewed

* Agreement Signed

* Agreement Rejected

* Agreement ExpireOn Changed

* Message Sent

The different log entry types are described in detail below.

Common Structures
All log entry types share common information that is included in every log entry logged.

Table 1. Common Attributes

Parameter name Parameter value example(s)  Description

time 2016-03-21T10:03:28.010+0000  Time when the entry was logged
as yyyy-MM-dd'T'HH:mm:ss.SSSZ.

id 540431, 1e8f69a4-07c1-11e8- An ID of this particular event

ba89-0ed5f89f718b (can either be a numeric long

value or Time based UUID).

event(lass agreement_created Name of the type, as listed
below.

eventld 10 Each type includes a set of IDs.

See respective log entry type
description for details.

userInfo See UserInfo Information about a user.

UserInfo

The UserInfo structure holds information about the user triggering an event, users being contracting
parties of an agreement as well as other users. Note that only a subset of the parameters is included,
depending on the situation where the UserInfo structure is used.

Table 2. UserInfo

Parameter name Parameter value example(s)  Description

ipAddress 212.94.55.131 The IP address of the user.

email Jjohn@example.org The user’s email address.

personNr 19550505-1234 (Sweden), The user’s personal identity
220750-999Y (Finland) number.
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Parameter name Parameter value example(s)  Description

personName John Smith The first and last name of the
user.

personGivenName John The first name of the user.

personSurname Smith The last name of the user.

orghr 551234-1234 The organization number of the

organization on behalf of which
the user is operating.

orghame Acme AB The organization name of the
organization on behalf of which
the user is operating.

AgreementFileInfo

The AgreementFilelnfo structure holds information about an agreement file, e.g. a PDF uploaded by the
user. See Agreement File.

Table 3. AgreementFileInfo

Parameter name Parameter value example(s)  Description
fileld 6572354654, 75928ba0-2369- The system generated ID of the
11e8-b467-0ed5f89f718b agreement file (can either be a

numeric long value or Time
based UUID).

fileName MyEmployeeAgreement.pdf The user defined name of the
agreement file.

fileMimetype application/pdf The agreement file mime type.

fileSize 42253 The size, in bytes, of the

agreement file.

fileHash 3d7c514b...66b786a4 The hash of the agreement file,
encoded as a hex string.

How to Validate

See Validation how to validate the entire audit log.

Agreement Created

This event is logged when the agreement is created. This is always the first log entry for each
agreement, i.e. no events can take place before this event has occurred.

* EventClass: agreement_created



https://en.wikipedia.org/wiki/Universally_unique_identifier

https://en.wikipedia.org/wiki/Universally_unique_identifier



* Eventld:

> 10: When a private user creates an agreement using the web application.

> 11: When a company user creates an agreement using the web application.

o 12: Agreement created using the APIL

Table 4. Agreement Created Specific Information

Parameter name Parameter value example(s)

agreementName MyEmployeeAgreement

agreementId 12345678901234, 75928ba0-2369-
11e8-b467-0ed5f89f718b

agreementVersion 1.16

agreementlocale sv_SE

signees List of UserInfo

agreementFiles List of AgreementFileInfo

How to Validate

Description

User specified name of the
agreement.

System generated ID of the
agreement (can either be a
numeric long value or Time
based UUID).

Version of the agreement
container format.

Locale of the agreement
container.

A listing of the signees defined
as parties in the agreement.

A listing of the agreement files
included in the agreement.

Validating this audit entry requires a number of steps all documented below.

EventTypeld Validation

Check that the UserInfo field is populated correctly according to EventType. See UserInfo for details.

Table 5. EventType effect on UserInfo

Type How to validate UserInfo

10
11
12

Agreement Metadata

All metadata parameters must be validated according to table below.

Table 6. Agreement Created Metadata Verification

orgNr and orgName must not be set
personNr, orgNr and orgName must be set

orgNr and orgName must be set
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Parameter name How to validate

agreementName Must be present

agreementId Must be present

agreementVersion Must be less than or equal to 1.16
agreementlocale If present, Must be a valid locale and container

verification page must be in this language
signees See Signees Validation

agreementFiles See Agreement File Validation

Agreement File Validation

Validate that all Agreement File are the correct ones, that they are included, and that there are no
additional files than the ones listed in the audit log.

Audit Log

Check all agreement files in this audit entry and verify that they all exist in the container. Do this by
identifying the attachment by the ID and name stated in the audit entry.

Attachments

Check all agreement files in the PDF container by searching after the Artifact type: Agreement file and
make sure that they are all listed in the create agreement audit entry.

Check Hashsums

For each agreement file, compute the hash and check that the hash in the audit entry is correct.

Signees Validation

Make sure that each signee has an Agreement Signed audit entry. Also check that the number of signees
is equal to the number of Agreement Signed entries.

Agreement Viewed
This event is logged every time an agreement is viewed or downloaded.

* EventClass: agreement_viewed
* Eventld:
o 20: When a user views an agreement using the web application.
> 21: When a user views an agreement using a mail link.
o 22: When a user views an agreement by downloading it using the web application.

> 23: When a user views an agreement using a mail link that is protected using two-factor
authentication.





Agreement Viewed Specific Information

None

How to Validate

Check that time of entry is after Agreement Created.

Agreement Signed

This event is logged every time a user signs an agreement.

* EventClass: agreement_signed

* Eventld:

> 30: When a user signs the agreement, not being the last signee.

> 31: When a user signs the agreement as the last signee.

> 32: When a user tries to sign the agreement but signing fails.

Table 7. Agreement Signed Specific Information

Parameter name

signeelnfo

signMetadata

Table 8. SignMetadata
Parameter name

signatureMethod

signature

ocspResponse

tbs

Parameter value example
See UserInfo

See SignMetadata

Parameter value example

bankid

PD94bWwgdm...duYXR1cmU+

MIIEXg0BAK...jks3yrAUVE

SSBzaWduOiAiQ29udHJhY3QilA
pJRDogNjdkNZ2...

Description
Information about the signee.

Signing metadata produced in
the signing process.

Description

The ID of the signing method
used.

The signature, base64 encoded.
The underlying format depends
on the signature method used.

The OCSP response message,
base64 encoded. This parameter
is only included for some signing
methods.

The text being signed by the
signee using the signing method
encoded as base64. This
parameter is only included for
some signing methods and may
vary between signing methods
and localizations.





Parameter name Parameter value example Description

tbsHidden LSOtLSO0tLS0tLQpDb250ZW500g Hidden additional text also
oKImJsdWUucG... being signed, base64 encoded.
This parameter is only included
for some signing methods.

How to Validate

Check that time of entry is after Agreement Created.

EventType Validation

Table 9. EventType effect on validation

Type How to act
30 Verify as described below.
31 Verify as describe below, and once done, check

that there are no more Agreement Signed entries
in the audit log.

TBS Validation

In case of an advanced signature method, the TBS (including the hidden TBS where applicable) will be
stored as a part of SignMetadata.

For non-advanced signature methods, TBS validation is not applicable.

Signature Validation

Fetch the signature method pointed out by SigningMethod and verify the signature according to the
corresponding chapter in Signing

Signee Validation

The output from the Signature Validation should be validated according to table below.

Output type How to validate

Signature time If a signature time has been registered, check that
this signature time corresponds to the time of the
Agreement Signed.

User attributes Check that the user attributes returned from the
signature method matches the attributes of the
SigneeInfo.

TBS or hash of TBS If TBS validation applies, check that TBS or hash

of TBS matches the TBS from SignMetadata.





Output type How to validate

Hash algorithm If TBS validation applies, and the TBS is returned
hashed, return name of hash algorithm.

Agreement Rejected
This event is logged when the agreement is rejected. If this event occurs, the agreement is invalid.

» EventClass: agreement_rejected
* Eventld:
o 40: Agreement rejected by user.
o 47: Agreement auto-rejected due to validity timeout.

o 42: Agreement withdrawn by agreement creator.

Agreement Rejected Specific Information

None

How to Validate

If one of these audit entries are found, the agreement is not a valid agreement.

Agreement ExpireOn Changed
This event is logged when the agreement expiry date is changed.

* EventClass: agreement_expire_on_changed
e Eventld:

o 80: Agreement expiry date changed by user.

Table 10. Agreement ExpireOn Changed Specific Information
Parameter name Parameter value example Description

agreementPreviousExpire0n 2016-03-21T10:03:28.010+0000  Time when agreement was
scheduled to expire as yyyy-Mm-
dd’T'HH:mm:ss.SSSZ.

agreementExpireOn 2016-03-31T10:03:28.010+0000  Time when agreement is
scheduled to expire as yyyy-Mm-
dd'T'HH:mm:ss.SSSZ.

How to Validate

Check that time of entry is after Agreement Created.
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Message Sent
A message is logged each time the system sends a mail to parties involved in the agreement.

* EventClass: message_sent
* Eventld:
> 50: Message sent due to event IDs: 10-12
> 51: Message sent due to event ID: 30.
o 52: Message sent due to event ID: 31.
> 53: Message sent due to event ID: 40.
o 54: Message sent due to event ID: 41.
o 55: Message sent when agreement is shared.
o 56: Message sent when agreement sharing is cancelled.
o 57: Message sent when agreement validity is about to expire.
o 58: Message sent as a reminder of agreement creation.

> 60: Message sent due to event ID: 20-23.

Table 11. Message Sent Specific Information
Parameter name Parameter value example Description

sentTo List of UserInfo A listing of the users to whom
the message is sent.

How to Validate

Check that time of entry is after Agreement Created.

Format

The audit log is included in the container as a JSON-formatted file.

Audit log example
[ {
"agreementId" : "160400034502",
"agreementName" : "Package patent",
"agreementVersion" : "1.16",

"agreementlLocale": "sv_SE",
"agreementFiles" : [ {
"fileSize" : "722085",
"fileId" : "4081",
"fileHash" : "01e70b3f3d48df504119a912e171df2f2533a2a8bf73d052¢c004e27bf64671a0",

11





"fileMimetype" : "application/pdf",
"fileName" : "patent.pdf"

oA
"fileSize" : "180269",
"fileld" : "4082",
"fileHash" : "96e0a461e285986ae6e3a2b581568c89d1dae77ae580fea1859faab2e594ec4b”,
"fileMimetype" : "image/png",
"fileName" : "fig1.png"

P

"signees" : [ {
"personNr" : "191111112222",

"personName" : "Alice A"

o
"personNr" : "193333334444",
"personName" : "Bob B"

Il

"id" : 778333,

“time" : "2016-04-26T16:39:30.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

i

"event(Class" : "agreement_created",

"eventId" : 10

oA
"id" : 778334,

"time" : "2016-04-26T716:39:31.000+0000",
"eventId" : 50,

"event(Class" : "message_sent",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

I

"sentTo" : [ {
"email" : "alice.a@eavtal.se",
"personName" : "Alice A"

}

oA

"signingMethod" : "bankid",

"signeeInfo" : {
"personSurname" : "B",
"personNr" : "193333334444",
"personGivenName" : "Bob",
"personName" : "Bob B"

}

igningMetadata" : {

12





"ocspResponse” : "MII...z5Q==",
"startDate" : "2016-04-26T16:39:32.000+0000",
"signatureMethod" : "bankid",

"signature"” : "PD9...cmU+"

H

"id" : 778335,

"time" : "2016-04-26T716:39:43.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

¥

"event(Class" : "agreement_signed",

"eventId" : 30

F ]

Reference Documentation

Artifact type: Reference documentation

Included in the container is also the reference documentation which documents the container format,
overview and details about signing and validation, Etc.

Table 12. Reference Documentation
Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

Telia Tunnistus Telia Tunnistus - Integration guide to

identification broker service, v1.8
Nets eID Broker Technical reference for service providers, v1.2.3

Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630

13
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Verification

Artifact type: Verification

The verification page is included as an attachment in the container, and is also mirrored to the visible
part of the container PDF. The purpose of the verification is to provide the reader with a summary of
the content of the agreement, in combination with important events that have occurred during the
agreement creation and signing process. An overview of the contents of the verification is given below.

Basic Information

Includes the most basic, and always present, information of the agreement. See Agreement Created for
more details.

* Agreement ID

* Agreement name

» Agreement version

e Creation date

Agreement Files

Lists the different files that the agreement includes. This is primarily the documents uploaded by the
user, which include agreement text and other data. See AgreementFileInfo for more details.

Each agreement file is listed with the following properties:

* Agreement file ID

» Agreement file name

* Agreement file mime type
* Agreement file size

* Agreement file hash

Signees

Lists the signees that have signed the document. See UserInfo for more details. Each signee is listed
with the following properties:

 Signee person number ID
* Signee name

» Signee sign date

14





Audit Log Extract

The verification ends with a summarizing extract from the audit log. It includes the most important
events and information from the audit log, whereas audit information that is of secondary importance
is filtered out.

Change Log

Agreement Version : 1.1

* Date of Change : 2017-02-28
* Logs

- Representation of agreement parts which are not possible to visualize are to include last
modified date along with the existing information (Name, Size, Hash).

- Layout is also changed to display the additional information vertically.
o Agreement File section of Verification page to include last modified date & time.

o ToBeSigned (TBS) text is separated into two types(visible & hidden).

Agreement Version : 1.2

» Date of Change : 2017-03-15
* Logs
o File Title is included in non visible agreement parts.

- Removed file Hash information from Attest Page and included file title

Agreement Version : 1.3

* Date of Change : 2017-06-21
* Logs

o New Signature Methods EMail signature & Email signature with OneTimePassword introduced

Agreement Version : 1.4

* Date of Change : 2018-02-01
* Logs
o Audit Events are allowed to have id as Long (number) or UUID

o New Signature Method Click signature introduced
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Agreement Version : 1.5

» Date of Change : 2018-05-31
* Logs

o Norwegian BankID is introduced

Agreement Version : 1.6

* Date of Change : 2018-07-31
* Logs

> More information about signature added on attest page

Agreement Version : 1.7

* Date of Change : 2019-01-16
* Logs

o Draw signature image added on attest page

Agreement Version : 1.8

* Date of Change : 2019-02-01
* Logs

> Message Sent for viewed event added in auditlog.json

Agreement Version : 1.9

» Date of Change : 2019-04-04
* Logs

o Agreement locale added for agreement created event in auditlog.json

Agreement Version : 1.10

* Date of Change : 2019-05-16
* Logs

- Enable rendering of txt files on visual part of the PDF.
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Agreement Version : 1.11

* Date of Change : 2019-05-14
* Logs

o Agreement expire on changed event added in auditlog.json

Agreement Version : 1.12

» Date of Change : 2020-04-20
* Logs

o Localized signing method display text on attest page & in auditlog.json

Agreement Version : 1.13

* Date of Change : 2020-10-22
* Logs

o Finnish EID is introduced

Agreement Version : 1.14

* Date of Change : 2021-08-03
* Logs

- TBS explanation is extended

Agreement Version : 1.15

* Date of Change : 2021-11-07
* Logs
o Norwegian BankID signing documentation is updated

> Norwegian BankID signing by the means of authentication is introduced

Agreement Version : 1.16

» Date of Change : 2022-04-30
* Logs

o Danish signing using MitID is introduced

17





Agreement Version : 1.17

» Date of Change : 2022-07-15
* Logs
o Watermark logo removed

o Verification page logo changed

Reference Documentation

Document name

Overview

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker

Cryptographic Message Syntax

18

Description

Gives an overview of the Egreement agreement
function and links to the other documents.

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3
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Purpose

The purpose of this document is to provide deep knowledge of the signature process making it possible
to verify the signatures of agreements signed using the Egreement service.

Overview

This document describes how Egreement handles the signature process, from how to make all
agreement files tamper-proof, to how each Electronic ID (EID) provider implements its signatures.

System

For the agreement signatures to be trustworthy, it is important that a stable and high-quality system
protects the signing process.

All parts providing evidence for the signature, such as hardware, operating system and software, have
to be trusted.

Hardware

Egreement’s signature software runs on a virtualized hardware platform. It is hosted in a data center
with high availability requirements, used by large banks and e-commerce companies.

Software

For a signature to be trusted, it is important that the timestamp can be reliable. Timestamps are used to
show when certain events occur and are an important evidence when validating an agreement.

The platform synchronizes its time over the standardized Network Time Protocol (NTP).

Electronic Signatures

An electronic signature is any electronic means that indicates either that a person adopts the contents
of an electronic message, or more broadly that the person who claims to have written a message is the
one who wrote it. Examples of electronic signatures are:

* Draw Signature - A handwritten signature drawn on a digital canvas.

» API Signature - A signature created by consuming the web service exposed by Egreement AB.

SMS Signature - A signature created by responding to an SMS with context specific content.

* Email Signature with OneTimePassword - A signature created by One Time Password(OTP) based
email service.





* Click Signature - A signature created by personalized link.

» Cryptographic Signature - A signature created using a cryptographic key.
Some types of signatures are classified as advanced electronic signatures. Such an electronic signature:

* is uniquely tied to the signatory,

* makes it possible to identify the signatory,

* is created using material only controlled by the signatory and

* is tied to the signed data in such way that any changes can be detected.

Electronic signatures based on PKI, such as the Swedish BankID and Norwegian BankID, provide
advanced electronic signatures.

Cryptography

Cryptography is a central part of many signature solutions, for example to provide tamper-proof
agreement files.

The following chapters introduce some concepts needed to understand cryptography based signatures.

Cryptographic Hash Functions

A cryptographic hash function is any function that can be used to map data of arbitrary size to data of
fixed size where it is practically impossible to find two pieces of input that produces the same hash
value. It is a one way transformation that produces the same result every time. The result is called a
hash and since it is a one way function, it is not possible to re-create the input behind a hash.

Examples on hash functions are:

* SHA.2
* RIPEMD
* Whirlpool

Asymmetric Encryption

In cryptography, two types of encryptions are most commonly used, symmetric and asymmetric
encryption. The difference between them is that the symmetric encryption uses one single key for both
encryption and decryption, while asymmetric uses one key for encryption and another for decryption.
The fact that there are two keys can also be used for creating signatures and serves as a base for many
types of EID. The EID solutions usually use the asymmetric encryption in a Public Key Infrastructure
(PKD).





Asymmetric encryption make use of keypairs that if a text is encrypted using one of the keys, the only
key that can decrypt the crypto text is the other key belonging to the pair. One key is private and
should not be shared with anyone, the other is public and is used to verify signatures created with the
private key.

Examples on asymmetric keys are:

* RSA
* DSA

Digital Signatures

When signing using asymmetric keys, the signature result is called a raw signature and is just a binary
blob of a specific size, without any information at all. In order for the signature to be used in a
distributed environment, there is a need to add information on who signed the blob, what was signed
and so on.

The combination of metadata and the raw signature is called a digital signature. Some information is
optional:

 Signature time

X.509 Signature Certificate

X.509 CA Certificates (who issued the X.509 Signature Certificate)
* Signature text (TBS)

* Hash algorithms used

« Signature algorithm used

* The raw signature
Examples on digital signature formats are:

* CadES/CMS/PKCS#7
* XAdES

Signing
To sign an agreement a number of actions need to be executed:

* Create text representation of agreement

* Create digital signature





Create text representation

For advanced electronic signatures, where the agreement contents is logically tied to the created
signature, the text needs to be prepared in order to suit the signing method used. The textual
representation of an agreement is also called To Be Signed, or TBS for short. The TBS is the actual text
that is to be digitally signed. For the whole agreement to be tamper-proof, the agreement metadata
with all agreement files needs to be signed. Digital signature clients have limitations on the size of TBS.
It is not possible to sign the actual agreements, since there is a risk that the agreement files are too
large. Therefore cryptographic hash functions are used to reduce the size of the agreement files and
create a representation of it.

For non-advanced signatures, where the agreement contents is not directly tied to the signature, the
above preparation is normally not needed.

Digital signature clients allow us to send two different types of TBS. They are:

* Visible TBS
* Hidden TBS - Swedish BankID only

Visible TBS

TBS text that is exposed to the signatories by the digital signature clients. General information about
the Agreement is supplied to digital signature clients as a visible TBS. As the TBS will be different
between signing clients and also have different localizations it will be saved together with the digital
signature. In cases where hidden TBS is not supported, the visible TBS will contain information that
otherwise would be in the hidden TBS. Where the TBS has length restrictions due to technical reasons,
the hash may be base64 encoded (trailing = characters being omitted) and the hash may be calculated
as if the ordered agreement files were a single file.

Example

I sign: "Employment ACME Inc"
Egreement ID: 2394857302
Date: 26/04/2016

Hidden TBS

TBS text that is hidden from the signatories by the digital signature clients. Agreement content is
reduced to fewer characters using cryptographic hash functions is supplied to digital signature clients
as a hidden TBS. This is currently only supported for Swedish BankID.

Example





Content:

"Contract"
1103 b497 984e 433c 38d4 fdef 775 33ad Ocef 8c@7 9995 5b37 7c8e eddf 66f7 de73

"Codes of conduct"
2c¢f9 688d c483 2085 1112 6120 9001 58b2 ab2e 62b1 afd5 acch ebbb 5134 c7a4 9012

Create Digital Signature

For advanced electronic signatures, the cryptographic signature is created by applying the private key
from an asymmetric key pair on a dataset that previously has been hashed. In this context, the dataset
is the TBS. Different EID providers handles digital signatures in different ways, Signature Methods
describes all methods supported.

For non-advanced signatures, signature creation will vary depending on the method.

Signature Methods

Currently, the following signing methods are supported:

» Swedish BankID (advanced electronic signature)

* Norwegian BankID (advanced electronic signature and authentication)
* Finnish strong identification

* Danish MitID

* Draw Signature

* API Signature

* SMS Signature

* Email Signature with OneTimePassword

* Click Signature

These are described in detail below.

Swedish BankID

Swedish BankID is the largest EID provider in Sweden run by Finansiell ID-Teknik BID AB which is
owned by a number of large swedish banks.





It is a PKI based solution with support for file based tokens as well as smart cards, supported on a
number of platforms for desktop and mobile.

Signature format

The BankID client produces an XML Digital Signature as specified in BankID Signature profile.

Audit log
Each signature transaction provides information used in user interface and audit logging:

» personNr - In the form of a Swedish personal identity number.
* personSurname - Surname in capital letters.

» personGivenName - Given name in capital letters.

* startDate - Date when signing was started.

* signatureMethod - Will be bankid or bankid-otherunit.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed, base64 encoded.

 tbsHidden - Hidden data being signed, base64 encoded.
How to validate
Validate the signature according to BankID Signature profile.

Output from validation to provide to Signee Validation in Container Format is:

» User attributes of the first certificate of the XML element KeyInfo with ID bidKeyInfo in the
signature.

* Hashed TBS.
» TBS Hash algorithm.

Norwegian BankID - advanced electronic signature

Norwegian BankID is the largest EID provider in Norway run by BankID Norway AS.

It is a PKI based solution that uses a one time password in combination with a personal password,
supported on a number of platforms for desktop and mobile.

Signature format

The BankID client produces a detached PKCS#7/CMS signature as specified in Cryptographic Message





Syntax, where the detached data being signed is the TBS.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.

* personGivenName - Given name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

* signatureAction - Will be signature.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed in the detached PKCS#7 signature, base64 encoded.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:

» User Attributes of the signer certificate in the element SignedData certificates in the PKCS #7
signature.

 Hashed TBS

* Hash algorithm

Norwegian BankID - authentication

Authentication based signing is also provided by the means of Norwegian BankID.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.





personGivenName - Given name.

» personDateOfBirth - Date of birth for the person.

startDate - Date when signing was started.

signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

signatureAction - Will be authentication.

* transactionld - Transaction ID from backend system.

How to validate

As an authentication alone does not digitally sign the agreement content, the person details such as
given name, surname and date of birth must be compared with the requested signee.

Finnish strong identification

Strong identification broker services are provided by Telia Finland for banks and mobile operators in
the Finnish Trust Network ("FTN").

Identity format
Telia produces a signed JWT which contains information about the person.

Table 1. Signed Attributes

Attribute Name Attribute Value

urn:oid:1.2.246.21 Social security number / personal identity code /
HeTu - henkil6tunnus

urn:oid:2.16.840.1.113730.3.1.241 Full name

urn:oid:2.5.4.4 Surname

urn:oid:1.2.246.575.1.14 Given name

More information can be found in Telia Tunnistus.

Audit log
Each signature transaction provides information used in user interface and audit logging:

* personNr - Finnish personal identity code.
* personSurname - Surname

* personGivenName - Given name

startDate - Date when signing was started.

signatureMethod - Will be eid-fi.





* transactionld - Transaction ID from backend system.
* signature - Signed JWT (from Telia).
* publicKey - Public key (JWK) for the signed JWT (from Telia).

How to validate

The signed JWT can be verified using the public key.

Danish MitID

Danish MitID signing is utilizing Transaction Signing from Nets eID Broker.

Signature format

The signature flow for Danish MitID is performed as a text followed by end-user authentication, so
there is no signature produced. Thus a signature format does not exist.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Danish personal identity number.

* personName - Full name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be one of: mitid-low, mitid-substantial or mitid-high.

o The method mitid-<LOA> specifies what Level of Assuarance (LOA) that was requested when
initiating the signature.

* signatureAction - Will be authentication.
* transactionld - Transaction ID from backend system.

* tbs - Data that was shown to user before authenticating, base64 encoded.

More information can be found in Danish MitID.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. In case of dispute, contact the EID provider, Nets, to validate the
entries in the audit log.





Draw Signature

The draw signature signing method is an electronic counterpart to traditional handwritten signatures.
Using draw signature, the end user draws a signature on a web canvas. The signing method is not
classified as an advanced electronic signature in that it does not tie the user to the contents signed and
does not identify this signatory. Yet, the method can be suitable in use cases where advanced electronic
signatures are not required.

Signature format

The signature is represented as an SVG/PNG image.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - In the form of a swedish personal number.

* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be draw-signature.

* signature - The SVG or PNG image, base64 encoded.

* signatureContentType - The content type of signature eg. image/svg, image/png.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. Also, as the case of traditional handwritten signatures where
there are no formal requirements placed, ocular comparison does not add to trustworthiness.

API Signature

The API Signature is an electronic signature which is done by consuming the web service exposed by
Egreement AB. Using API Signature, the end user signs the agreement by making a request to the web
service. Using this method, user can also send the timestamp of actual time when the sign event took
place. This signing method is not classified as an advanced electronic signature in that it does not tie
the user to the contents signed and does not identify this signatory. Yet, this method can be suitable in
use cases where advanced electronic signatures are not required.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:
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» personNr - In the form of a swedish personal number.
* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be api-signature.

* signedOn - Time at which the agreement was actually signed (stated by user)

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature.

SMS Signature

SMS Signature is an electronic signature created by responding to an SMS with context specific
content. The content of the SMS is One Time Password (OTP), a 6 digits number sent to the registered
mobile no of the signee. The Signee has to submit the OTP in order to sign the agreement. The OTP
Number is generated by TOTP algorithm by hashing the current time along with the agreement
information. OTP can be regenerated and verified by the same logic provided the given time &
agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no of the signee.

* timestamp - Date when signing was started.

* agreementName - Name of the agreeement.

* signatureMethod - Will be sms-signature.

OTP - One Time Password.

How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, mobile, timestamp).

HASHLG : Use SHA-256 algorithm to generate hash of the given input.
* hash (array): HASHLG( agreementName + mobile + timestamp)

* random (function): hash[ ${param1} ] & ${param2} << ${param3}

otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)
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o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Email Signature with OneTimePassword

Email signature with OneTimePassword is an electronic signature created by One Time Password(OTP)
based email service. The content of the Email is One Time Password (OTP), a 6 digits number sent to
the registered email address of the signee. The Signee has to submit the OTP in order to sign the
agreement. The OTP Number is generated by TOTP algorithm by hashing the current time along with
the agreement information. OTP can be regenerated and verified by the same logic, provided the given
time & agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» email - Email address of the signee.

* timestamp - Date when signing was started.

* agreementName - Name of the agreeement.

* signatureMethod - Will be email-signature.

OTP - One Time Password.

How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, email, timestamp).

HASHLG : Use SHA-256 algorithm to generate hash of the given input.

hash (array): HASHLG( agreementName + email + timestamp)

random (function): hash[ ${param1} ] & ${param2} << ${param3}

otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000

o If the output is less than 6 digits, add the remaining digits as '0' in prefix.
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* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Click Signature

Click signature is an electronic signature created by using a personalized link. The personalized link
can be shared by email or directly in an integrated application. When the signee visits the link, it will
take him to the agreement review page where he can click the sign button to sign the agreement.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.
* timestamp - Date when signing was started.

* signatureMethod - Will be click-signature.

How to validate

Due to the nature of this signature , we can’t validate the authenticity of the signature. Signatories has
to keep the link secret.

Reference documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

Telia Tunnistus Telia Tunnistus - Integration guide to

identification broker service, v1.8
Nets eID Broker Technical reference for service providers, v1.2.3

Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Purpose

Agreements might need validation in case of disputes where one or more contracting parties renounce
that he or she intentionally signed the agreement. Since an agreement e-signed using Egreement’s
service is self-contained, tamper-proof and legally binding, validating the agreement can be enough to
settle legal disputes. This document describes all the steps needed to validate the agreement.

Overview

Validating an agreement is quite a complicated process requiring technical skills or software. The
agreement is stored as a PDF container where any proof of the validity of the agreement is contained
inside the actual container. The process spans from controlling the actual agreement content to
validating the Public Key Infrastructure (PKI) signature status.

The parts that should be validated and covered by this and other references documents are:

e Container validation
* Agreement content

* Retracing signature steps

Container Validation

Verify that the container is an agreement PDF container. See the "Container Content" chapter in
Container Format.

Agreement Content

Read and validate all parts of the agreement attached to the container. See "PDF Container" Container
Format how to locate all files of the agreement.

Retracing Signature Steps

The audit log is a list of entries holding all actions associated with the agreement, from creating the
agreement to the last signee signing the agreement. The list is sorted by the time each action was
logged.

Audit Log Validation Process

Validate each audit entry in the log according to the "How to validate" section of each specific audit
entry type chapter. The audit entry types are described in detail in Container Format, where each





entry type is described in a separate chapter.

If validation of one step fails or if the audit entry does not exist in Container Format, the agreement is
considered invalid.

If validation of an entry fails, it is important to analyze why before the agreement is discarded. It is
important to establish if the agreement is considered invalid because someone has tampered with it, or
if there are errors in the tools or in the documentation?

References

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

Telia Tunnistus Telia Tunnistus - Integration guide to

identification broker service, v1.8
Nets eID Broker Technical reference for service providers, v1.2.3

Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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