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Verksamheten

Allmant om verksamheten

| styrelsens uppdrag ingar det att planera underhall och foérvaltning av fastigheten, faststélla féreningens
arsavgifter samt se till att ekonomin ar god. Via arsavgifterna ska medlemmarna finansiera kommande
underhall och darfor gor styrelsen arligen en budget som ligger till grund for dessa berakningar.
Storleken pa avsattningen till fonden for yttre underhall bér anpassas utifran féreningens plan for
underhallet. Kommande underhall kan medféra att nya lan behodvs. Féreningen ska verka enligt
sjalvkostnadsprincipen och resultatet kan variera éver aren beroende pa olika atgarder. Forandringen av
foreningens likvida medel kan utlasas under avsnittet Férandring likvida medel.

- Inga stérre underhall &r planerade de ndrmaste aren.

- Medel reserveras arligen till det planerade underhallet.

- Amortering pa féreningens lan sker enligt plan. For mer information, se lanenoten.
- Arsavgifterna planeras vara oférandrade narmaste aret.

Fler detaljer och mer information om de olika delarna finns langre fram i férvaltningsberattelsen.

Foreningens andamal

Foreningen har till andamal att framja medlemmarnas ekonomiska intressen genom att i féreningens hus
upplata bostadslagenheter och lokaler till nyttjande utan tidsbegransning. Upplatelse far &ven omfatta
mark som ligger i anslutning till féreningens hus, om marken skall anvandas som komplement till
bostadslédgenhet eller lokal. Bostadsratt &r den ratt i féreningen som en medlem har pa grund av
upplatelsen. Medlem som innehar bostadsratt kallas bostadsrattshavare.

Grundfakta om féreningen
Bostadsrattsforeningen registrerades 2014-04-16. Foreningens géllande ekonomiska plan registrerades
2020-02-04 och stadgar registrerades 2023-06-08 hos Bolagsverket.

Foreningen ar ett s.k. privatbostadsforetag enligt inkomstskattelagen (1999:1229) och utgér darmed en
akta bostadsrattsforening.

Styrelsen

Eva-Lotta Hjelmgren Johansson Ordférande

Joakim Sunnhed Ledamot

Anna-Lisa Aberg Ledamot

Ola Larsson Ledamot Avgatt 2023-05-03
Georgios Serganis Suppleant

Styrelsen har under aret avhallit tio (10) protokollférda sammantraden, exklusive konstituerande moéte.

Revisor
David Walman Ordinarie Extern Ravisor AB

Valberedning
Emelie Kling
Peter Carlsson Avgatt 2023-09-06

Stammor

Ordinarie féreningsstamma holls 2022-12-12.

Extra féreningsstamma holls 2023-05-27 avseende antagande av nya stadgar samt att avlagsna TV-box
som ingaende i avgiften.

Forsakring
Fullvardesforsakring finns via Séderberg & Partners. | forsakringen ingar ansvarsforsakring for styrelsen.

Uppvarmning
Uppvarmning sker via franluftsvarmepump, vattenburen golvvarme och/eller radiatorer.
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Byggnadsar och ytor

Fastigheterna Gribbylund 5:1 och Gribbylund 5.21 &r belagna pa Kaveldunsvagen 2 A-Z och 4 A-G i
Cribbylund, Taby. Dessa bebyggdes 2020-2021 och bestar av fem radhuslangor, tva flerbostadshus
samt ett parhus. Vardearet ar 2021.

Fastighetens totalyta &r enligt taxeringsbeskedet 6918 m?, varav 4088 m? utgér lagenhetsyta inkl. biarea.

Lagenheter och lokaler
Foreningen upplater 32 lagenheter med bostadsratt.

Lagenhetsférdelning

8 radhuslagenheter a 110 m? 5 rum och kok 880 m?
18 radhuslagenheter & 106 m? 5 rum och kok 1908 m?
4 soutterénglagenheter a 90m? 5 rum och kok 360 m?
2 radhuslagenheter & 97 m? 4 rum och kok 194 m?
Summa 3342 m?

Gemensamhetsutrymmen

Pool 1st
Parkeringsplatser 44 st Varav 24 ar forsedda med laddplatser

Teknisk status
Foreningens fastigheter fardigstélldes 2021 och ingen underhallsplan har annu tagits fram.

Nedanstaende underhall har utférts eller planeras:

Utfort underhall Ar Kommentar

Tvaarsbesiktning 2023 .

Forbattringar miljrummet 2022-23 Inbyggnad till skydd for vader

Byte till pooltak samt gaveltrapp i 2022 24 st

poolen

Installation av laddplatser 2022

Fardigstallande av fastigheterna 2021

Planerat underhall Ar Kommentar

Forbattringar cykelforradet 2022-23 Pausat

Forbattringar bullerplank 2022-23 Pausat
Férvaltning

Foreningens forvaltningsavtal och dvriga avtal.

Avtal Leverantér

Snérojning Alltrac

Snoéréjning tak Victor Johansson Entreprenad AB
TV, bredband, IP-telefoni Ownit

El Godel

VA, fiberanslutning Lottingelund foreningarna
Kallsortering/sophamtning Ragn Sells

Ekonomisk forvaltning Ecotal AB

Forsakring Soderberg & Partners

Skatter och avgifter

Fastighetsavgiften for hyreshus &r 0,3 procent av taxeringsvardet for bostadshus med tillhérande
tomtmark. Dock blir avgiften hdst 1589 kr per bostadslégenhet. Lokaler beskattas med 1 procent av
lokalernas taxeringsvérde. Foreningen ar befriad fran fastighetsavgiften de forsta femton aren. Detta
utgar fran féreningens nybyggnadsar.



4(13)
Brf Sjoblomman
769627-9947

Vasentliga handelser under rakenskapsaret

Styrelseordet

Efter det forsta brutna verksamhetsaret i egen regi, som praglades av att uppfatta nulédget och vilket skick
och funktionalitet som gallde. Sa har det andra verksamhetsaret praglats av yttre ekonomiska
omsténdigheter. 2022-07-05, precis i borjan pa tiden som detta brutna verksamhetsar och denna
arsredovisning omfattar, sa lamnade Riksbanken besked om att styrréntan skulle vara 0,25%. 2023-02-
03, alldeles innan slutet av ovan namnd period sa lamnade Riksbanken sitt besked om att styrréantan ska
faststallas till 3,5%. Under aret har vi alltsa haft en uppgang pa 1.300% (!). Det har dimensionerat arets
ambition att monitorera ekonomin utifran detta, men ocksa att fortsatta arbeta med vad vi fatt
6verlamnat i form av genomférandet av den tvaars-/garantibesiktning som skett under aret.
Framtidsutblickandet far sta tillbaka i vantan pa att se vart det ekonomiska laget tar véagen, dar ledordet
blir att hantera avgifter och hyror varsamt men ansvarsfullt, fér att kunna just “framja medlemmarnas
ekonomiska intressen” genom en valskott fastighet med stabil ekonomisk situation.

Administration/information
Under aret sa har fragan om férrad eller redskapsskjul pa medlemmarnas upplatna mark kunnat avgoras,
vad som ar tillatet enligt Taby kommun och hur féreningen da kan tillampa detta.

| samband med den extra foéreningsstdmman arrangerades dven en gemensam staddag for
medlemmarna.

Foreningens ekonomi

Ett kraftigt snofall ledde till att foreningens takskottningsavtal aktiverades. Denna kostnad blev storre én
estimerat och avtalet andrades efter detta fran “bevakning” (entreprendren tar ansvar och rycker ut pa
eget bevag) till “avrop” (féreningen tar ansvar och avropar en utryckning). Manga oklarheter radde kring
snorasskyddens funktionalitet (snoméngd, varfor hel rad pa baksidan, men éppningar pa framsidan, etc)
samt vad som da géller i ansvarsfragan. Svaren var inte helt givna fran byggherren eller 6vriga tillfragade,
men slutsatsen fran aret var att takskottning inte kommer att vara en nara forestadende atgard vid nasta
liknande tillfalle.

Féreningen har ocksa fortsatt att underséka samt utvecklat prismodellen fér elbilsladdning, for att fa en
sa juste modell som méjligt for den som laddar samt féreningen. Detta for att inte subventionera el pa
ett fluktuerande pris, som later 6vriga medlemmar betala for dem som laddar. | slutédndan resulterade
detta i ett nollsummerspel och férhoppningsvis sa bidrar den nuvarande modellen till just ovanstaende,
utan for stor insats pa att évervaka detta.

Jamte priset pa elbilsladdning sa har féreningen férsokt att hitta ett effektivt resursutnyttjande fér de
vakanta parkeringsplatser som finns och uppréttat ett system for att tillfalligt kunna boka och parkera pa
dessa, i form av “gastparkering”.

Lottingelundsféreningarna, vilket féreningen ar medlem av, har under aret tagit ut hogre avgifter an
tidigare. Vissa av dessa har varit engangsbelopp, men sammantaget sa har utgifterna till
Lottingelundsféreningarna ocksa varit en av féreningens stérre poster.

Under aret sa har féreningen dock fatt de ersattningsbelopp som man varit berattigad till, kopplat till
ersattning i forsékringsarenden fran poolen. Dessa arenden har kunnat avslutas med en rattvis
behandling for foreningen.

Strax fore rékenskapsarets slut sa ansokte aven foreningen om elstéd for foretag. Ett drende och
utbetalning som inte hade avslutats fére rakenskapsarets slut och kan redgéras for i denna
forvaltningsberéttelse.
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Resultat jgmfort med ekonomisk plan:

Ekonomisk plan ar tva Arets resultat (féregaende ar i parentes)
Réntor -1.323.120 -878.358 (-627.386)
Driftkostnader -483.480 -779.077 (-587.424)
Amortering -219.200 -219.132 (-669.200)

Féreningens ekonomi ar i balans, med ett nollsummerspel. Arets rantehdjningar har atit av foreningens
buffert och det ar en sldpande effekt av rantehéjningar, avgiftsjusteringar och prisékningar hos
leverantorer. Nésta stora kdnda paverkan sker infér nastkommande rékenskapsars slut, da ytterligare en
tredjedel av féreningens lan har villkorsandring.

Avtal

Vid den extra féreningsstémman sa beslutades att foreningen skulle saga upp avtalet med Ownit
avseende TV-box och att detta ska inga i avgiften. Denna avtalsférandring ar omhandertagen, men
effektueras férst 2024-04-01, vid upphérande av nuvarande avtal.

Avtalen for en tredjedel av foreningens lan samt férsakring har har |6ptider som har upphért under aret.
Dessa avtal har konkurrensutsatts infor omférhandling/ny bindningstid, dock utan andring da befintliga
avtalsparter levererat det bésta erbjudandet.

Teknisk férvaltning och fastighetsskotsel

Fran den tvaarsbesiktning som genomfordes och &renden som hér till denna sa har under aret
skarmvaggar, férlangning av stuprér samt vattenavrinning fran miljorummet atgardats. Kvarvarande ar
dréneringar av poolen, samt féreningen som mellanhand for ett antal av medlemmarnas defekter pa
kok- och badrumsskap.

Pool och tradgardsskétsel har under aret genomforts helt i féreningen och medlemmarnas regi, for att
dels spara pengar, men ocksa ha nara till atgérder och egen kompetens.

Miljdrummet har byggts in med véaggar och dérr, vilket har medfért att sopor inte blaser ut samt att regn
och snd inte blaser in. En trivselforbattrande atgard.

En bostadsrétt drabbades av en vattenskada, till foljd av felaktigt byggd dranering vid byggandet av
fastigheten. Skadan har kunnat avhjalpas, samt att detta fel har kunnat 6verses inom ramen fér
tvaarsbesiktningen, sa att det inte hander pa fler platser.

Foreningen har pausat sin upphandling med en underhallsplan dels i véntan pa tvaarsbesiktningen, men
ocksa pa grund av det ekonomiska laget. Denna atgard ar dock prioriterad sa fort ekonomin och
arbetslaget medger detta. Att féreningen inte har en underhallsplan ar tva efter fastigheternas
fardigstallande bedoms dock inte fa nagra konsekvenser.

Hallbarhet

Projektet med éversyn av gemensam el avslutades, s& de infrastrukturella férutsattningarna inte medger
detta.

Vid de brutna verksamhetsarets slut s& var 9 (4) av 24 laddplatser aktiverade.

Medlemsinformation

Medlemslagenheter: 32 st Antal medlemmar vid rakenskapsarets bérjan: 60
Overlatelser under aret: 4 st Tillkommande medlemmar: 2
Beviljade andrahandsuthyrningar: O st Avgaende medlemmar: 3

Antal medlemmar vid rakenskapsarets slut: 59

Overlatelse- och pantsattningsavgift tas ut enligt stadgar. Overlatelseavgift betalas av kdparen.
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FLERARSOVERSIKT

Beloppen i flerarsoversikten ar angivna i tusental kronor om inte annat anges.

Nettoomsattning
Resultat efter finansiella poster
Soliditet %

2207-2306
1997

-3 093

74

Arsavgift per kvadratmeter upplaten med bostadsratt(kr) 530

Skuldsattning per kvadratmater(kr)
Sparande per kvadratmeter(kr)
Réntekéanslighet %

Energikostnad per kvadratmeter(kr)

FORANDRINGAR | EGET KAPITAL

Belopp vid arets ingang

Resultatdisposition enligt féreningsstimman:

Balanseras i ny rakning
Arets resultat
Belopp vid arets utgang

RESULTATDISPOSITION

Medel att disponera:
Balanserat resultat
Arets resultat
Summa

Forslag till disposition:

Avséttning till fond for yttre underhall
Balanseras i ny rakning

Summa

15636
133
29,52
76

Medlems-
insatser
152 625 000

152 625 000

-3743 142
-3 092 598
-6 835 740

368 200
-7 203 940
-6 835 740

2107-2206
2082
2751

74

545

15 702

241

28,78

59

Balanserat
resultat
-991 725

-2 751 417

-3 743 142

2007-2106
787

-1 042

74

545

15902

131

76,97

11

Arets
resultat
-2 751 417

2751417
-3 092 598
-3 092 598

Bolagets resultat och stéllning framgar av efterféljande resultat- och balansrakning med noter.
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1907-2006
0

0

09

Totalt

148 881 858

0

-3 092 598
145 789 260
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RESULTATRAKNING

Rorelseintdkter, lagerforandring m.m.
Nettoomsattning
Ovriga rérelseintakter

Summa rorelseintékter, lagerforandringar m.m.

Rorelsekostnader

Driftkostnader

Styrelsearvode

Avskrivningar av materiella anlaggningstillgangar
Summa rorelsekostnader

Rorelseresultat
Finansiella poster
Ovriga ranteintikter och liknande resultatposter

Rantekostnader och liknande resultatposter
Summa finansiella poster

Resultat efter finansiella poster
Resultat fore skatt

Arets resultat

2022-07-01
2023-06-30

1996 920
192 401
2 189 321

-779 077

-69 000

-3 557 359

-4 405 436

-2216 115

1875

-878 358

-876 483

-3 092 598

-3 092 598

-3 092 598
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2021-07-01
2022-06-30

2082 320

2082 320

-587 424
-62 555

-3 556 372
-4 206 351
-2 124 031

-627 386
-627 386

-2751417

-2751417

-2751417
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BALANSRAKNING

TILLGANGAR

Anldggningstillgangar

Materiella anldggningstillgdngar
Byggnader och mark

Inventarier, verktyg och installationer
Summa materiella anliggningstillgdngar

Summa anlédggningstillgangar

Omsittningstillgangar

Kortfristiga fordringar

Ovriga fordringar

Forutbetalda kostnader och upplupna intakter
Summa kortfristiga fordringar

Kassa och bank

Kassa och bank
Summa kassa och bank

Summa omséttningstillgangar

SUMMA TILLGANGAR

2023-06-30

197 662 049
344 937
198 006 986

198 006 986

8832
77 679
86 511

244 485
244 485

330 996

198 337 982
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2022-06-30

201 087 830
391 115
201478 945

201 478 945

240 440
56 717
297 157

1121 841
1121841

1418 998

202 897 943
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EGET KAPITAL OCH SKULDER

Eget kapital

Bundet eget kapital
Medlemsinsatser

Summa bundet eget kapital

Fritt eget kapital
Balanserat resultat
Arets resultat

Summa fritt eget kapital

Summa eget kapital

Langfristiga skulder
Ovriga skulder till kreditinstitut

Summa langfristiga skulder

Kortfristiga skulder

Ovriga skulder till kreditinstitut
Leverantorsskulder

Aktuella skatteskulder

Upplupna kostnader och forutbetalda intakter

Summa kortfristiga skulder

SUMMA EGET KAPITAL OCH SKULDER

2023-06-30

152 625 000
152 625 000

-3743 142
-3092 598
-6 835 740

145 789 260

35 137 069

35 137 069

17 118 599
13174

279 880

17 411 653

198 337 982
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2022-06-30

152 625 000
152 625 000

-991 725
-2751417
-3743 142

148 881 858

35283 201
35 283 201
17 191 599
1180 897
167 598

192 790

18 732 884

202 897 943
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KASSAFLODESANALYS

Den lI6pande verksamheten
Rorelseresultat

Justeringar for poster som inte ingar i kassafloédet, m.m.

- Avskrivningar
Erhallen ranta
Erlagd ranta

Kassafléde fran den l6pande verksamheten fére férdndringar

av rorelsekapital

Forandringar i rérelsekapital

- Okning(-)/Minskning(+) av rérelsefordringar
- Okning(+)/Minskning(-) av rérelseskulder

Kassaflode fran den I6pande verksamheten

Investeringsverksamheten
Forvarv av materiella anlaggningstillgangar

Kassaflode fran investeringsverksamheten

Finansieringsverksamheten
Amortering av lan

Kassafl6de fran finansieringsverksamheten
Arets kassaflode

Likvida medel vid arets bérjan
Likvida medel vid arets slut

2022-07-01
2023-06-30

-2216 115

3557 359

1875

-878 358

464 761

210 646

-1248 231

-572 824

-85 400

-85 400

-219 132

-219 132

-877 356

1121 841
244 485
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2021-07-01
2022-06-30

-2 124 031

3556372

-627 386

804 955

20 840

911703

1737 498

-746 715

-746 715

-669 200

-669 200

321583

800 258
1121 841
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NOTER

Not 1 ALLMANNA UPPLYSNINGAR

Redovisnings- och viirderingsprinciper

Valt regelverk
Arsredovisningen har upprittats enligt arsredovisningslagen och BFNAR 2012:1, Arsredovisning och koncernredovisning
(K3).

Materiella anldggningstillgangar
Avskrivningsbart belopp utgdrs av anskaffningsvardet med avdrag for berdknat restvérde om detta bedéms vara

vasentligt. Avskrivning sker linjort 6ver den férvantade nyttjande perioden.

Tillampade avskrivningstider:

Typ Nyttjandeperiod
Byggnader 20-120 ar
Inventarier 5-10 ar

Avskrivningstid komponenter byggnad:

Grund / Markanlaggning 70 ar

Stomme 120 ar

Tak 40 ar

Fasad 40 ar

Inre ytskikt 20 ar

Installationer 20 ar

Not 2 Nettoomsattning 2022/2023 2021/2022

Arsavgifter 1770 441 1823 200

P-platshyror 199 099 259 324

Ovriga intakter 27 380 -204
1996 920 2 082 320

Not 3 Driftkostnader 2022/2023 2021/2022

Elkostnader 90 313 41 541

Vatten och avlopp 164 252 155 899

Sophdmtning 78 422 76 034

Snoérdjning 139 557 47 362

V&g- och tomtférening 23 300 25832

Forsdkring 46 340 35068

Fastighetsskotsel 55334 58 752

Bredband 59 136 53 064

Ekonomisk forvaltning 42 889 44 234

Ovriga externa kostnader 67 809 34639

Revision 11725 15 000

779 077 587 425



Brf Sjoblomman
769627-9947

Not 4 Styrelsearvode

Léner och andra ersdttningar
Styrelsearvode
Totala l6ner och andra ersdttningar

Sociala kostnader och pensionskostnader
Sociala kostnader

Totala lbner, andra ersdittningar, sociala kostnader samt pensioner

Not 5 Byggnader och mark

Ingdende anskaffningsvarden
Féréndringar av anskaffningsvérden
Inkdp

Utgaende anskaffningsvarden

Ingéende avskrivningar
Féréndringar av avskrivningar
Arets avskrivningar

Utgdende avskrivningar

Redovisat virde

Taxeringsvarde byggnad
Taxeringsvarde mark

Not 6 Inventarier, verktyg och installationer
Ingdende anskaffningsvarden
Férdndringar av anskaffningsvérden
Inkop

Utgaende anskaffningsvarden
Ingaende avskrivningar
Férdndringar av avskrivningar

Arets avskrivningar

Utgaende avskrivningar

Redovisat virde

Erhallet offentligt stod for ovanstdende tillgangar

2022/2023

52 500

52 500

16 500

69 000

2023-06-30

206 078 422

85400
206 163 822

-4 990 592

-3 511181
-8 501773

197 662 049

91 684 000

31 044 000

2023-06-30

437 293

437 293

-46 178

-46 178
-92 356

344 937

192 400

12(13)

2021/2022

47 600

47 600

14 955

62 555

2022-06-30

205 769 000

309 422
206 078 422

-1480 398

-3510 194
-4 990 592

201 087 830
91 684 000

31 044 000

2022-06-30

437 293
437 293

-46 178
-46 178

391 115
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Not 7

Langivare
SBAB
SBAB
SBAB
SBAB
Summa

Ovriga skulder till kreditinstitut

Villkorsandr.

2024-06-20
2024-05-15
2026-05-15
2024-06-20

Rénta
4,57%
1,12%
1,34%
4,57%

2023-06-30 Amortering/lan

8 586 666
17 568 539
17 568 530

8531933
52 255 668

Laneskuld som forfaller inom ett ar har redovisats bland kortfristiga skulder.

Not 8 Stallda sakerheter

Fastighetsinteckningar

Summa stillda sikerheter

UNDERSKRIFTER

Taby /  -2023

Eva-Lotta Hjelmgren Johansson

Joakim Sunnhed

Min revisionsberattelse har [amnats

David Walman
Revisor

Anna-Lisa Aberg

-73 064
-73 068
-73 000
-219132

2023-06-30

163 000 000

163 000 000
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2022-06-30
8 586 666
17 641 603
17 641 598
8 604 933
52 474 800

2022-06-30

163 000 000

163 000 000
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REVISIONSBERATTELSE

Till foreningsstamman i Bostadsrattsforeningen Sjoblomman
769627-9947

Rapport om arsredovisningen

Vi har utfért en revision av arsredovisningen for Bostadsrattsféreningen Sjoblomman for ar
2022/2023.

Styrelsens ansvar fér 8rsredovisningen

Det &r styrelsen som har ansvaret for att uppréatta en arsredovisning som ger en rattvisande
bild enligt arsredovisningslagen och for den interna kontroll som styrelsen bedémer &r
nédvandig for att uppréatta en arsredovisning som inte innehdller vésentliga felaktigheter,
vare sig dessa beror pd oegentligheter eller pa fel.

Revisorns ansvar

Vart ansvar ar att uttala oss om arsredovisningen pa grundval av var revision. Detta kraver
att vi planerar och utfér revisionen for att uppna rimlig sidkerhet att arsredovisningen inte
innehaller vasentliga felaktigheter.

En revision innefattar att genom olika atgarder inhdmta revisionsbevis om belopp och annan
information i drsredovisningen. Revisorn valjer vilka atgarder som ska utféras, bland annat
genom att bedéma riskerna for véasentliga felaktigheter i drsredovisningen, vare sig dessa
beror pa oegentligheter eller pa fel. Vid denna riskbedémning beaktar revisorn de delar av
den interna kontrollen som &r relevanta for hur féreningen upprattar arsredovisningen for att
ge en rattvisande bild i syfte att utforma granskningsatgarder som &r &ndamalsenliga med
hansyn till omsténdigheterna, men inte i syfte att gora ett uttalande om effektiviteten i
foreningens interna kontroll. En revision innefattar ocksa en utvéardering av
andamalsenligheten i de redovisningsprinciper som har anvénts och av rimligheten i
styrelsens uppskattningar i redovisningen, liksom en utvardering av den évergripande
presentationen i arsredovisningen.

Vi anser att de revisionsbevis som har inhdmtat &r tillrdckliga och &ndamalsenliga som grund
for vart uttalanden.

Uttalanden

Enligt var uppfattning har drsredovisningen uppréttats i enlighet med arsredovisningslagen
och ger en i alla vasentliga avseenden rattvisande bild av féreningens finansiella stadllning
per 2023-06-30 och av dess finansiella resultat fér aret enligt arsredovisningslagen.
Forvaltningsberéttelsen &r forenlig med arsredovisningens 6vriga delar.

Vi tillstyrker darfoér att féreningsstamman faststéller resultatrakningen och balansrékningen.



Rapport om andra krav enligt lagar och andra forfattningar

Utdver var revision av arsredovisningen har vi dven utfért en revision av forslaget till
dispositioner betraffande féreningens vinst eller férlust samt styrelsens férvaltning fér
Bostadsrattsféreningen Sjéblomman for ar 2022/2023.

Styrelsens ansvar

Det &r styrelsen som har ansvaret for forslaget till dispositioner betraffande féreningens
vinst eller forlust, och det ar styrelsen som har ansvaret for férvaltningen enligt
bostadsrattslagen.

Revisorns ansvar
Vart ansvar &r att med rimlig sékerhet uttala mig om férslaget till dispositioner betréffande
féreningens vinst eller férlust och om férvaltningen pa@ grundval av var revision.

Som underlag for vart uttalande om styrelsens forslag till dispositioner betréffande
féreningens vinst eller forlust har vi granskat om forslaget ar forenligt med
bostadsrattslagen.

Som underlag for vart uttalande om ansvarsfrihet har vi utdver revisionen av
arsredovisningen granskat vasentliga beslut, atgarder och férhallanden i féreningen for att
kunna bedéma om nagon styrelseledamot &r ersattningsskyldig mot féreningen. Vi har &ven
granskat om ndgon styrelseledamot pa annat satt har handlat i strid med bostadsréattslagen,
arsredovisningslagen eller féreningens stadgar.

Vi anser att de revisionsbevis som inhamtat ar tillréckliga och &ndamalsenliga som grund for
o
vara uttalanden.

Uttalanden
Vi tillstyrker att foreningsstamman disponerar resultatet enligt forslaget i
forvaltningsberattelsen och beviljar styrelsens ledaméter ansvarsfrihet for rakenskapsaret.

Stockholm 2023-11-20

Ravisor AB
David Walman
Revisor
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Arsredovisning

Brf Sjoblomman
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Styrelsen for Brf Sjoblomman far harmed lamna sin redogorelse for foreningens utveckling under

rakenskapséret 2022-07-01 - 2023-06-30.

Om inte annat sarskilt anges, redovisas alla belopp i hela kronor (sek).
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Verksamheten

Allmant om verksamheten

| styrelsens uppdrag ingar det att planera underhall och foérvaltning av fastigheten, faststélla féreningens
arsavgifter samt se till att ekonomin ar god. Via arsavgifterna ska medlemmarna finansiera kommande
underhall och darfor gor styrelsen arligen en budget som ligger till grund for dessa berakningar.
Storleken pa avsattningen till fonden for yttre underhall bér anpassas utifran féreningens plan for
underhallet. Kommande underhall kan medféra att nya lan behodvs. Féreningen ska verka enligt
sjalvkostnadsprincipen och resultatet kan variera éver aren beroende pa olika atgarder. Forandringen av
foreningens likvida medel kan utlasas under avsnittet Férandring likvida medel.

- Inga stérre underhall &r planerade de ndrmaste aren.

- Medel reserveras arligen till det planerade underhallet.

- Amortering pa féreningens lan sker enligt plan. For mer information, se lanenoten.
- Arsavgifterna planeras vara oférandrade narmaste aret.

Fler detaljer och mer information om de olika delarna finns langre fram i férvaltningsberattelsen.

Foreningens andamal

Foreningen har till andamal att framja medlemmarnas ekonomiska intressen genom att i féreningens hus
upplata bostadslagenheter och lokaler till nyttjande utan tidsbegransning. Upplatelse far &ven omfatta
mark som ligger i anslutning till féreningens hus, om marken skall anvandas som komplement till
bostadslédgenhet eller lokal. Bostadsratt &r den ratt i féreningen som en medlem har pa grund av
upplatelsen. Medlem som innehar bostadsratt kallas bostadsrattshavare.

Grundfakta om féreningen
Bostadsrattsforeningen registrerades 2014-04-16. Foreningens géllande ekonomiska plan registrerades
2020-02-04 och stadgar registrerades 2023-06-08 hos Bolagsverket.

Foreningen ar ett s.k. privatbostadsforetag enligt inkomstskattelagen (1999:1229) och utgér darmed en
akta bostadsrattsforening.

Styrelsen

Eva-Lotta Hjelmgren Johansson Ordférande

Joakim Sunnhed Ledamot

Anna-Lisa Aberg Ledamot

Ola Larsson Ledamot Avgatt 2023-05-03
Georgios Serganis Suppleant

Styrelsen har under aret avhallit tio (10) protokollférda sammantraden, exklusive konstituerande moéte.

Revisor
David Walman Ordinarie Extern Ravisor AB

Valberedning
Emelie Kling
Peter Carlsson Avgatt 2023-09-06

Stammor

Ordinarie féreningsstamma holls 2022-12-12.

Extra féreningsstamma holls 2023-05-27 avseende antagande av nya stadgar samt att avlagsna TV-box
som ingaende i avgiften.

Forsakring
Fullvardesforsakring finns via Séderberg & Partners. | forsakringen ingar ansvarsforsakring for styrelsen.

Uppvarmning
Uppvarmning sker via franluftsvarmepump, vattenburen golvvarme och/eller radiatorer.
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Byggnadsar och ytor

Fastigheterna Gribbylund 5:1 och Gribbylund 5.21 &r belagna pa Kaveldunsvagen 2 A-Z och 4 A-G i
Cribbylund, Taby. Dessa bebyggdes 2020-2021 och bestar av fem radhuslangor, tva flerbostadshus
samt ett parhus. Vardearet ar 2021.

Fastighetens totalyta &r enligt taxeringsbeskedet 6918 m?, varav 4088 m? utgér lagenhetsyta inkl. biarea.

Lagenheter och lokaler
Foreningen upplater 32 lagenheter med bostadsratt.

Lagenhetsférdelning

8 radhuslagenheter a 110 m? 5 rum och kok 880 m?
18 radhuslagenheter & 106 m? 5 rum och kok 1908 m?
4 soutterénglagenheter a 90m? 5 rum och kok 360 m?
2 radhuslagenheter & 97 m? 4 rum och kok 194 m?
Summa 3342 m?

Gemensamhetsutrymmen

Pool 1st
Parkeringsplatser 44 st Varav 24 ar forsedda med laddplatser

Teknisk status
Foreningens fastigheter fardigstélldes 2021 och ingen underhallsplan har annu tagits fram.

Nedanstaende underhall har utférts eller planeras:

Utfort underhall Ar Kommentar

Tvaarsbesiktning 2023 .

Forbattringar miljrummet 2022-23 Inbyggnad till skydd for vader

Byte till pooltak samt gaveltrapp i 2022 24 st

poolen

Installation av laddplatser 2022

Fardigstallande av fastigheterna 2021

Planerat underhall Ar Kommentar

Forbattringar cykelforradet 2022-23 Pausat

Forbattringar bullerplank 2022-23 Pausat
Férvaltning

Foreningens forvaltningsavtal och dvriga avtal.

Avtal Leverantér

Snérojning Alltrac

Snoéréjning tak Victor Johansson Entreprenad AB
TV, bredband, IP-telefoni Ownit

El Godel

VA, fiberanslutning Lottingelund foreningarna
Kallsortering/sophamtning Ragn Sells

Ekonomisk forvaltning Ecotal AB

Forsakring Soderberg & Partners

Skatter och avgifter

Fastighetsavgiften for hyreshus &r 0,3 procent av taxeringsvardet for bostadshus med tillhérande
tomtmark. Dock blir avgiften hdst 1589 kr per bostadslégenhet. Lokaler beskattas med 1 procent av
lokalernas taxeringsvérde. Foreningen ar befriad fran fastighetsavgiften de forsta femton aren. Detta
utgar fran féreningens nybyggnadsar.
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Vasentliga handelser under rakenskapsaret

Styrelseordet

Efter det forsta brutna verksamhetsaret i egen regi, som praglades av att uppfatta nulédget och vilket skick
och funktionalitet som gallde. Sa har det andra verksamhetsaret praglats av yttre ekonomiska
omsténdigheter. 2022-07-05, precis i borjan pa tiden som detta brutna verksamhetsar och denna
arsredovisning omfattar, sa lamnade Riksbanken besked om att styrréntan skulle vara 0,25%. 2023-02-
03, alldeles innan slutet av ovan namnd period sa lamnade Riksbanken sitt besked om att styrréantan ska
faststallas till 3,5%. Under aret har vi alltsa haft en uppgang pa 1.300% (!). Det har dimensionerat arets
ambition att monitorera ekonomin utifran detta, men ocksa att fortsatta arbeta med vad vi fatt
6verlamnat i form av genomférandet av den tvaars-/garantibesiktning som skett under aret.
Framtidsutblickandet far sta tillbaka i vantan pa att se vart det ekonomiska laget tar véagen, dar ledordet
blir att hantera avgifter och hyror varsamt men ansvarsfullt, fér att kunna just “framja medlemmarnas
ekonomiska intressen” genom en valskott fastighet med stabil ekonomisk situation.

Administration/information
Under aret sa har fragan om férrad eller redskapsskjul pa medlemmarnas upplatna mark kunnat avgoras,
vad som ar tillatet enligt Taby kommun och hur féreningen da kan tillampa detta.

| samband med den extra foéreningsstdmman arrangerades dven en gemensam staddag for
medlemmarna.

Foreningens ekonomi

Ett kraftigt snofall ledde till att foreningens takskottningsavtal aktiverades. Denna kostnad blev storre én
estimerat och avtalet andrades efter detta fran “bevakning” (entreprendren tar ansvar och rycker ut pa
eget bevag) till “avrop” (féreningen tar ansvar och avropar en utryckning). Manga oklarheter radde kring
snorasskyddens funktionalitet (snoméngd, varfor hel rad pa baksidan, men éppningar pa framsidan, etc)
samt vad som da géller i ansvarsfragan. Svaren var inte helt givna fran byggherren eller 6vriga tillfragade,
men slutsatsen fran aret var att takskottning inte kommer att vara en nara forestadende atgard vid nasta
liknande tillfalle.

Féreningen har ocksa fortsatt att underséka samt utvecklat prismodellen fér elbilsladdning, for att fa en
sa juste modell som méjligt for den som laddar samt féreningen. Detta for att inte subventionera el pa
ett fluktuerande pris, som later 6vriga medlemmar betala for dem som laddar. | slutédndan resulterade
detta i ett nollsummerspel och férhoppningsvis sa bidrar den nuvarande modellen till just ovanstaende,
utan for stor insats pa att évervaka detta.

Jamte priset pa elbilsladdning sa har féreningen férsokt att hitta ett effektivt resursutnyttjande fér de
vakanta parkeringsplatser som finns och uppréttat ett system for att tillfalligt kunna boka och parkera pa
dessa, i form av “gastparkering”.

Lottingelundsféreningarna, vilket féreningen ar medlem av, har under aret tagit ut hogre avgifter an
tidigare. Vissa av dessa har varit engangsbelopp, men sammantaget sa har utgifterna till
Lottingelundsféreningarna ocksa varit en av féreningens stérre poster.

Under aret sa har féreningen dock fatt de ersattningsbelopp som man varit berattigad till, kopplat till
ersattning i forsékringsarenden fran poolen. Dessa arenden har kunnat avslutas med en rattvis
behandling for foreningen.

Strax fore rékenskapsarets slut sa ansokte aven foreningen om elstéd for foretag. Ett drende och
utbetalning som inte hade avslutats fére rakenskapsarets slut och kan redgéras for i denna
forvaltningsberéttelse.
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Resultat jgmfort med ekonomisk plan:

Ekonomisk plan ar tva Arets resultat (féregaende ar i parentes)
Réntor -1.323.120 -878.358 (-627.386)
Driftkostnader -483.480 -779.077 (-587.424)
Amortering -219.200 -219.132 (-669.200)

Féreningens ekonomi ar i balans, med ett nollsummerspel. Arets rantehdjningar har atit av foreningens
buffert och det ar en sldpande effekt av rantehéjningar, avgiftsjusteringar och prisékningar hos
leverantorer. Nésta stora kdnda paverkan sker infér nastkommande rékenskapsars slut, da ytterligare en
tredjedel av féreningens lan har villkorsandring.

Avtal

Vid den extra féreningsstémman sa beslutades att foreningen skulle saga upp avtalet med Ownit
avseende TV-box och att detta ska inga i avgiften. Denna avtalsférandring ar omhandertagen, men
effektueras férst 2024-04-01, vid upphérande av nuvarande avtal.

Avtalen for en tredjedel av foreningens lan samt férsakring har har |6ptider som har upphért under aret.
Dessa avtal har konkurrensutsatts infor omférhandling/ny bindningstid, dock utan andring da befintliga
avtalsparter levererat det bésta erbjudandet.

Teknisk férvaltning och fastighetsskotsel

Fran den tvaarsbesiktning som genomfordes och &renden som hér till denna sa har under aret
skarmvaggar, férlangning av stuprér samt vattenavrinning fran miljorummet atgardats. Kvarvarande ar
dréneringar av poolen, samt féreningen som mellanhand for ett antal av medlemmarnas defekter pa
kok- och badrumsskap.

Pool och tradgardsskétsel har under aret genomforts helt i féreningen och medlemmarnas regi, for att
dels spara pengar, men ocksa ha nara till atgérder och egen kompetens.

Miljdrummet har byggts in med véaggar och dérr, vilket har medfért att sopor inte blaser ut samt att regn
och snd inte blaser in. En trivselforbattrande atgard.

En bostadsrétt drabbades av en vattenskada, till foljd av felaktigt byggd dranering vid byggandet av
fastigheten. Skadan har kunnat avhjalpas, samt att detta fel har kunnat 6verses inom ramen fér
tvaarsbesiktningen, sa att det inte hander pa fler platser.

Foreningen har pausat sin upphandling med en underhallsplan dels i véntan pa tvaarsbesiktningen, men
ocksa pa grund av det ekonomiska laget. Denna atgard ar dock prioriterad sa fort ekonomin och
arbetslaget medger detta. Att féreningen inte har en underhallsplan ar tva efter fastigheternas
fardigstallande bedoms dock inte fa nagra konsekvenser.

Hallbarhet

Projektet med éversyn av gemensam el avslutades, s& de infrastrukturella férutsattningarna inte medger
detta.

Vid de brutna verksamhetsarets slut s& var 9 (4) av 24 laddplatser aktiverade.

Medlemsinformation

Medlemslagenheter: 32 st Antal medlemmar vid rakenskapsarets bérjan: 60
Overlatelser under aret: 4 st Tillkommande medlemmar: 2
Beviljade andrahandsuthyrningar: O st Avgaende medlemmar: 3

Antal medlemmar vid rakenskapsarets slut: 59

Overlatelse- och pantsattningsavgift tas ut enligt stadgar. Overlatelseavgift betalas av kdparen.
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FLERARSOVERSIKT

Beloppen i flerarsoversikten ar angivna i tusental kronor om inte annat anges.

Nettoomsattning
Resultat efter finansiella poster
Soliditet %

2207-2306
1997

-3 093

74

Arsavgift per kvadratmeter upplaten med bostadsratt(kr) 530

Skuldsattning per kvadratmater(kr)
Sparande per kvadratmeter(kr)
Réntekéanslighet %

Energikostnad per kvadratmeter(kr)

FORANDRINGAR | EGET KAPITAL

Belopp vid arets ingang

Resultatdisposition enligt féreningsstimman:

Balanseras i ny rakning
Arets resultat
Belopp vid arets utgang

RESULTATDISPOSITION

Medel att disponera:
Balanserat resultat
Arets resultat
Summa

Forslag till disposition:

Avséttning till fond for yttre underhall
Balanseras i ny rakning

Summa

15636
133
29,52
76

Medlems-
insatser
152 625 000

152 625 000

-3743 142
-3 092 598
-6 835 740

368 200
-7 203 940
-6 835 740

2107-2206
2082
2751

74

545

15 702

241

28,78

59

Balanserat
resultat
-991 725

-2 751 417

-3 743 142

2007-2106
787

-1 042

74

545

15902

131

76,97

11

Arets
resultat
-2 751 417

2751417
-3 092 598
-3 092 598

Bolagets resultat och stéllning framgar av efterféljande resultat- och balansrakning med noter.
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1907-2006
0

0

09

Totalt

148 881 858

0

-3 092 598
145 789 260
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RESULTATRAKNING

Rorelseintdkter, lagerforandring m.m.
Nettoomsattning
Ovriga rérelseintakter

Summa rorelseintékter, lagerforandringar m.m.

Rorelsekostnader

Driftkostnader

Styrelsearvode

Avskrivningar av materiella anlaggningstillgangar
Summa rorelsekostnader

Rorelseresultat
Finansiella poster
Ovriga ranteintikter och liknande resultatposter

Rantekostnader och liknande resultatposter
Summa finansiella poster

Resultat efter finansiella poster
Resultat fore skatt

Arets resultat

2022-07-01
2023-06-30

1996 920
192 401
2 189 321

-779 077

-69 000

-3 557 359

-4 405 436

-2216 115

1875

-878 358

-876 483

-3 092 598

-3 092 598

-3 092 598
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2021-07-01
2022-06-30

2082 320

2082 320

-587 424
-62 555

-3 556 372
-4 206 351
-2 124 031

-627 386
-627 386

-2751417

-2751417

-2751417
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BALANSRAKNING

TILLGANGAR

Anldggningstillgangar

Materiella anldggningstillgdngar
Byggnader och mark

Inventarier, verktyg och installationer
Summa materiella anliggningstillgdngar

Summa anlédggningstillgangar

Omsittningstillgangar

Kortfristiga fordringar

Ovriga fordringar

Forutbetalda kostnader och upplupna intdkter
Summa kortfristiga fordringar

Kassa och bank

Kassa och bank
Summa kassa och bank

Summa omséttningstillgangar

SUMMA TILLGANGAR

2023-06-30

197 662 049
344 937
198 006 986

198 006 986

8832
77 679
86 511

244 485
244 485

330 996

198 337 982
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2022-06-30

201 087 830
391 115
201478 945

201 478 945

240 440
56 717
297 157

1121 841
1121841

1418 998

202 897 943
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EGET KAPITAL OCH SKULDER

Eget kapital

Bundet eget kapital
Medlemsinsatser

Summa bundet eget kapital

Fritt eget kapital
Balanserat resultat
Arets resultat

Summa fritt eget kapital

Summa eget kapital

Langfristiga skulder
Ovriga skulder till kreditinstitut

Summa langfristiga skulder

Kortfristiga skulder

Ovriga skulder till kreditinstitut
Leverantorsskulder

Aktuella skatteskulder

Upplupna kostnader och forutbetalda intakter

Summa kortfristiga skulder

SUMMA EGET KAPITAL OCH SKULDER

2023-06-30

152 625 000
152 625 000

-3743 142
-3092 598
-6 835 740

145 789 260

35 137 069

35 137 069

17 118 599
13174

279 880

17 411 653

198 337 982
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2022-06-30

152 625 000
152 625 000

-991 725
-2751417
-3743 142

148 881 858

35283 201
35 283 201
17 191 599
1180 897
167 598

192 790

18 732 884

202 897 943
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KASSAFLODESANALYS

Den lI6pande verksamheten
Rorelseresultat

Justeringar for poster som inte ingar i kassafloédet, m.m.

- Avskrivningar
Erhallen ranta
Erlagd ranta

Kassafléde fran den l6pande verksamheten fére férdndringar

av rorelsekapital

Forandringar i rérelsekapital

- Okning(-)/Minskning(+) av rérelsefordringar
- Okning(+)/Minskning(-) av rérelseskulder

Kassaflode fran den I6pande verksamheten

Investeringsverksamheten
Forvarv av materiella anlaggningstillgangar

Kassaflode fran investeringsverksamheten

Finansieringsverksamheten
Amortering av lan

Kassafl6de fran finansieringsverksamheten
Arets kassaflode

Likvida medel vid arets bérjan
Likvida medel vid arets slut

2022-07-01
2023-06-30

-2216 115

3557 359

1875

-878 358

464 761

210 646

-1248 231

-572 824

-85 400

-85 400

-219 132

-219 132

-877 356

1121 841
244 485
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2021-07-01
2022-06-30

-2 124 031

3556372

-627 386

804 955

20 840

911703

1737 498

-746 715

-746 715

-669 200

-669 200

321583

800 258
1121 841
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NOTER

Not 1 ALLMANNA UPPLYSNINGAR

Redovisnings- och viirderingsprinciper

Valt regelverk
Arsredovisningen har upprittats enligt arsredovisningslagen och BFNAR 2012:1, Arsredovisning och koncernredovisning
(K3).

Materiella anldggningstillgangar
Avskrivningsbart belopp utgdrs av anskaffningsvardet med avdrag for berdknat restvérde om detta bedéms vara

vasentligt. Avskrivning sker linjort 6ver den férvantade nyttjande perioden.

Tillampade avskrivningstider:

Typ Nyttjandeperiod
Byggnader 20-120 ar
Inventarier 5-10 ar

Avskrivningstid komponenter byggnad:

Grund / Markanlaggning 70 ar

Stomme 120 ar

Tak 40 ar

Fasad 40 ar

Inre ytskikt 20 ar

Installationer 20 ar

Not 2 Nettoomsattning 2022/2023 2021/2022

Arsavgifter 1770 441 1823 200

P-platshyror 199 099 259 324

Ovriga intakter 27 380 -204
1996 920 2 082 320

Not 3 Driftkostnader 2022/2023 2021/2022

Elkostnader 90 313 41 541

Vatten och avlopp 164 252 155 899

Sophdmtning 78 422 76 034

Snoérdjning 139 557 47 362

V&g- och tomtférening 23 300 25832

Forsdkring 46 340 35068

Fastighetsskotsel 55334 58 752

Bredband 59 136 53 064

Ekonomisk forvaltning 42 889 44 234

Ovriga externa kostnader 67 809 34639

Revision 11725 15 000

779 077 587 425
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Not 4 Styrelsearvode

Léner och andra ersdttningar
Styrelsearvode
Totala l6ner och andra ersdttningar

Sociala kostnader och pensionskostnader
Sociala kostnader

Totala lbner, andra ersdittningar, sociala kostnader samt pensioner

Not 5 Byggnader och mark

Ingdende anskaffningsvarden
Féréndringar av anskaffningsvérden
Inkdp

Utgaende anskaffningsvarden

Ingéende avskrivningar
Féréndringar av avskrivningar
Arets avskrivningar

Utgdende avskrivningar

Redovisat virde

Taxeringsvarde byggnad
Taxeringsvarde mark

Not 6 Inventarier, verktyg och installationer
Ingdende anskaffningsvarden
Férdndringar av anskaffningsvérden
Inkop

Utgaende anskaffningsvarden
Ingaende avskrivningar
Férdndringar av avskrivningar

Arets avskrivningar

Utgaende avskrivningar

Redovisat virde

Erhallet offentligt stod for ovanstdende tillgangar

2022/2023

52 500

52 500

16 500

69 000

2023-06-30

206 078 422

85400
206 163 822

-4 990 592

-3 511181
-8 501773

197 662 049

91 684 000

31 044 000

2023-06-30

437 293

437 293

-46 178

-46 178
-92 356

344 937

192 400
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2021/2022

47 600

47 600

14 955

62 555

2022-06-30

205 769 000

309 422
206 078 422

-1480 398

-3510 194
-4 990 592

201 087 830
91 684 000

31 044 000

2022-06-30

437 293
437 293

-46 178
-46 178

391 115
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Not 7

Langivare
SBAB
SBAB
SBAB
SBAB
Summa

Ovriga skulder till kreditinstitut

Villkorsandr.

2024-06-20
2024-05-15
2026-05-15
2024-06-20

Rénta
4,57%
1,12%
1,34%
4,57%

2023-06-30 Amortering/lan

8 586 666
17 568 539
17 568 530

8531933
52 255 668

Laneskuld som forfaller inom ett ar har redovisats bland kortfristiga skulder.

Not 8 Stallda sakerheter

Fastighetsinteckningar

Summa stillda sikerheter

UNDERSKRIFTER

Taby /  -2023

Eva-Lotta Hjelmgren Johansson

Joakim Sunnhed

Min revisionsberattelse har [amnats

David Walman
Revisor

Anna-Lisa Aberg

-73 064
-73 068
-73 000
-219132

2023-06-30

163 000 000

163 000 000
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2022-06-30
8 586 666
17 641 603
17 641 598
8 604 933
52 474 800

2022-06-30

163 000 000

163 000 000
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Verksamheten

Allmant om verksamheten

| styrelsens uppdrag ingar det att planera underhall och férvaltning av fastigheten, faststélla féreningens
arsavgifter samt se till att ekonomin ar god. Via arsavgifterna ska medlemmarna finansiera kommande
underhall och darfor gor styrelsen arligen en budget som ligger till grund for dessa berdkningar.
Storleken pa avsattningen till fonden for yttre underhall bér anpassas utifran féreningens plan for
underhallet. Kommande underhall kan medféra att nya lan behdvs. Foreningen ska verka enligt
sjalvkostnadsprincipen och resultatet kan variera éver aren beroende pa olika atgarder. Forandringen av
foreningens likvida medel kan utlasas under avsnittet Férandring likvida medel.

- Inga stérre underhall &r planerade de ndrmaste aren.

- Medel reserveras arligen till det planerade underhallet.

- Amortering pa féreningens lan sker enligt plan. For mer information, se lanenoten.
- Arsavgifterna planeras vara oférandrade néarmaste aret.

Fler detaljer och mer information om de olika delarna finns langre fram i férvaltningsberattelsen.

Foreningens andamal

Foreningen har till andamal att framja medlemmarnas ekonomiska intressen genom att i féreningens hus
upplata bostadslagenheter och lokaler till nyttjande utan tidsbegransning. Upplatelse far &ven omfatta
mark som ligger i anslutning till féreningens hus, om marken skall anvandas som komplement till
bostadslégenhet eller lokal. Bostadsratt &r den ratt i foreningen som en medlem har pa grund av
upplatelsen. Medlem som innehar bostadsrétt kallas bostadsrattshavare.

Grundfakta om féreningen
Bostadsrattsforeningen registrerades 2014-04-16. Foreningens gallande ekonomiska plan registrerades
2020-02-04 och stadgar registrerades 2023-06-08 hos Bolagsverket.

Foreningen ar ett s.k. privatbostadsforetag enligt inkomstskattelagen (1999:1229) och utgér darmed en
akta bostadsrattsforening.

Styrelsen

Eva-Lotta Hjelmgren Johansson Ordférande

Joakim Sunnhed Ledamot

Anna-Lisa Aberg Ledamot

Ola Larsson Ledamot Avgatt 2023-05-03
Georgios Serganis Suppleant

Styrelsen har under aret avhallit tio (10) protokollférda sammantraden, exklusive konstituerande moéte.

Revisor
David Walman Ordinarie Extern Ravisor AB

Valberedning
Emelie Kling
Peter Carlsson Avgatt 2023-09-06

Stammor

Ordinarie féreningsstamma holls 2022-12-12.

Extra féreningsstamma holls 2023-05-27 avseende antagande av nya stadgar samt att avlagsna TV-box
som ingaende i avgiften.

Forsakring
Fullvardesforsakring finns via Séderberg & Partners. | forsakringen ingar ansvarsforsakring for styrelsen.

Uppvarmning
Uppvarmning sker via franluftsvarmepump, vattenburen golvvarme och/eller radiatorer.
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Byggnadsar och ytor

Fastigheterna Gribbylund 5:1 och Gribbylund 5.21 &r belagna pa Kaveldunsvégen 2 A-Z och 4 A-G i
Cribbylund, Taby. Dessa bebyggdes 2020-2021 och bestar av fem radhuslangor, tva flerbostadshus
samt ett parhus. Vardearet ar 2021.

Fastighetens totalyta &r enligt taxeringsbeskedet 6918 m?, varav 4088 m? utgér lagenhetsyta inkl. biarea.

Lagenheter och lokaler
Foreningen upplater 32 lagenheter med bostadsratt.

Lagenhetsférdelning

8 radhuslagenheter a 110 m? 5 rum och kok 880 m?
18 radhuslagenheter & 106 m? 5 rum och kok 1908 m?
4 soutterénglagenheter a 90m? 5 rum och kok 360 m?
2 radhuslagenheter & 97 m? 4 rum och kok 194 m?
Summa 3342 m?

Gemensamhetsutrymmen

Pool 1st
Parkeringsplatser 44 st Varav 24 ar forsedda med laddplatser

Teknisk status
Foreningens fastigheter fardigstélldes 2021 och ingen underhallsplan har annu tagits fram.

Nedanstaende underhall har utférts eller planeras:

Utfort underhall Ar Kommentar

Tvaarsbesiktning 2023 .

Forbattringar miljerummet 2022-23 Inbyggnad till skydd for vader

Byte till pooltak samt gaveltrapp i 2022 24 st

poolen

Installation av laddplatser 2022

Fardigstallande av fastigheterna 2021

Planerat underhall Ar Kommentar

Forbattringar cykelforradet 2022-23 Pausat

Forbattringar bullerplank 2022-23 Pausat
Férvaltning

Foreningens forvaltningsavtal och 6vriga avtal.

Avtal Leverantér

Snoérdjning Alltrac

Snoéréjning tak Victor Johansson Entreprenad AB
TV, bredband, IP-telefoni Ownit

El Godel

VA, fiberanslutning Lottingelund foreningarna
Kallsortering/sophamtning Ragn Sells

Ekonomisk forvaltning Ecotal AB

Forsakring Soderberg & Partners

Skatter och avgifter

Fastighetsavgiften for hyreshus &r 0,3 procent av taxeringsvardet for bostadshus med tillhérande
tomtmark. Dock blir avgiften hdst 1589 kr per bostadslégenhet. Lokaler beskattas med 1 procent av
lokalernas taxeringsvérde. Foreningen ar befriad fran fastighetsavgiften de forsta femton aren. Detta
utgar fran féreningens nybyggnadsar.
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Vasentliga handelser under rakenskapsaret

Styrelseordet

Efter det forsta brutna verksamhetsaret i egen regi, som praglades av att uppfatta nuléget och vilket skick
och funktionalitet som gallde. Sa har det andra verksamhetsaret praglats av yttre ekonomiska
omsténdigheter. 2022-07-05, precis i borjan pa tiden som detta brutna verksamhetsar och denna
arsredovisning omfattar, sa lamnade Riksbanken besked om att styrréntan skulle vara 0,25%. 2023-02-
03, alldeles innan slutet av ovan namnd period sa lamnade Riksbanken sitt besked om att styrréntan ska
faststallas till 3,5%. Under aret har vi alltsa haft en uppgang pa 1.300% (!). Det har dimensionerat arets
ambition att monitorera ekonomin utifran detta, men ocksa att fortsatta arbeta med vad vi fatt
6verlamnat i form av genomférandet av den tvaars-/garantibesiktning som skett under aret.
Framtidsutblickandet far sta tillbaka i vantan pa att se vart det ekonomiska laget tar véagen, dar ledordet
blir att hantera avgifter och hyror varsamt men ansvarsfullt, fér att kunna just “framja medlemmarnas
ekonomiska intressen” genom en valskott fastighet med stabil ekonomisk situation.

Administration/information
Under aret sa har fragan om férrad eller redskapsskjul pa medlemmarnas upplatna mark kunnat avgoras,
vad som ar tillatet enligt Taby kommun och hur féreningen da kan tillampa detta.

| samband med den extra foéreningsstdmman arrangerades dven en gemensam staddag for
medlemmarna.

Foreningens ekonomi

Ett kraftigt snofall ledde till att foreningens takskottningsavtal aktiverades. Denna kostnad blev storre én
estimerat och avtalet andrades efter detta fran “bevakning” (entreprendren tar ansvar och rycker ut pa
eget bevag) till “avrop” (féreningen tar ansvar och avropar en utryckning). Manga oklarheter radde kring
snorasskyddens funktionalitet (snoméangd, varfor hel rad pa baksidan, men éppningar pa framsidan, etc)
samt vad som da géller i ansvarsfragan. Svaren var inte helt givna fran byggherren eller 6vriga tillfragade,
men slutsatsen fran aret var att takskottning inte kommer att vara en nara forestadende atgard vid nasta
liknande tillfalle.

Féreningen har ocksa fortsatt att underséka samt utvecklat prismodellen fér elbilsladdning, for att fa en
sa juste modell som méjligt for den som laddar samt féreningen. Detta for att inte subventionera el pa
ett fluktuerande pris, som later 6vriga medlemmar betala for dem som laddar. | slutédndan resulterade
detta i ett nollsummerspel och férhoppningsvis sa bidrar den nuvarande modellen till just ovanstaende,
utan for stor insats pa att évervaka detta.

Jamte priset pa elbilsladdning sa har féreningen foérsokt att hitta ett effektivt resursutnyttjande fér de
vakanta parkeringsplatser som finns och uppréttat ett system for att tillfalligt kunna boka och parkera pa
dessa, i form av “gastparkering”.

Lottingelundsféreningarna, vilket féreningen ar medlem av, har under aret tagit ut hogre avgifter an
tidigare. Vissa av dessa har varit engangsbelopp, men sammantaget sa har utgifterna till
Lottingelundsféreningarna ocksa varit en av féreningens stérre poster.

Under aret sa har foreningen dock fatt de ersattningsbelopp som man varit berattigad till, kopplat till
ersattning i forsékringsarenden fran poolen. Dessa arenden har kunnat avslutas med en rattvis
behandling for foreningen.

Strax fore rékenskapsarets slut sa ansokte aven foreningen om elstéd for foretag. Ett d&rende och
utbetalning som inte hade avslutats fére rékenskapsarets slut och kan redgéras for i denna
forvaltningsberéttelse.
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Resultat jgmfort med ekonomisk plan:

Ekonomisk plan ar tva Arets resultat (féregaende ar i parentes)
Réntor -1.323.120 -878.358 (-627.386)
Driftkostnader -483.480 -779.077 (-587.424)
Amortering -219.200 -219.132 (-669.200)

Féreningens ekonomi ar i balans, med ett nollsummerspel. Arets rantehdjningar har atit av foreningens
buffert och det ar en sldpande effekt av rantehéjningar, avgiftsjusteringar och prisékningar hos
leverantorer. Nésta stora kdnda paverkan sker infér nastkommande rékenskapsars slut, da ytterligare en
tredjedel av féreningens lan har villkorsandring.

Avtal

Vid den extra féreningsstémman sa beslutades att foreningen skulle saga upp avtalet med Ownit
avseende TV-box och att detta ska inga i avgiften. Denna avtalsférandring ar omhandertagen, men
effektueras férst 2024-04-01, vid upphérande av nuvarande avtal.

Avtalen for en tredjedel av foreningens lan samt férsakring har har |6ptider som har upphért under aret.
Dessa avtal har konkurrensutsatts infor omférhandling/ny bindningstid, dock utan andring da befintliga
avtalsparter levererat det bésta erbjudandet.

Teknisk férvaltning och fastighetsskotsel

Fran den tvaarsbesiktning som genomfordes och &renden som hér till denna sa har under aret
skarmvaggar, férlangning av stuprér samt vattenavrinning fran miljorummet atgardats. Kvarvarande ar
dréneringar av poolen, samt féreningen som mellanhand for ett antal av medlemmarnas defekter pa
kok- och badrumsskap.

Pool och tradgardsskoétsel har under aret genomforts helt i féreningen och medlemmarnas regi, for att
dels spara pengar, men ocksa ha nara till atgérder och egen kompetens.

Miljdrummet har byggts in med véaggar och dérr, vilket har medfért att sopor inte blaser ut samt att regn
och sng inte blaser in. En trivselforbattrande atgard.

En bostadsréatt drabbades av en vattenskada, till foljd av felaktigt byggd dranering vid byggandet av
fastigheten. Skadan har kunnat avhjalpas, samt att detta fel har kunnat 6verses inom ramen fér
tvaarsbesiktningen, sa att det inte hander pa fler platser.

Foreningen har pausat sin upphandling med en underhallsplan dels i véntan pa tvaarsbesiktningen, men
ocksa pa grund av det ekonomiska laget. Denna atgard ar dock prioriterad sa fort ekonomin och
arbetslaget medger detta. Att féreningen inte har en underhallsplan ar tva efter fastigheternas
fardigstallande bedoms dock inte fa nagra konsekvenser.

Hallbarhet

Projektet med éversyn av gemensam el avslutades, s& de infrastrukturella férutsattningarna inte medger
detta.

Vid de brutna verksamhetsarets slut sa var 9 (4) av 24 laddplatser aktiverade.

Medlemsinformation

Medlemslagenheter: 32 st Antal medlemmar vid rakenskapséarets bérjan: 60
Overlatelser under aret: 4 st Tillkommande medlemmar: 2
Beviljade andrahandsuthyrningar: O st Avgaende medlemmar: 3

Antal medlemmar vid rakenskapsarets slut: 59

Overlatelse- och pantsattningsavgift tas ut enligt stadgar. Overlatelseavgift betalas av kdparen.
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FLERARSOVERSIKT

Beloppen i flerarsoversikten ar angivna i tusental kronor om inte annat anges.

Nettoomsattning
Resultat efter finansiella poster
Soliditet %

2207-2306
1997

-3 093

74

Arsavgift per kvadratmeter uppléten med bostadsratt(kr) 530

Skuldsattning per kvadratmater(kr)
Sparande per kvadratmeter(kr)
Réntekéanslighet %

Energikostnad per kvadratmeter(kr)

FORANDRINGAR | EGET KAPITAL

Belopp vid arets ingang

Resultatdisposition enligt féreningsstimman:

Balanseras i ny rakning
Arets resultat
Belopp vid arets utgang

RESULTATDISPOSITION

Medel att disponera:
Balanserat resultat
Arets resultat
Summa

Forslag till disposition:

Avséttning till fond for yttre underhall
Balanseras i ny rakning

Summa

15636
133
29,52
76

Medlems-
insatser
152 625 000

152 625 000

-3743 142
-3 092 598
-6 835 740

368 200
-7 203 940
-6 835 740

2107-2206
2082
2751

74

545

15 702

241

28,78

59

Balanserat
resultat
-991 725

-2 751 417

-3 743 142

2007-2106
787

-1 042

74

545

15902

131

76,97

11

Arets
resultat
-2 751417

2751417
-3 092 598
-3 092 598

Bolagets resultat och stéllning framgar av efterféljande resultat- och balansrakning med noter.

6(13)

1907-2006
0

0

09

Totalt

148 881 858

0

-3 092 598
145 789 260
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RESULTATRAKNING

Rorelseintdkter, lagerforandring m.m.
Nettoomsattning
Ovriga rérelseintakter

Summa rorelseintékter, lagerforandringar m.m.

Rorelsekostnader

Driftkostnader

Styrelsearvode

Avskrivningar av materiella anlaggningstillgangar
Summa rorelsekostnader

Rorelseresultat
Finansiella poster
Ovriga ranteintakter och liknande resultatposter

Rantekostnader och liknande resultatposter
Summa finansiella poster

Resultat efter finansiella poster
Resultat fore skatt

Arets resultat

2022-07-01
2023-06-30

1996 920
192 401
2 189 321

-779 077

-69 000

-3 557 359

-4 405 436

-2216 115

1875

-878 358

-876 483

-3 092 598

-3 092 598

-3 092 598

7(13)

2021-07-01
2022-06-30

2082 320

2082 320

-587 424
-62 555

-3 556 372
-4 206 351
-2 124 031

-627 386
-627 386

-2751417

-2751417

-2751417
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BALANSRAKNING

TILLGANGAR

Anldggningstillgangar

Materiella anldggningstillgdngar
Byggnader och mark

Inventarier, verktyg och installationer
Summa materiella anldggningstillgdngar

Summa anlédggningstillgangar

Omsittningstillgangar

Kortfristiga fordringar

Ovriga fordringar

Forutbetalda kostnader och upplupna intdkter
Summa kortfristiga fordringar

Kassa och bank

Kassa och bank
Summa kassa och bank

Summa omsittningstillgangar

SUMMA TILLGANGAR

2023-06-30

197 662 049
344 937
198 006 986

198 006 986

8832
77 679
86 511

244 485
244 485

330 996

198 337 982

8(13)

2022-06-30

201 087 830
391 115
201478 945

201 478 945

240 440
56 717
297 157

1121 841
1121841

1418 998

202 897 943
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EGET KAPITAL OCH SKULDER

Eget kapital

Bundet eget kapital
Medlemsinsatser

Summa bundet eget kapital

Fritt eget kapital
Balanserat resultat
Arets resultat

Summa fritt eget kapital

Summa eget kapital

Langfristiga skulder
Ovriga skulder till kreditinstitut

Summa langfristiga skulder

Kortfristiga skulder

Ovriga skulder till kreditinstitut
Leverantdrsskulder

Aktuella skatteskulder

Upplupna kostnader och forutbetalda intakter

Summa kortfristiga skulder

SUMMA EGET KAPITAL OCH SKULDER

2023-06-30

152 625 000
152 625 000

-3743 142
-3092 598
-6 835 740

145 789 260

35 137 069

35 137 069

17 118 599
13174

279 880

17 411 653

198 337 982

9(13)

2022-06-30

152 625 000
152 625 000

-991 725
-2751417
-3743 142

148 881 858

35283 201
35 283 201
17 191 599
1180 897
167 598

192 790

18 732 884

202 897 943
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KASSAFLODESANALYS

Den lI6pande verksamheten
Rorelseresultat

Justeringar for poster som inte ingar i kassafloédet, m.m.

- Avskrivningar
Erhallen ranta
Erlagd ranta

Kassafléde fran den l6pande verksamheten fére férdndringar

av rorelsekapital

Forandringar i rérelsekapital

- Okning(-)/Minskning(+) av rérelsefordringar
- Okning(+)/Minskning(-) av rérelseskulder

Kassaflode fran den I6pande verksamheten

Investeringsverksamheten
Forvarv av materiella anlaggningstillgangar

Kassaflode fran investeringsverksamheten

Finansieringsverksamheten
Amortering av lan

Kassafl6de fran finansieringsverksamheten
Arets kassaflode

Likvida medel vid arets bérjan
Likvida medel vid arets slut

2022-07-01
2023-06-30

-2216 115

3 557 359

1875

-878 358

464 761

210 646

-1248 231

-572 824

-85 400

-85 400

-219 132

-219 132

-877 356

1121 841
244 485

10(13)

2021-07-01
2022-06-30

-2 124 031

3556372

-627 386

804 955

20 840

911703

1737 498

-746 715

-746 715

-669 200

-669 200

321583

800 258
1121 841
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NOTER

Not 1 ALLMANNA UPPLYSNINGAR

Redovisnings- och viirderingsprinciper

Valt regelverk
Arsredovisningen har upprittats enligt arsredovisningslagen och BFNAR 2012:1, Arsredovisning och koncernredovisning
(K3).

Materiella anldggningstillgangar
Avskrivningsbart belopp utgdrs av anskaffningsvardet med avdrag for berdknat restvérde om detta bedéms vara

vasentligt. Avskrivning sker linjort 6ver den férvantade nyttjande perioden.

Tillampade avskrivningstider:

Typ Nyttjandeperiod
Byggnader 20-120 ar
Inventarier 5-10 ar

Avskrivningstid komponenter byggnad:

Grund / Markanlaggning 70 ar

Stomme 120 ar

Tak 40 ar

Fasad 40 ar

Inre ytskikt 20 ar

Installationer 20 ar

Not 2 Nettoomsattning 2022/2023 2021/2022

Arsavgifter 1770 441 1823 200

P-platshyror 199 099 259 324

Ovriga intakter 27 380 -204
1996 920 2 082 320

Not 3 Driftkostnader 2022/2023 2021/2022

Elkostnader 90 313 41 541

Vatten och avlopp 164 252 155 899

Sophdmtning 78 422 76 034

Snoérdjning 139 557 47 362

V&g- och tomtférening 23 300 25832

Forsdkring 46 340 35068

Fastighetsskotsel 55334 58 752

Bredband 59 136 53 064

Ekonomisk forvaltning 42 889 44 234

Ovriga externa kostnader 67 809 34639

Revision 11725 15 000

779 077 587 425







Brf Sjoblomman
769627-9947

Not 4 Styrelsearvode

Léner och andra ersdttningar
Styrelsearvode
Totala l6ner och andra ersdttningar

Sociala kostnader och pensionskostnader
Sociala kostnader

Totala lbner, andra ersdittningar, sociala kostnader samt pensioner

Not 5 Byggnader och mark

Ingdende anskaffningsvarden
Féréndringar av anskaffningsvérden
Inkoép

Utgaende anskaffningsvarden

Ingéende avskrivningar
Féréndringar av avskrivningar
Arets avskrivningar

Utgdende avskrivningar

Redovisat virde

Taxeringsvarde byggnad
Taxeringsvarde mark

Not 6 Inventarier, verktyg och installationer
Ingdende anskaffningsvéarden
Férdndringar av anskaffningsvérden
Inkop

Utgaende anskaffningsvarden
Ingdende avskrivningar
Férdndringar av avskrivningar

Arets avskrivningar

Utgaende avskrivningar

Redovisat virde

Erhallet offentligt stod fér ovanstdende tillgangar

2022/2023

52 500

52 500

16 500

69 000

2023-06-30

206 078 422

85400
206 163 822

-4 990 592

-3 511181
-8 501773

197 662 049

91 684 000

31 044 000

2023-06-30

437 293

437 293

-46 178

-46 178
-92 356

344 937

192 400

12(13)

2021/2022

47 600

47 600

14 955

62 555

2022-06-30

205 769 000

309 422
206 078 422

-1480 398

-3510 194
-4 990 592

201 087 830
91 684 000

31 044 000

2022-06-30

437 293
437 293

-46 178
-46 178

391 115
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Not 7

Langivare
SBAB
SBAB
SBAB
SBAB
Summa

Ovriga skulder till kreditinstitut

Villkorsandr.

2024-06-20
2024-05-15
2026-05-15
2024-06-20

Rénta
4,57%
1,12%
1,34%
4,57%

2023-06-30 Amortering/lan

8 586 666
17 568 539
17 568 530

8531933
52 255 668

Laneskuld som forfaller inom ett ar har redovisats bland kortfristiga skulder.

Not 8 Stallda sakerheter

Fastighetsinteckningar

Summa stillda sikerheter

UNDERSKRIFTER

Taby /  -2023

Eva-Lotta Hjelmgren Johansson

Joakim Sunnhed

Min revisionsberattelse har [amnats

David Walman
Revisor

Anna-Lisa Aberg

-73 064
-73 068
-73 000
-219 132

2023-06-30

163 000 000

163 000 000

13(13)

2022-06-30
8 586 666
17 641 603
17 641 598
8 604 933
52 474 800

2022-06-30

163 000 000

163 000 000
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    "email" : "eva.lotta.johansson01@gmail.com"
  },
  "signingMetadata" : {
    "personNr" : "195811212009",
    "personSurname" : "Hjelmgren Johansson",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIkFBcjIwMjMyMDIydjMiIApJRDogNGIzODhkYjAtODU0MS0xMWVlLTkyOTItNWYzODdiN2NkNjZlCkRhdHVtOiAyMDIzLTExLTE3Cgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "a9f66eb0-8705-11ee-9a6c-09fd20f4daf1",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiQUFyMjAyMzIwMjJ2M18yMDIzXzExXzE3XzEyXzAzXzAyLnBkZiIKMGNiOSA1NzRjIDQxOTcgY2ZkYyAzYWRhIDdmZjcgNGI1NyBiZGNmIDk4NjQgNzFlMCBlNmU0IDJiNGQgMTllZSBiYWViIGNjYjAgZDk0MgotLS0tLS0tLS0t",
    "personGivenName" : "Eva-Lotta E",
    "startDate" : "2023-11-19T18:01:29.342+0000",
    "transactionId" : "57966186fe6c449ae6efb71ba679fef3"
  },
  "time" : "2023-11-19T19:02:01.000+0100",
  "type" : "sign_final_part",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "212.107.137.229"
  },
  "eventId" : 31,
  "eventClass" : "agreement_signed",
  "id" : "bd43afa0-8705-11ee-b208-45879c352f1f"
} ]
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Purpose

This document gives an introduction to the collection of reference documentation added to each
agreement signed using Egreement’s service. In case of agreement disputes, this documents and its
referrals should be used as a handbook on how to verify agreements.

Overview

Agreement and workflow basics are introduced in this document in order to be able to understand the
reference documentation.

Glossary

Term Description

Agreement File Attachment to the agreement, for example an
uploaded PDF, image, or free text, entered by
agreement creator.

Agreement Creator User who creates the initial agreement and add
contracting parties.

API Application Programming interface

Audit Log The log of events associated with each agreement.

CMS Cryptographic Message Syntax

Container The file which holds the agreement including all

metadata such as audit log, documentation,
verification, Etc.

Contracting Party User who is to sign an agreement.

Egreement The company providing the agreement signing
service. Egreement AB,
https://www.egreement.com

EID Electronic identity such as a certificate or online
identity of some kind.

Hash A cryptographic hash, see Signing
JSON JavaScript Object Notation

NTP Network Time Protocol

OCSP Online Certificate Status Protocol
PKCS Public Key Cryptography Standards




https://www.egreement.com





Term Description

PKI Public Key Infrastructure
PDF Portable Document Format from Adobe Systems
Signee When a contracting party has signed an

agreement, the party becomes a signee.

TBS To Be Signed. A textual representation of an
agreement.
Verification Page(s) appended to the end of the visible part of

the agreement, summarizing agreement
information, including a timeline.

XML Extensible Markup Language

Agreement Basics

An agreement has a number of artifacts that together form an agreement:

@greement

Agreement Name

Agreement ID

Agreement files Audit log

Attachment-1 Created
Attachment-2 User 1 viewed
Attachment-3 User 1 signed

User 2 viewed

User 2 signed

Figure 1. Agreement content

* Agreement name chosen by Agreement Creator.
* Agreement ID automatically generated by Egreement’s system.
* Files of different formats, such as text or images, that form the contractual part of the agreement.

* Audit log, created by the Egreement system, keeping records of all major events that have taken







place in the process of concluding the agreement.

» Reference documentation on how Egreement manages agreement creation, signing and conclusion.
This very document is the introduction and first part of the reference documentation.

Version Properties

The following properties apply for the current version of the agreement implementation:

» Agreement File hash algorithm: SHA-256
» Agreement File hash encoding: Hex string
 Reference documents:

o Overview

o Container Format

o Signing

o Validation

Workflow

The Egreement workflow contains a number of stages.

Create agreement - Start
Add agreement files - Upload attachments
Add contracting parties - Add people who are to sign the agreement

Signature creation - All contracting parties sign the agreement

S

Download - Agreement can be downloaded (optional)

Agreement Creation

When an agreement is to be created, the user chooses a name for the agreement and an ID is
automatically generated.

Agreement Files

An agreement file is a part of the agreement. The file can be of any format. If the file format can be
presented by the Egreement software, a visual representation will be shown to the contracting parties.







Contracting Parties

After the agreement has been set up, all contracting parties who should sign the agreement are added.

Signature Creation

The user should always sign the complete agreement including all attached files. Metadata which will
serve as proof of user consent to the agreement will be automatically added by the system, making the
agreement tamper-proof and self-contained. Each signee can choose from a set of signature methods.
The actual signature creation is handled differently depending on signing method.

In the signature workflow, a number of signees can individually sign the same agreement. The
aggregated signature result will be added to the agreement as proof of the agreement’s validity. Signing
is described in detail in Signing.

After the last signee has signed, the agreement will be concluded and therefore the process and
agreement files will be closed.

Download

It is possible to download an agreement from the system to store it offline. The downloaded agreement
is tamper-proof, as all parts of the agreement, including main file, attachments and all other artifacts,
are tied to every individual signee. Since this downloaded agreement is more than just a document, it
is referred to as a Container.

Egreement currently supports PDF as container-format which is described more in detail in Container
Format.

Logging
All actions associated with the agreement are stored in the audit log.
Dispute

In case of dispute about a signed agreement where the different signees disagree, the Validation
document describes the process how to verify the agreement’s validty.

Reference Documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.







Document name

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker
Swisscom AIS
Swisscom SRS

Cryptographic Message Syntax

Description

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3
All-in Signing Service Reference Guide, v2.15
Integration Guide Smart Registration Service, v1.8

https://www.ietf.org/rfc/rfc2630




https://www.ietf.org/rfc/rfc2630
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Purpose

This document is targeted for contracting parties and arbitrators that create, sign and/or evaluate
agreements concluded through the Egreement application. The document describes the content,
structure and semantics of the agreement container, required to understand in order to evaluate
agreements or settle possible disputes.

Overview

An agreement in the Egreement sense is not just a single document. Instead, an agreement is a
collection of different information artifacts concerning an agreement made between one or more
contracting parties. Artifacts can be the text on which agreement parties are to agree, individual
parties’ acceptance statements, or records of the events associated with the conclusion of the
agreement. In order to store this information in a secure and self-contained manner, a Container is
needed. The container is simply a file storing all the information needed in a structured and well-
defined way.

Generic Container Structure

The container includes the following artifact types:

* Agreement File - One or more documents, or other types of files (such as images), either uploaded
by the agreement creator or provided by the Egreement application, that togehter constitute the
agreement.

* Audit Log - A log, created by the Egreement system, with recordings of all major events that have
taken place in the process of concluding the agreement.

* Reference Documentation - Documentation how Egreement manages agreement creation, signing
and closing.

* Verification - An agreement summary, including a listing of included agreement files, signees and
an extract of the audit log.

PDF Container

The container format used by Egreement is PDF. All of the listed artifact types are stored as so called
attachments in the PDF container. The reason for adding agreement artifacts as attachments is that
this makes it possible to provide traceability throughout the complete signing process. In order for a
reader to easily be able to view the contents of the agreement, a selection of the attachments is
"mirrored" to the main (visible) part of the PDF.







@greement PDF Container

— il “

Agreement File 1
Agreement File 2
Visualization of Agreement File N
Agreement File 1-N
Reference Documentation 1
Reference Documentation 2
Reference Documentation N

Audit Log I

Verification I Verification I

Figure 1. Container Overview

Not all PDF viewers are able to list and/or present PDF attachments. Therefore, it is
recommended to use the official Adobe Acrobat Reader to view Egreement PDF
containers.

Each attachment is given a numeric prefix to its name in order to sort the files correctly in the list. Also
note that the description field holds the artifact type of the attachment.

@ Attachments X
@ B &
Name ~ Description Modified
5 01-CarContract.pdf Agreement File-456-5654-10  29/04/16 14:25:26
i‘ 02-Carlmage.jpg Agreement File-456-5654-12 29/04/16 14:25:27
) 03-CarSound.m4a Agreement File-456-5654-13  28/04/16 14:25:27
: 04-auditlog.json Audit Log 29/04/16 14:25:27
= 05-Overview.pdf Reference Documentation 29/04/16 14:25:27
= 06-ContainerFormat.pdf Reference Documentation 29/04/16 14:25:27
5 07-Signing.pdf Reference Documentation 29/04/16 14:25:27
= 08-Validation.pdf Reference Documentation 29/04/16 14:25:27
= 09-verification.pdf Verification 29/04/16 14:25:27

Figure 2. PDF Attachments







How to Validate

The container is a valid PDF agreement if it holds the artifacts defined above.

Container Content

Agreement File

Artifact type: Agreement file

Agreement files are the parts of the agreement which the agreement creator uploads or selects to be
included. These could be documents, forms, images or virtually any type of file. Furthermore,
agreement files can be divided into two categories, agreement files possible to visualize and non-
possible to visualize.

Agreement Files Possible to Visualize

Files possible to visualize, are added as attachments to the container just as all other artifact types, but
they are also mirrored to the visible part of the agreement PDF. This allows the user to quickly view
the content of the main parts of the agreement. Files that typically are possible to visualize, are PDFs,
image-type files and text files.

Agreement Files Non-Possible to Visualize

Agreement files non-possible to visualize, are not mirrored to the visual part of the agreement PDF,
though it is represented with name, size and hash of the file. These file types are typically technically
hard or impossible to create a visual representation of, e.g. a sound file or a video file.

How to Validate

To understand what has been agreed and to establish if there is a dispute or if the disagreement
between the contracting parties is actually covered by the agreement, please read and understand the
actual content of the agreement.

Audit Log

Artifact type: Audit log

The audit log attachment is a well-defined, JSON formatted, document presenting all the important
events that have occurred from when the agreement was created until the agreement was closed.
Refer to the "Workflow" chapter in Overview for more details.

The following audit log entry types are defined:







* Agreement Created

* Agreement Viewed

* Agreement Signed

* Agreement Rejected

* Agreement ExpireOn Changed

* Message Sent

The different log entry types are described in detail below.

Common Structures
All log entry types share common information that is included in every log entry logged.

Table 1. Common Attributes

Parameter name Parameter value example(s)  Description

time 2016-03-21T10:03:28.010+0000  Time when the entry was logged
as yyyy-MM-dd'T'HH:mm:ss.SSSZ.

id 540431, 1e8f69a4-07c1-11e8- An ID of this particular event

ba89-0ed5f89f718b (can either be a numeric long

value or Time based UUID).

event(lass agreement_created Name of the type, as listed
below.

eventld 10 Each type includes a set of IDs.

See respective log entry type
description for details.

userInfo See UserInfo Information about a user.

UserInfo

The UserInfo structure holds information about the user triggering an event, users being contracting
parties of an agreement as well as other users. Note that only a subset of the parameters is included,
depending on the situation where the UserInfo structure is used.

Table 2. UserInfo

Parameter name Parameter value example(s)  Description

ipAddress 212.94.55.131 The IP address of the user.

email Jjohn@example.org The user’s email address.

personNr 19550505-1234 (Sweden), The user’s personal identity
220750-999Y (Finland) number.




https://en.wikipedia.org/wiki/Universally_unique_identifier





Parameter name Parameter value example(s)  Description

personName John Smith The first and last name of the
user.

personGivenName John The first name of the user.

personSurname Smith The last name of the user.

orghr 551234-1234 The organization number of the

organization on behalf of which
the user is operating.

orghame Acme AB The organization name of the
organization on behalf of which
the user is operating.

AgreementFileInfo

The AgreementFilelnfo structure holds information about an agreement file, e.g. a PDF uploaded by the
user. See Agreement File.

Table 3. AgreementFileInfo

Parameter name Parameter value example(s)  Description
fileld 6572354654, 75928ba0-2369- The system generated ID of the
11e8-b467-0ed5f89f718b agreement file (can either be a

numeric long value or Time
based UUID).

fileName MyEmployeeAgreement.pdf The user defined name of the
agreement file.

fileMimetype application/pdf The agreement file mime type.

fileSize 42253 The size, in bytes, of the

agreement file.

fileHash 3d7c514b...66b786a4 The hash of the agreement file,
encoded as a hex string.

How to Validate

See Validation how to validate the entire audit log.

Agreement Created

This event is logged when the agreement is created. This is always the first log entry for each
agreement, i.e. no events can take place before this event has occurred.

* EventClass: agreement_created




https://en.wikipedia.org/wiki/Universally_unique_identifier
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* Eventld:

> 10: When a private user creates an agreement using the web application.

> 11: When a company user creates an agreement using the web application.

o 12: Agreement created using the APIL

Table 4. Agreement Created Specific Information

Parameter name Parameter value example(s)

agreementName MyEmployeeAgreement

agreementId 12345678901234, 75928ba0-2369-
11e8-b467-0ed5f89f718b

agreementVersion 1.16

agreementlocale sv_SE

signees List of UserInfo

agreementFiles List of AgreementFileInfo

How to Validate

Description

User specified name of the
agreement.

System generated ID of the
agreement (can either be a
numeric long value or Time
based UUID).

Version of the agreement
container format.

Locale of the agreement
container.

A listing of the signees defined
as parties in the agreement.

A listing of the agreement files
included in the agreement.

Validating this audit entry requires a number of steps all documented below.

EventTypeld Validation

Check that the UserInfo field is populated correctly according to EventType. See UserInfo for details.

Table 5. EventType effect on UserInfo

Type How to validate UserInfo

10
11
12

Agreement Metadata

All metadata parameters must be validated according to table below.

Table 6. Agreement Created Metadata Verification

orgNr and orgName must not be set
personNr, orgNr and orgName must be set

orgNr and orgName must be set




https://en.wikipedia.org/wiki/Universally_unique_identifier
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Parameter name How to validate

agreementName Must be present

agreementId Must be present

agreementVersion Must be less than or equal to 1.16
agreementlocale If present, Must be a valid locale and container

verification page must be in this language
signees See Signees Validation

agreementFiles See Agreement File Validation

Agreement File Validation

Validate that all Agreement File are the correct ones, that they are included, and that there are no
additional files than the ones listed in the audit log.

Audit Log

Check all agreement files in this audit entry and verify that they all exist in the container. Do this by
identifying the attachment by the ID and name stated in the audit entry.

Attachments

Check all agreement files in the PDF container by searching after the Artifact type: Agreement file and
make sure that they are all listed in the create agreement audit entry.

Check Hashsums

For each agreement file, compute the hash and check that the hash in the audit entry is correct.

Signees Validation

Make sure that each signee has an Agreement Signed audit entry. Also check that the number of signees
is equal to the number of Agreement Signed entries.

Agreement Viewed
This event is logged every time an agreement is viewed or downloaded.

* EventClass: agreement_viewed
* Eventld:
o 20: When a user views an agreement using the web application.
> 21: When a user views an agreement using a mail link.
o 22: When a user views an agreement by downloading it using the web application.

> 23: When a user views an agreement using a mail link that is protected using two-factor
authentication.







Agreement Viewed Specific Information

None

How to Validate

Check that time of entry is after Agreement Created.

Agreement Signed

This event is logged every time a user signs an agreement.

* EventClass: agreement_signed

* Eventld:

> 30: When a user signs the agreement, not being the last signee.

> 31: When a user signs the agreement as the last signee.

> 32: When a user tries to sign the agreement but signing fails.

Table 7. Agreement Signed Specific Information

Parameter name

signeelnfo

signMetadata

Table 8. SignMetadata

Parameter name

signatureMethod

signature

ocspResponse

message

Parameter value example
See UserInfo

See SignMetadata

Parameter value example

bankid

PD94bWwgdm...duYXR1cmU+

MIIEXg0BAK...jks3yrAUVE

MzJhMDYXN2FhYjRjOWZINZI1Z;]
FiNWJjNDQXM,;...

Description
Information about the signee.

Signing metadata produced in
the signing process.

Description

The ID of the signing method
used.

The signature, base64 encoded.
The underlying format depends
on the signature method used.

The OCSP response message,
base64 encoded. This parameter
is only included for some signing
methods.

The text shown to the signee
before approving the signature
request. Text is NOT signed, just
kept for audit purposes.







Parameter name Parameter value example Description

tbs SSBzaWduOiAiQ29udHJhY3QiIA The text being signed by the
pJRDogNjdkN2... signee using the signing method
encoded as base64. This
parameter is only included for
some signing methods and may
vary between signing methods
and localizations.

tbsHidden LSOtLSO0tLS0tLQpDb250ZW500g Hidden additional text also
oKImJsdWUucG... being signed, base64 encoded.
This parameter is only included
for some signing methods.

How to Validate

Check that time of entry is after Agreement Created.

EventType Validation

Table 9. EventType effect on validation

Type How to act
30 Verify as described below.
31 Verify as describe below, and once done, check

that there are no more Agreement Signed entries
in the audit log.

TBS Validation

In case of an advanced or qualified signature methods, the TBS (including the hidden TBS where
applicable) will be stored as a part of SignMetadata.

For simple electronic signature methods, TBS validation is not applicable.

Signature Validation

Fetch the signature method pointed out by SigningMethod and verify the signature according to the
corresponding chapter in Signing

Signee Validation

The output from the Signature Validation should be validated according to table below.







Output type How to validate

Signature time If a signature time has been registered, check that
this signature time corresponds to the time of the
Agreement Signed.

User attributes Check that the user attributes returned from the
signature method matches the attributes of the
SigneeInfo.

TBS or hash of TBS If TBS validation applies, check that TBS and/or

tbsHidden matches the SignMetadata.

Hash algorithm If TBS validation applies, and the TBS is returned
hashed, return name of hash algorithm.

Agreement Rejected
This event is logged when the agreement is rejected. If this event occurs, the agreement is invalid.

* EventClass: agreement_rejected
* Eventld:
o 40: Agreement rejected by user.
o 41: Agreement auto-rejected due to validity timeout.

o 42: Agreement withdrawn by agreement creator.

Agreement Rejected Specific Information

None

How to Validate

If one of these audit entries are found, the agreement is not a valid agreement.

Agreement ExpireOn Changed
This event is logged when the agreement expiry date is changed.

* EventClass: agreement_expire_on_changed
e Eventld:

o 80: Agreement expiry date changed by user.

Table 10. Agreement ExpireOn Changed Specific Information

10







Parameter name Parameter value example Description

agreementPreviousExpireOn 2016-03-21T10:03:28.010+0000  Time when agreement was

scheduled to expire as yyyy-Mm-
dd'T'HH:mm:ss.SSSZ.

agreementExpireOn 2016-03-31T10:03:28.010+0000  Time when agreement is

scheduled to expire as yyyy-Mm-
dd'T'HH:mm: ss.SSSZ.

How to Validate

Check that time of entry is after Agreement Created.

Message Sent

A message is logged each time the system sends a mail to parties involved in the agreement.

* EventClass: message_sent

* Eventld:

[

o

50:
51:

52

53:
54:
55:

56

57:
58:
60:

Message sent due to event IDs: 10-12

Message sent due to event ID: 30.

: Message sent due to event ID: 31.

Message sent due to event ID: 40.
Message sent due to event ID: 41.

Message sent when agreement is shared.

: Message sent when agreement sharing is cancelled.

Message sent when agreement validity is about to expire.
Message sent as a reminder of agreement creation.

Message sent due to event ID: 20-23.

Table 11. Message Sent Specific Information

Parameter name Parameter value example Description

sentTo

List of UserInfo A listing of the users to whom
the message is sent.

How to Validate

Check that time of entry is after Agreement Created.

11







Format

The audit log is included in the container as a JSON-formatted file.

Audit log example

[ {
"agreementId" : "160400034502",
"agreementName" : "Package patent",
"agreementVersion" : "1.16",

"agreementlocale": "sv_SE",
"agreementFiles" : [ {
"fileSize" : "722085",
"fileId" : "4081",
"fileHash" : "01e70b3f3d48df504119a912e171df2f2533a2a8bf73d052¢c004e27bf64671a0",
"fileMimetype" : "application/pdf",
"fileName" : "patent.pdf"
oA
"fileSize" : "180269",
"fileId" : "4082",
"fileHash" : "96e0a461e285986ae6e3a2b581568c89d1dae77ae580fea1859faab2e594ec46",
"fileMimetype" : "image/png",
"fileName" : "figl.png"
1L
"signees" : [ {
"personNr" : "191111112222",

"personName" : "Alice A"

oA
"personNr" : "193333334444",
"personName" : "Bob B"

1L

"id" : 778333,

"time" : "2016-04-26T716:39:30.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

I

"event(Class" : "agreement_created",

"eventId" : 10

oA
"id" : 778334,

"time" : "2016-04-26T716:39:31.000+0000",
"eventId" : 50,

"event(Class" : "message_sent",
"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",

12







"ipAddress" : "1.2.3.4"

H
"sentTo" : [ {
"email" : "alice.a@eavtal.se",
"personName" : "Alice A"
} ]
oo

"signingMethod" : "bankid",

"signeeInfo" : {
"personSurname" : "B",
"personNr" : "193333334444",
"personGivenName" : "Bob",
"personName" : "Bob B"

}

igningMetadata" : {

"ocspResponse” : "MII...z5Q==",

"startDate" : "2016-04-26T16:39:32.000+0000",
"signatureMethod" : "bankid",

"signature” : "PD9...cmU+"
b
"id" : 778335,
"time" : "2016-04-26T716:39:43.000+0000",
"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",

"ipAddress" : "1.2.3.4"
}

ventClass" : "agreement_signed",
"eventId" : 30
} ]

Reference Documentation

Artifact type: Reference documentation

Included in the container is also the reference documentation which documents the container format,
overview and details about signing and validation, Etc.

Table 12. Reference Documentation
Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.
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Document name

Signing
Validation
BankidValidation
Telia Tunnistus

Nets eID Broker

Cryptographic Message Syntax

Verification

Artifact type: Verification

The verification page is included as an attachment in the container, and is also mirrored to the visible
part of the container PDF. The purpose of the verification is to provide the reader with a summary of
the content of the agreement, in combination with important events that have occurred during the

Description

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3

https://www.ietf.org/rfc/rfc2630

agreement creation and signing process. An overview of the contents of the verification is given below.

Basic Information

Includes the most basic, and always present, information of the agreement. See Agreement Created for

more details.

* Agreement ID
* Agreement name
» Agreement version

e Creation date

Agreement Files

Lists the different files that the agreement includes. This is primarily the documents uploaded by the

user, which include agreement text and other data. See AgreementFileInfo for more details.

Each agreement file is listed with the following properties:

* Agreement file ID
» Agreement file name

* Agreement file mime type
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* Agreement file size

* Agreement file hash

Signees

Lists the signees that have signed the document. See UserInfo for more details. Each signee is listed
with the following properties:

* Signee person number ID

» Signee name

 Signee sign date

Audit Log Extract

The verification ends with a summarizing extract from the audit log. It includes the most important
events and information from the audit log, whereas audit information that is of secondary importance
is filtered out.

Change Log

Agreement Version : 1.1

* Date of Change : 2017-02-28
* Logs

o Representation of agreement parts which are not possible to visualize are to include last
modified date along with the existing information (Name, Size, Hash).

o Layout is also changed to display the additional information vertically.
- Agreement File section of Verification page to include last modified date & time.

- ToBeSigned (TBS) text is separated into two types(visible & hidden).

Agreement Version : 1.2

* Date of Change : 2017-03-15
* Logs
o File Title is included in non visible agreement parts.

- Removed file Hash information from Attest Page and included file title
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Agreement Version : 1.3

» Date of Change : 2017-06-21
* Logs

o New Signature Methods EMail signature & Email signature with OneTimePassword introduced

Agreement Version : 1.4

* Date of Change : 2018-02-01
* Logs
o Audit Events are allowed to have id as Long (number) or UUID

o New Signature Method Click signature introduced

Agreement Version : 1.5

* Date of Change : 2018-05-31
* Logs

> Norwegian BankID is introduced

Agreement Version : 1.6

* Date of Change : 2018-07-31
* Logs

o More information about signature added on attest page

Agreement Version : 1.7

* Date of Change : 2019-01-16
* Logs

o Draw signature image added on attest page

Agreement Version : 1.8

» Date of Change : 2019-02-01
* Logs

o Message Sent for viewed event added in auditlog.json
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Agreement Version : 1.9

» Date of Change : 2019-04-04
* Logs

o Agreement locale added for agreement created event in auditlog.json

Agreement Version : 1.10

* Date of Change : 2019-05-16
* Logs

- Enable rendering of txt files on visual part of the PDF.

Agreement Version : 1.11

* Date of Change : 2019-05-14
* Logs

o Agreement expire on changed event added in auditlog.json

Agreement Version : 1.12

* Date of Change : 2020-04-20
* Logs

o Localized signing method display text on attest page & in auditlog.json

Agreement Version : 1.13

» Date of Change : 2020-10-22
* Logs

o Finnish EID is introduced

Agreement Version : 1.14

* Date of Change : 2021-08-03
* Logs

o TBS explanation is extended
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Agreement Version : 1.15

* Date of Change : 2021-11-07
* Logs
o Norwegian BankID signing documentation is updated

> Norwegian BankID signing by the means of authentication is introduced

Agreement Version : 1.16

» Date of Change : 2022-04-30
* Logs

o Danish signing using MitID is introduced

Agreement Version : 1.17

* Date of Change : 2022-07-15
* Logs
o Watermark logo removed

o Verification page logo changed

Agreement Version : 1.18

* Date of Change : 2023-10-02
* Logs

o Qualified electronic signing using Swisscom Mobile ID is introduced

Reference Documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature

process.
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Document name

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker
Swisscom AIS
Swisscom SRS

Cryptographic Message Syntax

Description

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3
All-in Signing Service Reference Guide, v2.15
Integration Guide Smart Registration Service, v1.8

https://www.ietf.org/rfc/rfc2630
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Purpose

The purpose of this document is to provide deep knowledge of the signature process making it possible
to verify the signatures of agreements signed using the Egreement service.

Overview

This document describes how Egreement handles the signature process, from how to make all
agreement files tamper-proof, to how each Electronic ID (EID) provider implements its signatures.

System

For the agreement signatures to be trustworthy, it is important that a stable and high-quality system
protects the signing process.

All parts providing evidence for the signature, such as hardware, operating system and software, have
to be trusted.

Hardware

Egreement’s signature software runs on a virtualized hardware platform. It is hosted in a data center
with high availability requirements, used by large banks and e-commerce companies.

Software

For a signature to be trusted, it is important that the timestamp can be reliable. Timestamps are used to
show when certain events occur and are an important evidence when validating an agreement.

The platform synchronizes its time over the standardized Network Time Protocol (NTP).

Electronic Signatures

An electronic signature is any electronic means that indicates that a person consents to the contents of
an electronic message. In the EU the eIDAS legislation regulate and defines three levels of such
signatures:

» Simple Electronic Signatures

» Advanced Electronic Signatures

* Qualified Electronic Signatures

These signatures are created using an electronic identity that has a certain security Level of Assurance







(LOA) also defined by eIDAS. The LOA describes the degree of confidence the identity was issued,
taking into account the enrollment process as well as protection of the authentication needed to use
the identity.

* Low - For example self-registration.
» Substantial - Providing and verifying identity information in a structured way.

* High - For example a requirement to have a physical meeting before issuing an identity.

Simple Electronic Signature (SES)

* Basic electronic signature with low assurance.
» Typically equivalent to a handwritten signature.

* Minimal identity verification required.

Is defined as "data in electronic form which is attached to or logically associated with other data in
electronic form and which is used by the signatory to sign".

Supported methods

* Draw Signature - A handwritten signature drawn on a digital canvas.

API Signature - A signature created by consuming the web service exposed by Egreement AB.

MitID low - Danish MitID on LOA level low

* Click Signature - A signature created by personalized link.

Advanced Electronic Signature (AES)

* is uniquely tied to the signatory,
* uniquely linked to and capable of identifying the signatory
* created in a way that allows the signatory to retain control

* linked to the document in a way that any subsequent change of the data is detectable.

Electronic signatures are usually based on PKI, such as the Swedish BankID and Norwegian BankID.

Supported methods

» Swedish BankID

* Norwegian BankID

* Finnish strong identification

* Danish MitID - MitID on LOA level substantial

» SMS Signature - A signature created by responding to an SMS with context specific content.







* Email Signature with OneTimePassword - A signature created by One Time Password (OTP) based
email service.

Qualified Electronic Signature (QES)

A qualified electronic signature is an advanced electronic signature which is additionally:

Highest Level of Assurance and trust.

created by a qualified signature creation device (QSCD)
* Requires a qualified digital certificate from a qualified trust service provider.
* Legal equivalence to a handwritten signature in many jurisdictions.
Supported methods

Electronic signatures based on PKI where the signature is the highest level of electronic signature
under eIDAS, providing the utmost trust, legal equivalence to handwritten signatures.

e Swisscom Mobile ID

Cryptography

Cryptography is a central part of many signature solutions, for example to provide tamper-proof
agreement files.

The following chapters introduce some concepts needed to understand cryptography based signatures.

Cryptographic Hash Functions

A cryptographic hash function is any function that can be used to map data of arbitrary size to data of
fixed size where it is practically impossible to find two pieces of input that produces the same hash
value. It is a one way transformation that produces the same result every time. The result is called a
hash and since it is a one way function, it is not possible to re-create the input behind a hash.

Examples on hash functions are:

* SHA.2
* RIPEMD
* Whirlpool

Asymmetric Encryption

In cryptography, two types of encryptions are most commonly used, symmetric and asymmetric







encryption. The difference between them is that the symmetric encryption uses one single key for both
encryption and decryption, while asymmetric uses one key for encryption and another for decryption.
The fact that there are two keys can also be used for creating signatures and serves as a base for many
types of EID. The EID solutions usually use the asymmetric encryption in a Public Key Infrastructure
(PKD).

Asymmetric encryption make use of keypairs that if a text is encrypted using one of the keys, the only
key that can decrypt the crypto text is the other key belonging to the pair. One key is private and
should not be shared with anyone, the other is public and is used to verify signatures created with the
private key.

Examples on asymmetric keys are:

* RSA
* DSA

Digital Signatures

When signing using asymmetric keys, the signature result is called a raw signature and is just a binary
blob of a specific size, without any information at all. In order for the signature to be used in a
distributed environment, there is a need to add information on who signed the blob, what was signed
and so on.

The combination of metadata and the raw signature is called a digital signature. Some information is
optional:

« Signature time

X.509 Signature Certificate

X.509 CA Certificates (who issued the X.509 Signature Certificate)
 Signature text (TBS)

* Hash algorithms used

 Signature algorithm used

* The raw signature
Examples on digital signature formats are:

* CadES/CMS/PKCS#7
* XAdES

Signing

To sign an agreement a number of actions need to be executed:







* Create text representation of agreement

* Create digital signature

Create text representation

For advanced electronic signatures, where the agreement contents is logically tied to the created
signature, the text needs to be prepared in order to suit the signing method used. The textual
representation of an agreement is also called To Be Signed, or TBS for short. The TBS is the actual text
that is to be digitally signed. For the whole agreement to be tamper-proof, the agreement metadata
with all agreement files needs to be signed. Digital signature clients have limitations on the size of TBS.
It is not possible to sign the actual agreements, since there is a risk that the agreement files are too
large. Therefore cryptographic hash functions are used to reduce the size of the agreement files and
create a representation of it.

For non-advanced signatures, where the agreement contents is not directly tied to the signature, the
above preparation is normally not needed.

Digital signature clients allow us to send two different types of TBS. They are:

* Visible TBS
* Hidden TBS - Swedish BankID only

Visible TBS

TBS text that is exposed to the signatories by the digital signature clients. General information about
the Agreement is supplied to digital signature clients as a visible TBS. As the TBS will be different
between signing clients and also have different localizations it will be saved together with the digital
signature. In cases where hidden TBS is not supported, the visible TBS will contain information that
otherwise would be in the hidden TBS. Where the TBS has length restrictions due to technical reasons,
the hash may be base64 encoded (trailing = characters being omitted) and the hash may be calculated
as if the ordered agreement files were a single file.

Example

I sign: "Employment ACME Inc"
Egreement ID: 2394857302
Date: 26/04/2016

Hidden TBS

TBS text that is hidden from the signatories by the digital signature clients. Agreement content is
reduced to fewer characters using cryptographic hash functions is supplied to digital signature clients
as a hidden TBS. This is currently only supported for Swedish BankID.







Example

Content:

"Contract"
1103 b497 984e 433c 38d4 fdef 775 33ad Ocef 8cB7 9995 5b37 7c8e eddf 66f7 de73

"Codes of conduct"
2c¢f9 688d c483 2085 1f12 6120 9001 58b2 ab2e 62b1 afd5 acch ebbb 5134 c7a4 90f2

Create Digital Signature

For advanced electronic signatures, the cryptographic signature is created by applying the private key
from an asymmetric key pair on a dataset that previously has been hashed. In this context, the dataset
is the TBS. Different EID providers handles digital signatures in different ways, Signature Methods
describes all methods supported.

For non-advanced signatures, signature creation will vary depending on the method.

Signature Methods

Currently, the following signing methods are supported:

» Swedish BankID (advanced electronic signature)

* Norwegian BankID (advanced electronic signature and authentication)
* Finnish strong identification

* Danish MitID

» Swisscom Mobile ID (qualified electronic signature)

* Draw Signature

* API Signature

* SMS Signature

* Email Signature with OneTimePassword

* Click Signature

These are described in detail below.







Swedish BankID

Swedish BankID is the largest EID provider in Sweden run by Finansiell ID-Teknik BID AB which is
owned by a number of large swedish banks.

It is a PKI based solution with support for file based tokens as well as smart cards, supported on a
number of platforms for desktop and mobile.

Signature format

The BanKkID client produces an XML Digital Signature as specified in BankID Signature profile.

Audit log

Each signature transaction provides information used in user interface and audit logging:

* personNr - In the form of a Swedish personal identity number.
* personSurname - Surname in capital letters.

* personGivenName - Given name in capital letters.

* startDate - Date when signing was started.

* signatureMethod - Will be bankid or bankid-otherunit.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed, base64 encoded.

* tbsHidden - Hidden data being signed, base64 encoded.

How to validate
Validate the signature according to BankID Signature profile.
Output from validation to provide to Signee Validation in Container Format is:

» User attributes of the first certificate of the XML element KeyInfo with ID bidKeyInfo in the
signature.

» Hashed TBS.
* TBS Hash algorithm.

Norwegian BankID - advanced electronic signature

Norwegian BankID is the largest EID provider in Norway run by BankID Norway AS.

It is a PKI based solution that uses a one time password in combination with a personal password,







supported on a number of platforms for desktop and mobile.

Signature format

The BankID client produces a detached PKCS#7/CMS signature as specified in Cryptographic Message
Syntax, where the detached data being signed is the TBS.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.

* personGivenName - Given name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

* signatureAction - Will be signature.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed in the detached PKCS#7 signature, base64 encoded.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:

» User Attributes of the signer certificate in the element SignedData certificates in the PKCS #7
signature.

 Hashed TBS

* Hash algorithm

Norwegian BankID - authentication

Authentication based signing is also provided by the means of Norwegian BankID.







Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.

* personGivenName - Given name.

 personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

* signatureAction - Will be authentication.

* transactionld - Transaction ID from backend system.

How to validate

As an authentication alone does not digitally sign the agreement content, the person details such as
given name, surname and date of birth must be compared with the requested signee.

Finnish strong identification

Strong identification broker services are provided by Telia Finland for banks and mobile operators in
the Finnish Trust Network ("FTN").

Identity format
Telia produces a signed JWT which contains information about the person.

Table 1. Signed Attributes

Attribute Name Attribute Value

urn:oid:1.2.246.21 Social security number / personal identity code /
HeTu - henkil6tunnus

urn:0id:2.16.840.1.113730.3.1.241 Full name

urn:oid:2.5.4.4 Surname

urn:oid:1.2.246.575.1.14 Given name

More information can be found in Telia Tunnistus.







Audit log
Each signature transaction provides information used in user interface and audit logging:

* personNr - Finnish personal identity code.

* personSurname - Surname

* personGivenName - Given name

* startDate - Date when signing was started.

* signatureMethod - Will be eid-fi.

* transactionld - Transaction ID from backend system.

* signature - Signed JWT (from Telia).

publicKey - Public key (JWK) for the signed JWT (from Telia).

How to validate

The signed JWT can be verified using the public key.

Danish MitID

Danish MitID signing is utilizing Transaction Signing from Nets eID Broker.

Signature format

The signature flow for Danish MitID is performed as a text followed by end-user authentication, so
there is no signature produced. Thus a signature format does not exist.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Danish personal identity number.

* personName - Full name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be one of: mitid-low, mitid-substantial or mitid-high.

o The method mitid-<LOA> specifies what Level of Assurance (LOA) that was requested when
initiating the signature.

* signatureAction - Will be authentication.

* transactionld - Transaction ID from backend system.
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* tbs - Data that was shown to user before authenticating, base64 encoded.

More information can be found in Danish MitID.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. In case of dispute, contact the EID provider, Nets, to validate the
entries in the audit log.

Swisscom Mobile ID

Swisscom Mobile ID is a qualified electronic signature method provided by Swisscom Trust Services.

It is a PKI based solution that uses a smartphone application to authenticate signees. After successful
authentication a short lived certificate is issued that is used to produce a Qualified Electronic
Signature.

Signature format

Swisscom Trust Services produces a detached CMS signature as specified in Cryptographic Message
Syntax, where the detached data being signed is the tbsHidden and message is the message shown to
the user in the Mobile ID client.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no used to trigger the signee’s authentication of the signature.

* personName - Full name.

* personSurname - Surname.

* personGivenName - Given name.

* personSerialNumber - Swisscom evidenceld.

* startDate - Date when signing was started.

* signatureMethod - Will be swisscom-qes.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* message - Message shown in the Mobile ID client when user approves the signature, base64
encoded.

 tbsHidden - Data signed in the detached CMS signature, base64 encoded.
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More information can be found in Swisscom AIS and Swisscom SRS.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:

 User Attributes of the signer certificate in the element SignedData certificates in the CMS signature.
* Hashed TBS

* Hash algorithm

Draw Signature

The draw signature signing method is an electronic counterpart to traditional handwritten signatures.
Using draw signature, the end user draws a signature on a web canvas. The signing method is not
classified as an advanced electronic signature in that it does not tie the user to the contents signed and
does not identify this signatory. Yet, the method can be suitable in use cases where advanced electronic
signatures are not required.

Signature format

The signature is represented as an SVG/PNG image.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - In the form of a swedish personal number.

* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be draw-signature.

* signature - The SVG or PNG image, base64 encoded.

 signatureContentType - The content type of signature eg. image/svg, image/png.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. Also, as the case of traditional handwritten signatures where
there are no formal requirements placed, ocular comparison does not add to trustworthiness.
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API Signature

The API Signature is an electronic signature which is done by consuming the web service exposed by
Egreement AB. Using API Signature, the end user signs the agreement by making a request to the web
service. Using this method, user can also send the timestamp of actual time when the sign event took
place. This signing method is not classified as an advanced electronic signature in that it does not tie
the user to the contents signed and does not identify this signatory. Yet, this method can be suitable in
use cases where advanced electronic signatures are not required.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - In the form of a swedish personal number.

e personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be api-signature.

* signedOn - Time at which the agreement was actually signed (stated by user)

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature.

SMS Signature

SMS Signature is an electronic signature created by responding to an SMS with context specific
content. The content of the SMS is One Time Password (OTP), a 6 digits number sent to the registered
mobile no of the signee. The Signee has to submit the OTP in order to sign the agreement. The OTP
Number is generated by TOTP algorithm by hashing the current time along with the agreement
information. OTP can be regenerated and verified by the same logic provided the given time &
agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no of the signee.
* timestamp - Date when signing was started.

» agreementName - Name of the agreeement.
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 signatureMethod - Will be sms-signature.
e OTP - One Time Password.
How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, mobile, timestamp).

HASHLG : Use SHA-256 algorithm to generate hash of the given input.

* hash (array): HASHLG( agreementName + mobile + timestamp)

random (function): hash[ ${param1} ] & ${param2} << ${param3}

otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Email Signature with OneTimePassword

Email signature with OneTimePassword is an electronic signature created by One Time Password(OTP)
based email service. The content of the Email is One Time Password (OTP), a 6 digits number sent to
the registered email address of the signee. The Signee has to submit the OTP in order to sign the
agreement. The OTP Number is generated by TOTP algorithm by hashing the current time along with
the agreement information. OTP can be regenerated and verified by the same logic, provided the given
time & agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.

* timestamp - Date when signing was started.

» agreementName - Name of the agreeement.

* signatureMethod - Will be email-signature.

¢ OTP - One Time Password.
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How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, email, timestamp).
* HASHLG : Use SHA-256 algorithm to generate hash of the given input.
* hash (array): HASHLG( agreementName + email + timestamp)
* random (function): hash[ ${param1} ] & ${param2} << ${param3}
* otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Click Signature

Click signature is an electronic signature created by using a personalized link. The personalized link
can be shared by email or directly in an integrated application. When the signee visits the link, it will
take him to the agreement review page where he can click the sign button to sign the agreement.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.
* timestamp - Date when signing was started.

* signatureMethod - Will be click-signature.

How to validate

Due to the nature of this signature , we can’t validate the authenticity of the signature. Signatories has
to keep the link secret.

Reference documentation
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Document name

Overview

Container Format

Signing

Validation

BankidValidation
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Nets eID Broker
Swisscom AIS
Swisscom SRS

Cryptographic Message Syntax
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Gives an overview of the Egreement agreement
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Purpose

Agreements might need validation in case of disputes where one or more contracting parties renounce
that he or she intentionally signed the agreement. Since an agreement e-signed using Egreement’s
service is self-contained, tamper-proof and legally binding, validating the agreement can be enough to
settle legal disputes. This document describes all the steps needed to validate the agreement.

Overview

Validating an agreement is quite a complicated process requiring technical skills or software. The
agreement is stored as a PDF container where any proof of the validity of the agreement is contained
inside the actual container. The process spans from controlling the actual agreement content to
validating the Public Key Infrastructure (PKI) signature status.

The parts that should be validated and covered by this and other references documents are:

e Container validation
* Agreement content

* Retracing signature steps

Container Validation

Verify that the container is an agreement PDF container. See the "Container Content" chapter in
Container Format.

Agreement Content

Read and validate all parts of the agreement attached to the container. See "PDF Container" Container
Format how to locate all files of the agreement.

Retracing Signature Steps

The audit log is a list of entries holding all actions associated with the agreement, from creating the
agreement to the last signee signing the agreement. The list is sorted by the time each action was
logged.

Audit Log Validation Process

Validate each audit entry in the log according to the "How to validate" section of each specific audit
entry type chapter. The audit entry types are described in detail in Container Format, where each







entry type is described in a separate chapter.

If validation of one step fails or if the audit entry does not exist in Container Format, the agreement is
considered invalid.

If validation of an entry fails, it is important to analyze why before the agreement is discarded. It is
important to establish if the agreement is considered invalid because someone has tampered with it, or

if there are errors in the tools or in the documentation?

References
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Status: Signerat av alla
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Underskrifter
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visa bifogade filer). Hash &r ett fingeravtryck som varje individuellt dokument far for att sédkerstélla dess identitet. Fér mer information,

se bifogad dokumentation.
Verifikation, version: 1.18









REVISIONSBERATTELSE

Till foreningsstamman i Bostadsrattsforeningen Sjoblomman
769627-9947

Rapport om arsredovisningen

Vi har utfért en revision av arsredovisningen for Bostadsrattsféreningen Sjoblomman for ar
2022/2023.

Styrelsens ansvar fér 8rsredovisningen

Det &r styrelsen som har ansvaret for att uppratta en arsredovisning som ger en rattvisande
bild enligt arsredovisningslagen och for den interna kontroll som styrelsen bedémer &r
nédvandig for att upprétta en arsredovisning som inte innehdller vésentliga felaktigheter,
vare sig dessa beror pd oegentligheter eller pa fel.

Revisorns ansvar

Vart ansvar ar att uttala oss om rsredovisningen pa grundval av var revision. Detta kraver
att vi planerar och utfér revisionen for att uppna rimlig sidkerhet att arsredovisningen inte
innehaller vasentliga felaktigheter.

En revision innefattar att genom olika atgarder inhdmta revisionsbevis om belopp och annan
information i drsredovisningen. Revisorn valjer vilka atgarder som ska utféras, bland annat
genom att bedéma riskerna for véasentliga felaktigheter i drsredovisningen, vare sig dessa
beror pa oegentligheter eller pa fel. Vid denna riskbedémning beaktar revisorn de delar av
den interna kontrollen som &r relevanta for hur féreningen upprattar arsredovisningen for att
ge en rattvisande bild i syfte att utforma granskningsatgarder som &r &ndamalsenliga med
hansyn till omsténdigheterna, men inte i syfte att gora ett uttalande om effektiviteten i
foreningens interna kontroll. En revision innefattar ocksa en utvéardering av
andamalsenligheten i de redovisningsprinciper som har anvénts och av rimligheten i
styrelsens uppskattningar i redovisningen, liksom en utvardering av den évergripande
presentationen i arsredovisningen.

Vi anser att de revisionsbevis som har inhdmtat &r tillrdckliga och &ndamalsenliga som grund
for vart uttalanden.

Uttalanden

Enligt var uppfattning har arsredovisningen uppréttats i enlighet med arsredovisningslagen
och ger en i alla vasentliga avseenden rattvisande bild av féreningens finansiella stadllning
per 2023-06-30 och av dess finansiella resultat fér aret enligt arsredovisningslagen.
Forvaltningsberéttelsen &r forenlig med arsredovisningens 6vriga delar.

Vi tillstyrker darfoér att féreningsstamman faststéller resultatrakningen och balansrékningen.





Rapport om andra krav enligt lagar och andra forfattningar

Utdver var revision av arsredovisningen har vi dven utfért en revision av forslaget till
dispositioner betraffande féreningens vinst eller férlust samt styrelsens férvaltning fér
Bostadsrattsféreningen Sjéblomman for ar 2022/2023.

Styrelsens ansvar

Det &r styrelsen som har ansvaret for forslaget till dispositioner betraffande féreningens
vinst eller forlust, och det ar styrelsen som har ansvaret for férvaltningen enligt
bostadsrattslagen.

Revisorns ansvar
Vart ansvar &r att med rimlig sdkerhet uttala mig om férslaget till dispositioner betréffande
féreningens vinst eller férlust och om férvaltningen pd grundval av var revision.

Som underlag for vart uttalande om styrelsens forslag till dispositioner betréffande
féreningens vinst eller forlust har vi granskat om forslaget ar forenligt med
bostadsrattslagen.

Som underlag for vart uttalande om ansvarsfrihet har vi utdver revisionen av
arsredovisningen granskat vasentliga beslut, atgarder och férhallanden i féreningen for att
kunna bedéma om nagon styrelseledamot &r ersattningsskyldig mot féreningen. Vi har &ven
granskat om ndgon styrelseledamot pa annat satt har handlat i strid med bostadsréattslagen,
arsredovisningslagen eller féreningens stadgar.

Vi anser att de revisionsbevis som inhamtat ar tillréckliga och &ndamalsenliga som grund for
o
vara uttalanden.

Uttalanden
Vi tillstyrker att foreningsstamman disponerar resultatet enligt forslaget i
forvaltningsberattelsen och beviljar styrelsens ledaméter ansvarsfrihet for rakenskapsaret.

Stockholm 2023-11-20

Ravisor AB
David Walman
Revisor






[ {
  "agreementId" : "700e2ae0-87ae-11ee-a29b-c515f06053d1",
  "agreementName" : "Årsredovisning",
  "agreementVersion" : "1.18",
  "agreementFiles" : [ {
    "fileName" : "4b388db0-8541-11ee-9292-5f387b7cd66e-signerat.pdf",
    "fileMimetype" : "application/pdf",
    "fileSize" : "1267867",
    "fileHash" : "5b31867d9b4cdcdf602c30031fab55893e5db62656218d76f3c2aadcfdc374d8",
    "fileId" : "701e0960-87ae-11ee-905f-a7f0ca03faec"
  }, {
    "fileName" : "RB_2023_11_20_14_09_34.pdf",
    "fileMimetype" : "application/pdf",
    "fileSize" : "125722",
    "fileHash" : "928c48dbfd3e0d37d2bff7c42d20a50b35754109bc76adcf2098efcd041af3ef",
    "fileId" : "703784d0-87ae-11ee-a7c0-b526aea168e2"
  } ],
  "signees" : [ {
    "personName" : "Walman David",
    "orgName" : "Bostadsrättsföreningen Sjöblomman",
    "personSurname" : "David",
    "orgNr" : "7696279947",
    "personGivenName" : "Walman",
    "email" : "info@ravisor.se"
  } ],
  "time" : "2023-11-20T15:09:38.000+0100",
  "type" : "api",
  "user" : {
    "personName" : "API API_KEY",
    "orgName" : "Sveriges Mäklar- och Organisationstjänst AB",
    "ipAddress" : "188.126.93.49",
    "orgNr" : "5590421631"
  },
  "eventId" : 12,
  "eventClass" : "agreement_created",
  "id" : "70cd0e10-87ae-11ee-91bd-77b96b8943a8"
}, {
  "id" : "74609510-87ae-11ee-bd2b-d90efaa74f35",
  "time" : "2023-11-20T15:09:44.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "83.250.237.195"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Walman David",
    "orgName" : "Bostadsrättsföreningen Sjöblomman",
    "personSurname" : "David",
    "orgNr" : "7696279947",
    "personGivenName" : "Walman",
    "email" : "info@ravisor.se"
  }
}, {
  "id" : "7f170b60-87ae-11ee-91bd-77b96b8943a8",
  "time" : "2023-11-20T15:10:02.000+0100",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "info@ravisor.se"
  } ]
}, {
  "signeeInfo" : {
    "personName" : "Walman David",
    "orgName" : "Bostadsrättsföreningen Sjöblomman",
    "personSurname" : "David",
    "orgNr" : "7696279947",
    "personGivenName" : "Walman",
    "email" : "info@ravisor.se"
  },
  "signingMetadata" : {
    "personNr" : "198002043233",
    "personSurname" : "Walman",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyIgCklEOiA3MDBlMmFlMC04N2FlLTExZWUtYTI5Yi1jNTE1ZjA2MDUzZDEKRGF0dW06IDIwMjMtMTEtMjAKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "829b2910-87ae-11ee-bd2b-d90efaa74f35",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiNGIzODhkYjAtODU0MS0xMWVlLTkyOTItNWYzODdiN2NkNjZlLXNpZ25lcmF0LnBkZiIKNWIzMSA4NjdkIDliNGMgZGNkZiA2MDJjIDMwMDMgMWZhYiA1NTg5IDNlNWQgYjYyNiA1NjIxIDhkNzYgZjNjMiBhYWRjIGZkYzMgNzRkOAoKIlJCXzIwMjNfMTFfMjBfMTRfMDlfMzQucGRmIgo5MjhjIDQ4ZGIgZmQzZSAwZDM3IGQyYmYgZjdjNCAyZDIwIGE1MGIgMzU3NSA0MTA5IGJjNzYgYWRjZiAyMDk4IGVmY2QgMDQxYSBmM2VmCi0tLS0tLS0tLS0=",
    "personGivenName" : "David Oskar Petter",
    "startDate" : "2023-11-20T14:10:08.280+0000",
    "transactionId" : "776416f10b54524189469dc251faeaa9"
  },
  "time" : "2023-11-20T15:10:23.000+0100",
  "type" : "sign_final_part",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "83.250.237.195"
  },
  "eventId" : 31,
  "eventClass" : "agreement_signed",
  "id" : "8baa09e0-87ae-11ee-bd2b-d90efaa74f35"
} ]
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Purpose

This document gives an introduction to the collection of reference documentation added to each
agreement signed using Egreement’s service. In case of agreement disputes, this documents and its
referrals should be used as a handbook on how to verify agreements.

Overview

Agreement and workflow basics are introduced in this document in order to be able to understand the
reference documentation.

Glossary

Term Description

Agreement File Attachment to the agreement, for example an
uploaded PDF, image, or free text, entered by
agreement creator.

Agreement Creator User who creates the initial agreement and add
contracting parties.

API Application Programming interface

Audit Log The log of events associated with each agreement.

CMS Cryptographic Message Syntax

Container The file which holds the agreement including all

metadata such as audit log, documentation,
verification, Etc.

Contracting Party User who is to sign an agreement.

Egreement The company providing the agreement signing
service. Egreement AB,
https://www.egreement.com

EID Electronic identity such as a certificate or online
identity of some kind.

Hash A cryptographic hash, see Signing
JSON JavaScript Object Notation

NTP Network Time Protocol

OCSP Online Certificate Status Protocol
PKCS Public Key Cryptography Standards



https://www.egreement.com



Term Description

PKI Public Key Infrastructure
PDF Portable Document Format from Adobe Systems
Signee When a contracting party has signed an

agreement, the party becomes a signee.

TBS To Be Signed. A textual representation of an
agreement.
Verification Page(s) appended to the end of the visible part of

the agreement, summarizing agreement
information, including a timeline.

XML Extensible Markup Language

Agreement Basics

An agreement has a number of artifacts that together form an agreement:

@greement

Agreement Name

Agreement ID

Agreement files Audit log

Attachment-1 Created
Attachment-2 User 1 viewed
Attachment-3 User 1 signed

User 2 viewed

User 2 signed

Figure 1. Agreement content

* Agreement name chosen by Agreement Creator.
* Agreement ID automatically generated by Egreement’s system.
* Files of different formats, such as text or images, that form the contractual part of the agreement.

* Audit log, created by the Egreement system, keeping records of all major events that have taken





place in the process of concluding the agreement.

» Reference documentation on how Egreement manages agreement creation, signing and conclusion.
This very document is the introduction and first part of the reference documentation.

Version Properties

The following properties apply for the current version of the agreement implementation:

» Agreement File hash algorithm: SHA-256
» Agreement File hash encoding: Hex string
 Reference documents:

o Overview

o Container Format

o Signing

o Validation

Workflow

The Egreement workflow contains a number of stages.

Create agreement - Start
Add agreement files - Upload attachments
Add contracting parties - Add people who are to sign the agreement

Signature creation - All contracting parties sign the agreement

S

Download - Agreement can be downloaded (optional)

Agreement Creation

When an agreement is to be created, the user chooses a name for the agreement and an ID is
automatically generated.

Agreement Files

An agreement file is a part of the agreement. The file can be of any format. If the file format can be
presented by the Egreement software, a visual representation will be shown to the contracting parties.





Contracting Parties

After the agreement has been set up, all contracting parties who should sign the agreement are added.

Signature Creation

The user should always sign the complete agreement including all attached files. Metadata which will
serve as proof of user consent to the agreement will be automatically added by the system, making the
agreement tamper-proof and self-contained. Each signee can choose from a set of signature methods.
The actual signature creation is handled differently depending on signing method.

In the signature workflow, a number of signees can individually sign the same agreement. The
aggregated signature result will be added to the agreement as proof of the agreement’s validity. Signing
is described in detail in Signing.

After the last signee has signed, the agreement will be concluded and therefore the process and
agreement files will be closed.

Download

It is possible to download an agreement from the system to store it offline. The downloaded agreement
is tamper-proof, as all parts of the agreement, including main file, attachments and all other artifacts,
are tied to every individual signee. Since this downloaded agreement is more than just a document, it
is referred to as a Container.

Egreement currently supports PDF as container-format which is described more in detail in Container
Format.

Logging
All actions associated with the agreement are stored in the audit log.
Dispute

In case of dispute about a signed agreement where the different signees disagree, the Validation
document describes the process how to verify the agreement’s validty.

Reference Documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.





Document name

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker
Swisscom AIS
Swisscom SRS

Cryptographic Message Syntax

Description

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3
All-in Signing Service Reference Guide, v2.15
Integration Guide Smart Registration Service, v1.8

https://www.ietf.org/rfc/rfc2630
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Purpose

This document is targeted for contracting parties and arbitrators that create, sign and/or evaluate
agreements concluded through the Egreement application. The document describes the content,
structure and semantics of the agreement container, required to understand in order to evaluate
agreements or settle possible disputes.

Overview

An agreement in the Egreement sense is not just a single document. Instead, an agreement is a
collection of different information artifacts concerning an agreement made between one or more
contracting parties. Artifacts can be the text on which agreement parties are to agree, individual
parties’ acceptance statements, or records of the events associated with the conclusion of the
agreement. In order to store this information in a secure and self-contained manner, a Container is
needed. The container is simply a file storing all the information needed in a structured and well-
defined way.

Generic Container Structure

The container includes the following artifact types:

* Agreement File - One or more documents, or other types of files (such as images), either uploaded
by the agreement creator or provided by the Egreement application, that togehter constitute the
agreement.

* Audit Log - A log, created by the Egreement system, with recordings of all major events that have
taken place in the process of concluding the agreement.

* Reference Documentation - Documentation how Egreement manages agreement creation, signing
and closing.

* Verification - An agreement summary, including a listing of included agreement files, signees and
an extract of the audit log.

PDF Container

The container format used by Egreement is PDF. All of the listed artifact types are stored as so called
attachments in the PDF container. The reason for adding agreement artifacts as attachments is that
this makes it possible to provide traceability throughout the complete signing process. In order for a
reader to easily be able to view the contents of the agreement, a selection of the attachments is
"mirrored" to the main (visible) part of the PDF.





@greement PDF Container

— il “

Agreement File 1
Agreement File 2
Visualization of Agreement File N
Agreement File 1-N
Reference Documentation 1
Reference Documentation 2
Reference Documentation N

Audit Log I

Verification I Verification I

Figure 1. Container Overview

Not all PDF viewers are able to list and/or present PDF attachments. Therefore, it is
recommended to use the official Adobe Acrobat Reader to view Egreement PDF
containers.

Each attachment is given a numeric prefix to its name in order to sort the files correctly in the list. Also
note that the description field holds the artifact type of the attachment.

@ Attachments X
@ B &
Name ~ Description Modified
5 01-CarContract.pdf Agreement File-456-5654-10  29/04/16 14:25:26
i‘ 02-Carlmage.jpg Agreement File-456-5654-12 29/04/16 14:25:27
) 03-CarSound.m4a Agreement File-456-5654-13  28/04/16 14:25:27
: 04-auditlog.json Audit Log 29/04/16 14:25:27
= 05-Overview.pdf Reference Documentation 29/04/16 14:25:27
= 06-ContainerFormat.pdf Reference Documentation 29/04/16 14:25:27
5 07-Signing.pdf Reference Documentation 29/04/16 14:25:27
= 08-Validation.pdf Reference Documentation 29/04/16 14:25:27
= 09-verification.pdf Verification 29/04/16 14:25:27

Figure 2. PDF Attachments





How to Validate

The container is a valid PDF agreement if it holds the artifacts defined above.

Container Content

Agreement File

Artifact type: Agreement file

Agreement files are the parts of the agreement which the agreement creator uploads or selects to be
included. These could be documents, forms, images or virtually any type of file. Furthermore,
agreement files can be divided into two categories, agreement files possible to visualize and non-
possible to visualize.

Agreement Files Possible to Visualize

Files possible to visualize, are added as attachments to the container just as all other artifact types, but
they are also mirrored to the visible part of the agreement PDF. This allows the user to quickly view
the content of the main parts of the agreement. Files that typically are possible to visualize, are PDFs,
image-type files and text files.

Agreement Files Non-Possible to Visualize

Agreement files non-possible to visualize, are not mirrored to the visual part of the agreement PDF,
though it is represented with name, size and hash of the file. These file types are typically technically
hard or impossible to create a visual representation of, e.g. a sound file or a video file.

How to Validate

To understand what has been agreed and to establish if there is a dispute or if the disagreement
between the contracting parties is actually covered by the agreement, please read and understand the
actual content of the agreement.

Audit Log

Artifact type: Audit log

The audit log attachment is a well-defined, JSON formatted, document presenting all the important
events that have occurred from when the agreement was created until the agreement was closed.
Refer to the "Workflow" chapter in Overview for more details.

The following audit log entry types are defined:





* Agreement Created

* Agreement Viewed

* Agreement Signed

* Agreement Rejected

* Agreement ExpireOn Changed

* Message Sent

The different log entry types are described in detail below.

Common Structures
All log entry types share common information that is included in every log entry logged.

Table 1. Common Attributes

Parameter name Parameter value example(s)  Description

time 2016-03-21T10:03:28.010+0000  Time when the entry was logged
as yyyy-MM-dd'T'HH:mm:ss.SSSZ.

id 540431, 1e8f69a4-07c1-11e8- An ID of this particular event

ba89-0ed5f89f718b (can either be a numeric long

value or Time based UUID).

event(lass agreement_created Name of the type, as listed
below.

eventld 10 Each type includes a set of IDs.

See respective log entry type
description for details.

userInfo See UserInfo Information about a user.

UserInfo

The UserInfo structure holds information about the user triggering an event, users being contracting
parties of an agreement as well as other users. Note that only a subset of the parameters is included,
depending on the situation where the UserInfo structure is used.

Table 2. UserInfo

Parameter name Parameter value example(s)  Description

ipAddress 212.94.55.131 The IP address of the user.

email Jjohn@example.org The user’s email address.

personNr 19550505-1234 (Sweden), The user’s personal identity
220750-999Y (Finland) number.



https://en.wikipedia.org/wiki/Universally_unique_identifier



Parameter name Parameter value example(s)  Description

personName John Smith The first and last name of the
user.

personGivenName John The first name of the user.

personSurname Smith The last name of the user.

orghr 551234-1234 The organization number of the

organization on behalf of which
the user is operating.

orghame Acme AB The organization name of the
organization on behalf of which
the user is operating.

AgreementFileInfo

The AgreementFilelnfo structure holds information about an agreement file, e.g. a PDF uploaded by the
user. See Agreement File.

Table 3. AgreementFileInfo

Parameter name Parameter value example(s)  Description
fileld 6572354654, 75928ba0-2369- The system generated ID of the
11e8-b467-0ed5f89f718b agreement file (can either be a

numeric long value or Time
based UUID).

fileName MyEmployeeAgreement.pdf The user defined name of the
agreement file.

fileMimetype application/pdf The agreement file mime type.

fileSize 42253 The size, in bytes, of the

agreement file.

fileHash 3d7c514b...66b786a4 The hash of the agreement file,
encoded as a hex string.

How to Validate

See Validation how to validate the entire audit log.

Agreement Created

This event is logged when the agreement is created. This is always the first log entry for each
agreement, i.e. no events can take place before this event has occurred.

* EventClass: agreement_created



https://en.wikipedia.org/wiki/Universally_unique_identifier
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* Eventld:

> 10: When a private user creates an agreement using the web application.

> 11: When a company user creates an agreement using the web application.

o 12: Agreement created using the APIL

Table 4. Agreement Created Specific Information

Parameter name Parameter value example(s)

agreementName MyEmployeeAgreement

agreementId 12345678901234, 75928ba0-2369-
11e8-b467-0ed5f89f718b

agreementVersion 1.16

agreementlocale sv_SE

signees List of UserInfo

agreementFiles List of AgreementFileInfo

How to Validate

Description

User specified name of the
agreement.

System generated ID of the
agreement (can either be a
numeric long value or Time
based UUID).

Version of the agreement
container format.

Locale of the agreement
container.

A listing of the signees defined
as parties in the agreement.

A listing of the agreement files
included in the agreement.

Validating this audit entry requires a number of steps all documented below.

EventTypeld Validation

Check that the UserInfo field is populated correctly according to EventType. See UserInfo for details.

Table 5. EventType effect on UserInfo

Type How to validate UserInfo

10
11
12

Agreement Metadata

All metadata parameters must be validated according to table below.

Table 6. Agreement Created Metadata Verification

orgNr and orgName must not be set
personNr, orgNr and orgName must be set

orgNr and orgName must be set



https://en.wikipedia.org/wiki/Universally_unique_identifier
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Parameter name How to validate

agreementName Must be present

agreementId Must be present

agreementVersion Must be less than or equal to 1.16
agreementlocale If present, Must be a valid locale and container

verification page must be in this language
signees See Signees Validation

agreementFiles See Agreement File Validation

Agreement File Validation

Validate that all Agreement File are the correct ones, that they are included, and that there are no
additional files than the ones listed in the audit log.

Audit Log

Check all agreement files in this audit entry and verify that they all exist in the container. Do this by
identifying the attachment by the ID and name stated in the audit entry.

Attachments

Check all agreement files in the PDF container by searching after the Artifact type: Agreement file and
make sure that they are all listed in the create agreement audit entry.

Check Hashsums

For each agreement file, compute the hash and check that the hash in the audit entry is correct.

Signees Validation

Make sure that each signee has an Agreement Signed audit entry. Also check that the number of signees
is equal to the number of Agreement Signed entries.

Agreement Viewed
This event is logged every time an agreement is viewed or downloaded.

* EventClass: agreement_viewed
* Eventld:
o 20: When a user views an agreement using the web application.
> 21: When a user views an agreement using a mail link.
o 22: When a user views an agreement by downloading it using the web application.

> 23: When a user views an agreement using a mail link that is protected using two-factor
authentication.





Agreement Viewed Specific Information

None

How to Validate

Check that time of entry is after Agreement Created.

Agreement Signed

This event is logged every time a user signs an agreement.

* EventClass: agreement_signed

* Eventld:

> 30: When a user signs the agreement, not being the last signee.

> 31: When a user signs the agreement as the last signee.

> 32: When a user tries to sign the agreement but signing fails.

Table 7. Agreement Signed Specific Information

Parameter name

signeelnfo

signMetadata

Table 8. SignMetadata

Parameter name

signatureMethod

signature

ocspResponse

message

Parameter value example
See UserInfo

See SignMetadata

Parameter value example

bankid

PD94bWwgdm...duYXR1cmU+

MIIEXg0BAK...jks3yrAUVE

MzJhMDYXN2FhYjRjOWZINZI1Z;]
FiNWJjNDQXM,;...

Description
Information about the signee.

Signing metadata produced in
the signing process.

Description

The ID of the signing method
used.

The signature, base64 encoded.
The underlying format depends
on the signature method used.

The OCSP response message,
base64 encoded. This parameter
is only included for some signing
methods.

The text shown to the signee
before approving the signature
request. Text is NOT signed, just
kept for audit purposes.





Parameter name Parameter value example Description

tbs SSBzaWduOiAiQ29udHJhY3QiIA The text being signed by the
pJRDogNjdkN2... signee using the signing method
encoded as base64. This
parameter is only included for
some signing methods and may
vary between signing methods
and localizations.

tbsHidden LSOtLSO0tLS0tLQpDb250ZW500g Hidden additional text also
oKImJsdWUucG... being signed, base64 encoded.
This parameter is only included
for some signing methods.

How to Validate

Check that time of entry is after Agreement Created.

EventType Validation

Table 9. EventType effect on validation

Type How to act
30 Verify as described below.
31 Verify as describe below, and once done, check

that there are no more Agreement Signed entries
in the audit log.

TBS Validation

In case of an advanced or qualified signature methods, the TBS (including the hidden TBS where
applicable) will be stored as a part of SignMetadata.

For simple electronic signature methods, TBS validation is not applicable.

Signature Validation

Fetch the signature method pointed out by SigningMethod and verify the signature according to the
corresponding chapter in Signing

Signee Validation

The output from the Signature Validation should be validated according to table below.





Output type How to validate

Signature time If a signature time has been registered, check that
this signature time corresponds to the time of the
Agreement Signed.

User attributes Check that the user attributes returned from the
signature method matches the attributes of the
SigneeInfo.

TBS or hash of TBS If TBS validation applies, check that TBS and/or

tbsHidden matches the SignMetadata.

Hash algorithm If TBS validation applies, and the TBS is returned
hashed, return name of hash algorithm.

Agreement Rejected
This event is logged when the agreement is rejected. If this event occurs, the agreement is invalid.

* EventClass: agreement_rejected
* Eventld:
o 40: Agreement rejected by user.
o 41: Agreement auto-rejected due to validity timeout.

o 42: Agreement withdrawn by agreement creator.

Agreement Rejected Specific Information

None

How to Validate

If one of these audit entries are found, the agreement is not a valid agreement.

Agreement ExpireOn Changed
This event is logged when the agreement expiry date is changed.

* EventClass: agreement_expire_on_changed
e Eventld:

o 80: Agreement expiry date changed by user.

Table 10. Agreement ExpireOn Changed Specific Information

10





Parameter name Parameter value example Description

agreementPreviousExpireOn 2016-03-21T10:03:28.010+0000  Time when agreement was

scheduled to expire as yyyy-Mm-
dd'T'HH:mm:ss.SSSZ.

agreementExpireOn 2016-03-31T10:03:28.010+0000  Time when agreement is

scheduled to expire as yyyy-Mm-
dd'T'HH:mm: ss.SSSZ.

How to Validate

Check that time of entry is after Agreement Created.

Message Sent

A message is logged each time the system sends a mail to parties involved in the agreement.

* EventClass: message_sent

* Eventld:

[

o

50:
51:

52

53:
54:
55:

56

57:
58:
60:

Message sent due to event IDs: 10-12

Message sent due to event ID: 30.

: Message sent due to event ID: 31.

Message sent due to event ID: 40.
Message sent due to event ID: 41.

Message sent when agreement is shared.

: Message sent when agreement sharing is cancelled.

Message sent when agreement validity is about to expire.
Message sent as a reminder of agreement creation.

Message sent due to event ID: 20-23.

Table 11. Message Sent Specific Information

Parameter name Parameter value example Description

sentTo

List of UserInfo A listing of the users to whom
the message is sent.

How to Validate

Check that time of entry is after Agreement Created.

11





Format

The audit log is included in the container as a JSON-formatted file.

Audit log example

[ {
"agreementId" : "160400034502",
"agreementName" : "Package patent",
"agreementVersion" : "1.16",

"agreementlocale": "sv_SE",
"agreementFiles" : [ {
"fileSize" : "722085",
"fileId" : "4081",
"fileHash" : "01e70b3f3d48df504119a912e171df2f2533a2a8bf73d052¢c004e27bf64671a0",
"fileMimetype" : "application/pdf",
"fileName" : "patent.pdf"
oA
"fileSize" : "180269",
"fileId" : "4082",
"fileHash" : "96e0a461e285986ae6e3a2b581568c89d1dae77ae580fea1859faab2e594ec46",
"fileMimetype" : "image/png",
"fileName" : "figl.png"
1L
"signees" : [ {
"personNr" : "191111112222",

"personName" : "Alice A"

oA
"personNr" : "193333334444",
"personName" : "Bob B"

1L

"id" : 778333,

"time" : "2016-04-26T716:39:30.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

I

"event(Class" : "agreement_created",

"eventId" : 10

oA
"id" : 778334,

"time" : "2016-04-26T716:39:31.000+0000",
"eventId" : 50,

"event(Class" : "message_sent",
"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",

12





"ipAddress" : "1.2.3.4"

H
"sentTo" : [ {
"email" : "alice.a@eavtal.se",
"personName" : "Alice A"
} ]
oo

"signingMethod" : "bankid",

"signeeInfo" : {
"personSurname" : "B",
"personNr" : "193333334444",
"personGivenName" : "Bob",
"personName" : "Bob B"

}

igningMetadata" : {

"ocspResponse” : "MII...z5Q==",

"startDate" : "2016-04-26T16:39:32.000+0000",
"signatureMethod" : "bankid",

"signature” : "PD9...cmU+"
b
"id" : 778335,
"time" : "2016-04-26T716:39:43.000+0000",
"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",

"ipAddress" : "1.2.3.4"
}

ventClass" : "agreement_signed",
"eventId" : 30
} ]

Reference Documentation

Artifact type: Reference documentation

Included in the container is also the reference documentation which documents the container format,
overview and details about signing and validation, Etc.

Table 12. Reference Documentation
Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

13





Document name

Signing
Validation
BankidValidation
Telia Tunnistus

Nets eID Broker

Cryptographic Message Syntax

Verification

Artifact type: Verification

The verification page is included as an attachment in the container, and is also mirrored to the visible
part of the container PDF. The purpose of the verification is to provide the reader with a summary of
the content of the agreement, in combination with important events that have occurred during the

Description

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3

https://www.ietf.org/rfc/rfc2630

agreement creation and signing process. An overview of the contents of the verification is given below.

Basic Information

Includes the most basic, and always present, information of the agreement. See Agreement Created for

more details.

* Agreement ID
* Agreement name
» Agreement version

e Creation date

Agreement Files

Lists the different files that the agreement includes. This is primarily the documents uploaded by the

user, which include agreement text and other data. See AgreementFileInfo for more details.

Each agreement file is listed with the following properties:

* Agreement file ID
» Agreement file name

* Agreement file mime type

14
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* Agreement file size

* Agreement file hash

Signees

Lists the signees that have signed the document. See UserInfo for more details. Each signee is listed
with the following properties:

* Signee person number ID

» Signee name

 Signee sign date

Audit Log Extract

The verification ends with a summarizing extract from the audit log. It includes the most important
events and information from the audit log, whereas audit information that is of secondary importance
is filtered out.

Change Log

Agreement Version : 1.1

* Date of Change : 2017-02-28
* Logs

o Representation of agreement parts which are not possible to visualize are to include last
modified date along with the existing information (Name, Size, Hash).

o Layout is also changed to display the additional information vertically.
- Agreement File section of Verification page to include last modified date & time.

- ToBeSigned (TBS) text is separated into two types(visible & hidden).

Agreement Version : 1.2

* Date of Change : 2017-03-15
* Logs
o File Title is included in non visible agreement parts.

- Removed file Hash information from Attest Page and included file title

15





Agreement Version : 1.3

» Date of Change : 2017-06-21
* Logs

o New Signature Methods EMail signature & Email signature with OneTimePassword introduced

Agreement Version : 1.4

* Date of Change : 2018-02-01
* Logs
o Audit Events are allowed to have id as Long (number) or UUID

o New Signature Method Click signature introduced

Agreement Version : 1.5

* Date of Change : 2018-05-31
* Logs

> Norwegian BankID is introduced

Agreement Version : 1.6

* Date of Change : 2018-07-31
* Logs

o More information about signature added on attest page

Agreement Version : 1.7

* Date of Change : 2019-01-16
* Logs

o Draw signature image added on attest page

Agreement Version : 1.8

» Date of Change : 2019-02-01
* Logs

o Message Sent for viewed event added in auditlog.json

16





Agreement Version : 1.9

» Date of Change : 2019-04-04
* Logs

o Agreement locale added for agreement created event in auditlog.json

Agreement Version : 1.10

* Date of Change : 2019-05-16
* Logs

- Enable rendering of txt files on visual part of the PDF.

Agreement Version : 1.11

* Date of Change : 2019-05-14
* Logs

o Agreement expire on changed event added in auditlog.json

Agreement Version : 1.12

* Date of Change : 2020-04-20
* Logs

o Localized signing method display text on attest page & in auditlog.json

Agreement Version : 1.13

» Date of Change : 2020-10-22
* Logs

o Finnish EID is introduced

Agreement Version : 1.14

* Date of Change : 2021-08-03
* Logs

o TBS explanation is extended

17





Agreement Version : 1.15

* Date of Change : 2021-11-07
* Logs
o Norwegian BankID signing documentation is updated

> Norwegian BankID signing by the means of authentication is introduced

Agreement Version : 1.16

» Date of Change : 2022-04-30
* Logs

o Danish signing using MitID is introduced

Agreement Version : 1.17

* Date of Change : 2022-07-15
* Logs
o Watermark logo removed

o Verification page logo changed

Agreement Version : 1.18

* Date of Change : 2023-10-02
* Logs

o Qualified electronic signing using Swisscom Mobile ID is introduced

Reference Documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature

process.
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Document name

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker
Swisscom AIS
Swisscom SRS

Cryptographic Message Syntax

Description

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3
All-in Signing Service Reference Guide, v2.15
Integration Guide Smart Registration Service, v1.8

https://www.ietf.org/rfc/rfc2630
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Purpose

The purpose of this document is to provide deep knowledge of the signature process making it possible
to verify the signatures of agreements signed using the Egreement service.

Overview

This document describes how Egreement handles the signature process, from how to make all
agreement files tamper-proof, to how each Electronic ID (EID) provider implements its signatures.

System

For the agreement signatures to be trustworthy, it is important that a stable and high-quality system
protects the signing process.

All parts providing evidence for the signature, such as hardware, operating system and software, have
to be trusted.

Hardware

Egreement’s signature software runs on a virtualized hardware platform. It is hosted in a data center
with high availability requirements, used by large banks and e-commerce companies.

Software

For a signature to be trusted, it is important that the timestamp can be reliable. Timestamps are used to
show when certain events occur and are an important evidence when validating an agreement.

The platform synchronizes its time over the standardized Network Time Protocol (NTP).

Electronic Signatures

An electronic signature is any electronic means that indicates that a person consents to the contents of
an electronic message. In the EU the eIDAS legislation regulate and defines three levels of such
signatures:

» Simple Electronic Signatures

» Advanced Electronic Signatures

* Qualified Electronic Signatures

These signatures are created using an electronic identity that has a certain security Level of Assurance





(LOA) also defined by eIDAS. The LOA describes the degree of confidence the identity was issued,
taking into account the enrollment process as well as protection of the authentication needed to use
the identity.

* Low - For example self-registration.
» Substantial - Providing and verifying identity information in a structured way.

* High - For example a requirement to have a physical meeting before issuing an identity.

Simple Electronic Signature (SES)

* Basic electronic signature with low assurance.
» Typically equivalent to a handwritten signature.

* Minimal identity verification required.

Is defined as "data in electronic form which is attached to or logically associated with other data in
electronic form and which is used by the signatory to sign".

Supported methods

* Draw Signature - A handwritten signature drawn on a digital canvas.

API Signature - A signature created by consuming the web service exposed by Egreement AB.

MitID low - Danish MitID on LOA level low

* Click Signature - A signature created by personalized link.

Advanced Electronic Signature (AES)

* is uniquely tied to the signatory,
* uniquely linked to and capable of identifying the signatory
* created in a way that allows the signatory to retain control

* linked to the document in a way that any subsequent change of the data is detectable.

Electronic signatures are usually based on PKI, such as the Swedish BankID and Norwegian BankID.

Supported methods

» Swedish BankID

* Norwegian BankID

* Finnish strong identification

* Danish MitID - MitID on LOA level substantial

» SMS Signature - A signature created by responding to an SMS with context specific content.





* Email Signature with OneTimePassword - A signature created by One Time Password (OTP) based
email service.

Qualified Electronic Signature (QES)

A qualified electronic signature is an advanced electronic signature which is additionally:

Highest Level of Assurance and trust.

created by a qualified signature creation device (QSCD)
* Requires a qualified digital certificate from a qualified trust service provider.
* Legal equivalence to a handwritten signature in many jurisdictions.
Supported methods

Electronic signatures based on PKI where the signature is the highest level of electronic signature
under eIDAS, providing the utmost trust, legal equivalence to handwritten signatures.

e Swisscom Mobile ID

Cryptography

Cryptography is a central part of many signature solutions, for example to provide tamper-proof
agreement files.

The following chapters introduce some concepts needed to understand cryptography based signatures.

Cryptographic Hash Functions

A cryptographic hash function is any function that can be used to map data of arbitrary size to data of
fixed size where it is practically impossible to find two pieces of input that produces the same hash
value. It is a one way transformation that produces the same result every time. The result is called a
hash and since it is a one way function, it is not possible to re-create the input behind a hash.

Examples on hash functions are:

* SHA.2
* RIPEMD
* Whirlpool

Asymmetric Encryption

In cryptography, two types of encryptions are most commonly used, symmetric and asymmetric





encryption. The difference between them is that the symmetric encryption uses one single key for both
encryption and decryption, while asymmetric uses one key for encryption and another for decryption.
The fact that there are two keys can also be used for creating signatures and serves as a base for many
types of EID. The EID solutions usually use the asymmetric encryption in a Public Key Infrastructure
(PKD).

Asymmetric encryption make use of keypairs that if a text is encrypted using one of the keys, the only
key that can decrypt the crypto text is the other key belonging to the pair. One key is private and
should not be shared with anyone, the other is public and is used to verify signatures created with the
private key.

Examples on asymmetric keys are:

* RSA
* DSA

Digital Signatures

When signing using asymmetric keys, the signature result is called a raw signature and is just a binary
blob of a specific size, without any information at all. In order for the signature to be used in a
distributed environment, there is a need to add information on who signed the blob, what was signed
and so on.

The combination of metadata and the raw signature is called a digital signature. Some information is
optional:

« Signature time

X.509 Signature Certificate

X.509 CA Certificates (who issued the X.509 Signature Certificate)
 Signature text (TBS)

* Hash algorithms used

 Signature algorithm used

* The raw signature
Examples on digital signature formats are:

* CadES/CMS/PKCS#7
* XAdES

Signing

To sign an agreement a number of actions need to be executed:





* Create text representation of agreement

* Create digital signature

Create text representation

For advanced electronic signatures, where the agreement contents is logically tied to the created
signature, the text needs to be prepared in order to suit the signing method used. The textual
representation of an agreement is also called To Be Signed, or TBS for short. The TBS is the actual text
that is to be digitally signed. For the whole agreement to be tamper-proof, the agreement metadata
with all agreement files needs to be signed. Digital signature clients have limitations on the size of TBS.
It is not possible to sign the actual agreements, since there is a risk that the agreement files are too
large. Therefore cryptographic hash functions are used to reduce the size of the agreement files and
create a representation of it.

For non-advanced signatures, where the agreement contents is not directly tied to the signature, the
above preparation is normally not needed.

Digital signature clients allow us to send two different types of TBS. They are:

* Visible TBS
* Hidden TBS - Swedish BankID only

Visible TBS

TBS text that is exposed to the signatories by the digital signature clients. General information about
the Agreement is supplied to digital signature clients as a visible TBS. As the TBS will be different
between signing clients and also have different localizations it will be saved together with the digital
signature. In cases where hidden TBS is not supported, the visible TBS will contain information that
otherwise would be in the hidden TBS. Where the TBS has length restrictions due to technical reasons,
the hash may be base64 encoded (trailing = characters being omitted) and the hash may be calculated
as if the ordered agreement files were a single file.

Example

I sign: "Employment ACME Inc"
Egreement ID: 2394857302
Date: 26/04/2016

Hidden TBS

TBS text that is hidden from the signatories by the digital signature clients. Agreement content is
reduced to fewer characters using cryptographic hash functions is supplied to digital signature clients
as a hidden TBS. This is currently only supported for Swedish BankID.





Example

Content:

"Contract"
1103 b497 984e 433c 38d4 fdef 775 33ad Ocef 8cB7 9995 5b37 7c8e eddf 66f7 de73

"Codes of conduct"
2c¢f9 688d c483 2085 1f12 6120 9001 58b2 ab2e 62b1 afd5 acch ebbb 5134 c7a4 90f2

Create Digital Signature

For advanced electronic signatures, the cryptographic signature is created by applying the private key
from an asymmetric key pair on a dataset that previously has been hashed. In this context, the dataset
is the TBS. Different EID providers handles digital signatures in different ways, Signature Methods
describes all methods supported.

For non-advanced signatures, signature creation will vary depending on the method.

Signature Methods

Currently, the following signing methods are supported:

» Swedish BankID (advanced electronic signature)

* Norwegian BankID (advanced electronic signature and authentication)
* Finnish strong identification

* Danish MitID

» Swisscom Mobile ID (qualified electronic signature)

* Draw Signature

* API Signature

* SMS Signature

* Email Signature with OneTimePassword

* Click Signature

These are described in detail below.





Swedish BankID

Swedish BankID is the largest EID provider in Sweden run by Finansiell ID-Teknik BID AB which is
owned by a number of large swedish banks.

It is a PKI based solution with support for file based tokens as well as smart cards, supported on a
number of platforms for desktop and mobile.

Signature format

The BanKkID client produces an XML Digital Signature as specified in BankID Signature profile.

Audit log

Each signature transaction provides information used in user interface and audit logging:

* personNr - In the form of a Swedish personal identity number.
* personSurname - Surname in capital letters.

* personGivenName - Given name in capital letters.

* startDate - Date when signing was started.

* signatureMethod - Will be bankid or bankid-otherunit.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed, base64 encoded.

* tbsHidden - Hidden data being signed, base64 encoded.

How to validate
Validate the signature according to BankID Signature profile.
Output from validation to provide to Signee Validation in Container Format is:

» User attributes of the first certificate of the XML element KeyInfo with ID bidKeyInfo in the
signature.

» Hashed TBS.
* TBS Hash algorithm.

Norwegian BankID - advanced electronic signature

Norwegian BankID is the largest EID provider in Norway run by BankID Norway AS.

It is a PKI based solution that uses a one time password in combination with a personal password,





supported on a number of platforms for desktop and mobile.

Signature format

The BankID client produces a detached PKCS#7/CMS signature as specified in Cryptographic Message
Syntax, where the detached data being signed is the TBS.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.

* personGivenName - Given name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

* signatureAction - Will be signature.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed in the detached PKCS#7 signature, base64 encoded.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:

» User Attributes of the signer certificate in the element SignedData certificates in the PKCS #7
signature.

 Hashed TBS

* Hash algorithm

Norwegian BankID - authentication

Authentication based signing is also provided by the means of Norwegian BankID.





Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.

* personGivenName - Given name.

 personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

* signatureAction - Will be authentication.

* transactionld - Transaction ID from backend system.

How to validate

As an authentication alone does not digitally sign the agreement content, the person details such as
given name, surname and date of birth must be compared with the requested signee.

Finnish strong identification

Strong identification broker services are provided by Telia Finland for banks and mobile operators in
the Finnish Trust Network ("FTN").

Identity format
Telia produces a signed JWT which contains information about the person.

Table 1. Signed Attributes

Attribute Name Attribute Value

urn:oid:1.2.246.21 Social security number / personal identity code /
HeTu - henkil6tunnus

urn:0id:2.16.840.1.113730.3.1.241 Full name

urn:oid:2.5.4.4 Surname

urn:oid:1.2.246.575.1.14 Given name

More information can be found in Telia Tunnistus.





Audit log
Each signature transaction provides information used in user interface and audit logging:

* personNr - Finnish personal identity code.

* personSurname - Surname

* personGivenName - Given name

* startDate - Date when signing was started.

* signatureMethod - Will be eid-fi.

* transactionld - Transaction ID from backend system.

* signature - Signed JWT (from Telia).

publicKey - Public key (JWK) for the signed JWT (from Telia).

How to validate

The signed JWT can be verified using the public key.

Danish MitID

Danish MitID signing is utilizing Transaction Signing from Nets eID Broker.

Signature format

The signature flow for Danish MitID is performed as a text followed by end-user authentication, so
there is no signature produced. Thus a signature format does not exist.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Danish personal identity number.

* personName - Full name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be one of: mitid-low, mitid-substantial or mitid-high.

o The method mitid-<LOA> specifies what Level of Assurance (LOA) that was requested when
initiating the signature.

* signatureAction - Will be authentication.

* transactionld - Transaction ID from backend system.
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* tbs - Data that was shown to user before authenticating, base64 encoded.

More information can be found in Danish MitID.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. In case of dispute, contact the EID provider, Nets, to validate the
entries in the audit log.

Swisscom Mobile ID

Swisscom Mobile ID is a qualified electronic signature method provided by Swisscom Trust Services.

It is a PKI based solution that uses a smartphone application to authenticate signees. After successful
authentication a short lived certificate is issued that is used to produce a Qualified Electronic
Signature.

Signature format

Swisscom Trust Services produces a detached CMS signature as specified in Cryptographic Message
Syntax, where the detached data being signed is the tbsHidden and message is the message shown to
the user in the Mobile ID client.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no used to trigger the signee’s authentication of the signature.

* personName - Full name.

* personSurname - Surname.

* personGivenName - Given name.

* personSerialNumber - Swisscom evidenceld.

* startDate - Date when signing was started.

* signatureMethod - Will be swisscom-qes.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* message - Message shown in the Mobile ID client when user approves the signature, base64
encoded.

 tbsHidden - Data signed in the detached CMS signature, base64 encoded.

11





More information can be found in Swisscom AIS and Swisscom SRS.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:

 User Attributes of the signer certificate in the element SignedData certificates in the CMS signature.
* Hashed TBS

* Hash algorithm

Draw Signature

The draw signature signing method is an electronic counterpart to traditional handwritten signatures.
Using draw signature, the end user draws a signature on a web canvas. The signing method is not
classified as an advanced electronic signature in that it does not tie the user to the contents signed and
does not identify this signatory. Yet, the method can be suitable in use cases where advanced electronic
signatures are not required.

Signature format

The signature is represented as an SVG/PNG image.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - In the form of a swedish personal number.

* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be draw-signature.

* signature - The SVG or PNG image, base64 encoded.

 signatureContentType - The content type of signature eg. image/svg, image/png.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. Also, as the case of traditional handwritten signatures where
there are no formal requirements placed, ocular comparison does not add to trustworthiness.

12





API Signature

The API Signature is an electronic signature which is done by consuming the web service exposed by
Egreement AB. Using API Signature, the end user signs the agreement by making a request to the web
service. Using this method, user can also send the timestamp of actual time when the sign event took
place. This signing method is not classified as an advanced electronic signature in that it does not tie
the user to the contents signed and does not identify this signatory. Yet, this method can be suitable in
use cases where advanced electronic signatures are not required.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - In the form of a swedish personal number.

e personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be api-signature.

* signedOn - Time at which the agreement was actually signed (stated by user)

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature.

SMS Signature

SMS Signature is an electronic signature created by responding to an SMS with context specific
content. The content of the SMS is One Time Password (OTP), a 6 digits number sent to the registered
mobile no of the signee. The Signee has to submit the OTP in order to sign the agreement. The OTP
Number is generated by TOTP algorithm by hashing the current time along with the agreement
information. OTP can be regenerated and verified by the same logic provided the given time &
agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no of the signee.
* timestamp - Date when signing was started.

» agreementName - Name of the agreeement.

13





 signatureMethod - Will be sms-signature.
e OTP - One Time Password.
How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, mobile, timestamp).

HASHLG : Use SHA-256 algorithm to generate hash of the given input.

* hash (array): HASHLG( agreementName + mobile + timestamp)

random (function): hash[ ${param1} ] & ${param2} << ${param3}

otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Email Signature with OneTimePassword

Email signature with OneTimePassword is an electronic signature created by One Time Password(OTP)
based email service. The content of the Email is One Time Password (OTP), a 6 digits number sent to
the registered email address of the signee. The Signee has to submit the OTP in order to sign the
agreement. The OTP Number is generated by TOTP algorithm by hashing the current time along with
the agreement information. OTP can be regenerated and verified by the same logic, provided the given
time & agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.

* timestamp - Date when signing was started.

» agreementName - Name of the agreeement.

* signatureMethod - Will be email-signature.

¢ OTP - One Time Password.
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How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, email, timestamp).
* HASHLG : Use SHA-256 algorithm to generate hash of the given input.
* hash (array): HASHLG( agreementName + email + timestamp)
* random (function): hash[ ${param1} ] & ${param2} << ${param3}
* otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Click Signature

Click signature is an electronic signature created by using a personalized link. The personalized link
can be shared by email or directly in an integrated application. When the signee visits the link, it will
take him to the agreement review page where he can click the sign button to sign the agreement.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.
* timestamp - Date when signing was started.

* signatureMethod - Will be click-signature.

How to validate

Due to the nature of this signature , we can’t validate the authenticity of the signature. Signatories has
to keep the link secret.

Reference documentation
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Document name

Overview

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker
Swisscom AIS
Swisscom SRS

Cryptographic Message Syntax
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Description

Gives an overview of the Egreement agreement
function and links to the other documents.

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3
All-in Signing Service Reference Guide, v2.15
Integration Guide Smart Registration Service, v1.8

https://www.ietf.org/rfc/rfc2630
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Purpose

Agreements might need validation in case of disputes where one or more contracting parties renounce
that he or she intentionally signed the agreement. Since an agreement e-signed using Egreement’s
service is self-contained, tamper-proof and legally binding, validating the agreement can be enough to
settle legal disputes. This document describes all the steps needed to validate the agreement.

Overview

Validating an agreement is quite a complicated process requiring technical skills or software. The
agreement is stored as a PDF container where any proof of the validity of the agreement is contained
inside the actual container. The process spans from controlling the actual agreement content to
validating the Public Key Infrastructure (PKI) signature status.

The parts that should be validated and covered by this and other references documents are:

e Container validation
* Agreement content

* Retracing signature steps

Container Validation

Verify that the container is an agreement PDF container. See the "Container Content" chapter in
Container Format.

Agreement Content

Read and validate all parts of the agreement attached to the container. See "PDF Container" Container
Format how to locate all files of the agreement.

Retracing Signature Steps

The audit log is a list of entries holding all actions associated with the agreement, from creating the
agreement to the last signee signing the agreement. The list is sorted by the time each action was
logged.

Audit Log Validation Process

Validate each audit entry in the log according to the "How to validate" section of each specific audit
entry type chapter. The audit entry types are described in detail in Container Format, where each





entry type is described in a separate chapter.

If validation of one step fails or if the audit entry does not exist in Container Format, the agreement is
considered invalid.

If validation of an entry fails, it is important to analyze why before the agreement is discarded. It is
important to establish if the agreement is considered invalid because someone has tampered with it, or

if there are errors in the tools or in the documentation?
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Verifikat

Titel: Arsredovisning

ID: 700e2ae0-87ae-11ee-a29b-c515f06053d1

Status: Signerat av alla

Skapat: 2023-11-20

Underskrifter

Bostadsrattsforeningen Sjoblomman 7696279947

Walman David

info@ravisor.se

Signerat: 2023-11-20 15:10 BankID David Oskar Petter Walman
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Datum Tid Héndelse
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Verifikat utfardat av Egreement AB

Detta verifikat bekrftar vilka parter som har signerat och innehdller relevant information for att verifiera parternas identitet samt

relevanta hdndelser i anslutning till signering. Till detta finns separata datafiler bifogade, dessa innehaller kompletterande information av

teknisk karaktér och styrker dokumentens och signaturernas dkthet och validitet (for atkomst till filerna, anvdnd en PDF-ldsare som kan

visa bifogade filer). Hash &r ett fingeravtryck som varje individuellt dokument far for att sédkerstélla dess identitet. Fér mer information,

se bifogad dokumentation.
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