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Styrelsen for Brf Sobeln 1 (769606-7771) far harmed uppratta arsredovisning for rakenskapsaret 2023-
01-01-2023-12-31.

FORVALTNINGSBERATTELSE

Allmant om verksamheten

Foreningen har till &ndamal att framja medlemmarnas ekonomiska intresse genom att i féreningens hus
upplata bostadslagenheter under nyttjanderatt och utan tidsbegransning.

Bostadsrattsforeningen registrerades 2001-02-20. Foreningens nuvarande ekonomiska plan registrerades
2003-04-29 och nuvarande stadgar registrerades 2017-11-28. Foreningen har sitt sate i Lidingo kommun.

Foreningen ar ett privatbostadsforetag enligt inkomstskattelagen.

Foreningen ager fastigheten Sobeln 1 i Lidingd kommun, omfattande adresserna Kallangsvagen 7,9,11 /
Kallangsvagen 7-11. Sobeln 1 byggdes ar 1958.

Marken innehas med aganderatt.

| nedanstaende tabell specificeras innehavet:

Antal Benamning Total yta (kvm)
102 Lagenheter, bostadsratt 7 654

2 Lagenheter, hyresratt 120

9 Lokaler, hyresratt 66

53 Antal p-platser

17 Antal garage

17 garageplatser varav 2 st ar for MC/moped och hyrs ut till medlemmar och hyresgaster.

Fastigheten &r fullvardesforsakrad i Protector Forsakring ASA. | forsakringen ingar momenten
styrelseansvar samt forsakring mot ohyra. Forsakringen inkluderar bostadsrattstillagg.

Ordinarie féreningsstamma agde rum 2023-05-23. Pa stamman deltog 26 medlemmar.

Styrelsen har utgjorts av:

Namn Roll

Maria Gallego Mattsson Ordforande
Louise Ulvander Kassor

Sara Fjelkman Sekreterare
Solveig Wahrman Ledamot
Roger Rikkonen Ledamot
Britt-Marie Carlsson Kekonius Ledamot
Carl Lindbo Suppleant
ULlf Pettersson Suppleant
Birger Thorn Suppleant

Patrycja Mucha

Vice ordforande
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Foreningens firma tecknas av Maria Gallego Mattsson, Patrycja Mucha, Louise Ulvander, Sara Fjelkman,
Solveig Wahrman, Roger Rikkonen och Britt-Marie Carlsson Kekonius.

Ovrig information om kontaktpersoner och hur foreningens firma tecknas

Foreningens firma tecknas av tva styrelseledaméter i forening.
Styrelsen har under verksamhetsaret haft 12 protokollférda sammantraden.
Revisor har varit David Walman/Ravisor AB.

Valberedningen har utgjorts av Victoria Danielsson och Linn Bengtsson.

Genomforda storre underhalls- och investeringsatgarder over aren
Ar Atgard

2023 Renovering av kallare i hus 11. Nya skogaller i samtliga
entréer. Utbyte av brandluckor. Nya armaturer i
Skyddsrummen. Ventilationsarbeten.

2022 Fonsterbyte i foreningens samtliga utrymmen och byte av
balkongdorrar. Injustering OVK. Upprustning och
besiktning av Skyddsrummen i samtliga hus. Asfaltering
och arbeten efter dranering runt hus 7. Renovering av
kallare och Aktivitetsrum i hus 7. Installation av
laddstolpar till elbilar. Nya cykelstall vid hus 11 och 7.

2021 Byte av entrédérrar i samtliga hus. Rensning av ror infor
OVK. Renovering av tvattstugan. Bastubygge. Renovering
av Klubbrummet. Forbattring av Lokalen. Renovering av
gemensam wc i hus 11. Dranering hus 7. Atgérd avrinning
vatten vid hus 7. Ny LED-belysning pa vindar.

2020 Installation av nytt lassystem, nya flaktar pa vindarna
och kallare, rensning av ventilationsror i lagenheterna,
nya tak pa samtliga hus.

2019 Nya p-platser. Aktivitetsrum, gym och motesrum.
Reviderad underhallsplan. Nodljusarmaturer pa vindarna.

2018 Injustering varmesystemet. Luftflodesmatning av
ventilationssystemet. Ny underhallsplan.

2017 Komplettering nodbelysning/skyltning. Forbattring av

snorasskydd och sakerhet vid takarbeten. Staket runt hus
7. Ny ventil till undercentralen.

2016 Renovering tak och piskbalkonger. Relining
dagvattenstammar. Nodbelysning.
2015 Asfaltering. Ny varmepump och avgasare samt

prognosstyrd uppvarmning. Ny tvattstugeutrustning.
Forbattrad taksakerhet. Renovering av hussocklar.
2014 Dranering husgrund Kallangsvagen 7.
2013 Snorasskydd over samtliga balkongtak.
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2012 Stambyte och indragning av ny el. Installation av
fibernat.

2006 Byte, forstoring samt inglasning av balkonger.

2003 Renovering av hissar.

Storre framtida planerade underhall
Ar Atgard

2024 Stanga av oljeavskiljare vid hus 11 och 9.
Ventilationsarbeten i lagenheter och i husen. Uppdatera
undercentralen bl.a. genom att byta ut
fjarrvarmecentralen. Uppdatera sensorer for
prognosstyrd varme. Installera brandvarnare med
varningslampor langst in i kallarna i hus 7 och hus 11.

2025-2027 Nya garageportar. Solceller. Flaktar (etapp 2) med
atervinning av varme. Renovering av kallaren i hus 9.

Arsavgifter

Under nésta ar planerar foreningen i nulaget ingen ytterligare avgiftsforandring.

Medlemsinformation

Vid arets borjan var antalet medlemmar 146 st. Under aret har 10 tillkommit samt 10 avgatt. Vid arets
slut var darmed antalet medlemmar 146 st.

Avtal

Foreningens avtal under aret:

Avtalstyp Leverantor

Ekonomisk forvaltning Fastighetsagarna Service Stockholm AB
Fastighetsskotsel BK Fastighetsservice

Vasentliga handelser under rakenskapsaret

Styrelsen har under 2023 arbetat for att som fastighetsagare styra, forvalta och utveckla foreningens
egendom for hallbar och kollektiv medlemsnytta utifran stadgar och underhallsplan.

Pa grund av det ekonomiska varldslaget och bland annat férhéjda rantor, har styrelsen beslutat att
avvakta med storre projekt detta ar och istéllet arbeta vidare med de projekt vi har och avsluta dem.

Ekonomisk forvaltning:

Vi har i flera ars tid haft Fastighetsdgarna som ekonomisk forvaltare. Styrelsen valde att ta in offerter
fran tre andra foretag for ekonomisk forvaltning och valde Nabo. Nabo &r ny ekonomisk forvaltare fran
och med 1 januari 2024.
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Ny revisor:
Vi bytte revisor da Grand Thornton inte langre gor revision for bostadsrattsforeningar. Var nya revisor
heter Ravisor.

Renovering av kallare i hus 11:
Kallarutrymmen i hus 11 renoverades. Malning av vaggar, dorrar och golv utfordes.

Nya skogaller:

Eftersom de gamla skogallren framfor entréerna var trasiga valde vi att installera nya skogaller i
samtliga entréer. Vi var dock inte néjda med resultatet och tog darfor in ett annat foretag for att
installera ordentliga skogaller med passande granitsten runt.

Brandskyddsbesiktning:

Brandskyddsbesiktning gjordes av Brandsakra. Vi fick god respons av dem for vart systematiska
brandskyddsarbete. Vissa atgarder behovde dock vidtas, bland annat utbyte av brandluckor som
genomférdes under aret. Styrelsen gar brandskyddsinspektioner i samtliga hus var 3:e manad och ser da
over de flesta utrymmen pa vindar, trappor och kallare och arbetar i férebyggande syfte for att undvika
uppkomst av brand.

Skyddsrummen:
Samtliga skyddsrum aterstalldes 2022. Under 2023 har vi dock installerat nya armaturer i skyddsrummen
for korrekt funktion vid behov av anvandning.

Ventilationsarbeten:

Efterarbeten utforda av Franska bukten efter besiktning och planering infor framtida arbeten
kommande ar for besparing av kostnader for fjarrvarme. Arbetet bestar av 3 delar:

- Installation av kolfilterflakt: 8 lagenheter saknar kolfilterflakt vilket behdver atgardas. Boende betalar
sjalva for den flakt de viljer samt arbete for det. Atgird sker under 2024.

- Byta ut fjarrvarmecentralen i undercentralen. Arbetet planeras for 2024.

- Planering for forberedelse for fortsatt arbete med lackage fran franluftkanalerna. Dessa gar fran
lagenheterna till vinden i horisontell linje under golvet i vinden och fram till flaktrummet. | den sista
delen av franluftskanalerna som gar under golvet pa vinden har det i hus 9 och 11 konstaterats
otdtheter. Detta behover vi atgarda for att fa godkand OVK.

Prognosstyrd varme:
Vi har under aret haft kontakt med Kiona for att byta ut sensorerna for prognosstyrd varme da dessa ar
gamla och flera ar trasiga. Arbetet sker under 2024.

Projekt oljeavskiljare:

Se tidigare arsredovisning och stammoprotokoll fér mer info. Vi har tva oljeavskiljare som &r trasiga och
behover atgardas. Vi har under aret kontaktat konsult pa Nabo for vidare vagledning i detta. Det &r nu
konfirmerat att vi inte behover ha oljeavskiljare utan dessa kan tommas och sattas igen men att
garagen ska ha plomberade avlopp och vattenkranar. Detta atgardas under 2024.

Staddagar och tradgardsarbete:

Styrelsen anordnade tva staddagar under aret liksom tidigare under var och host. Diverse
tradgardsarbeten atgardades. Styrelsen har tagit in foretag for att hjalpa till med grasklippningen pa
var tomt. Cykelinventering gjordes. Staket atgardades for p-platserna mot hus 7 pa grund av att
billampor lyste in till boende.
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BRF-fest:
Var forening fyllde 20 ar och Styrelsen anordnade en fest pa garden for samtliga i féreningen dar vi bjod

pa mat och dryck.

Sakerhet:
Vi har diskuterat moéjligheter till 6vervakning pa var tomt efter handelser som skett pa Naset. Vi har
aven diskuterat mojligheter att inforskaffa en hjartstartare.

Information till boende:
Regelbunden information ges via infobrev i portar och hissar, i boendes brevlada samt pa var hemsida.
Vi har under aret uppdaterat och delat ut vara Trivselregler till samtliga boende.

Vasentliga handelser efter rakenskapsaret

Efter rakenskapsarets slut har inga vasentliga handelser skett.

Styrelsens kommentar till arets forlust

Arets negativa resultat beror i férsta hand pa stora avskrivningskostnader som inte paverkar féreningens
likviditet.
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Ekonomi
Flerarsoversikt

2023 2022 2021 2020
Nettoomsattning (tkr) 5594 5468 5497 5428
Resultat efter fin. poster (tkr) -447 -8 797 -909 -568
Soliditet (%) 76 75,8 79,8 80
Arsavgifter kr/kvm 651 632 623 611
Skuldsattning kr/kvm totalyta 3449 3477 2 976 3003
Skuldsattning kr/kvm brf yta 3714 3744 3174 3203
Rantekanslighet % 6 6 5 5
Energikostnad kr/kvm 180 176 170 138
Sparande per kvm 175 161 248 302
av totala rorelseintakter (%) 83 88 82 81

Yta hamtad fran fastighetstaxering 2019 samt 2022 for berakning av nyckeltal.

Se not 1 for definition av nyckeltal.

Fordndringar i eget kapital
Upp-  Fond for

Medlems ldtelse- yttre Balanserat Arets

-insatser avgifter underhdll resultat  resultat Summa
Belopp vid
arets ingang 77 629 465 25252024 3177728 -2 344 487 -8 796 824 94 917 906

Resultatdisposition enl
foreningsstdmman

Forandring av fond

for yttre underhall -71 989 71989

Balanseras i ny

rakning -8 796 824 8796 824

Arets resultat -447 373 -447 372
Belopp vid

arets utgang 77 629 465 25252024 3105739 -11069 322 -447 373 94 470 534
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Resultatdisposition

Belopp i kr
Forslag till resultatdisposition
Foreningsstamman har att ta stallning till:
Balanserat resultat -11 069 322
Arets resultat -447 372
Totalt -11 516 694
Styrelsen foresldr av medlen
disponeras enligt foljande:
Reservering fond for yttre underhall 1247 320
Inasprakstagande av fond for yttre underhall -475 930
Balanseras i ny rakning -12 288 084
Totalt -11 516 694

Foreningens resultat och stallning framgar av efterfoljande resultat- och balansrakningar med noter.
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Resultatrakning
Belopp i kr Not 2023-01-01- 2022-01-01-
2023-12-31 2022-12-31
Rorelseintdkter
Nettoomsattning 2 5594 252 5 467 891
Ovriga rorelseintakter 3 403 877 42 278
Summa rorelseintakter 5998 129 5510 169
Rorelsekostnader
Drift- och fastighetskostnader 4 -3 430 604 -12 091 555
Ovriga externa kostnader 5 -119 105 -85 309
Personalkostnader och arvoden 6 -323 354 -323 035
Avskrivningar av materiella anlaggningstillgangar -1 414 680 -1 401 265
Summa rorelsekostnader -5 287 743 -13 901 164
Rorelseresultat 710 386 -8 390 995
Finansiella poster
Ovriga ranteintakter och liknande resultatposter 17 668 1131
Rantekostnader och liknande resultatposter -1.175 427 -406 960
Summa finansiella poster -1 157 759 -405 829
Resultat efter finansiella poster -447 373 -8 796 824
Resultat fore skatt -447 373 -8 796 824
Arets resultat -447 373 -8 796 824
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Balansrakning

Belopp i kr Not 2023-12-31 2022-12-31
TILLGANGAR

Anlaggningstillgangar

Materiella anldggningstillgangar

Byggnader och mark 7 122 397 518 123 785 366
Inventarier, maskiner och installationer 8 228 094 254 926
Summa materiella anlaggningstillgangar 122 625 612 124 040 292
Summa anlaggningstillgangar 122 625 612 124 040 292
Omsattningstillgangar

Kortfristiga fordringar

Kundfordringar 1 469 6 231
Ovriga fordringar 9 1486 217 1 055 335
Forutbetalda kostnader och upplupna intakter 210 249 66 304
Summa kortfristiga fordringar 1697 935 1127 870
Summa omsattningstillgangar 1697 935 1127 870
SUMMA TILLGANGAR 124 323 547 125 168 162
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Belopp i kr Not 2023-12-31 2022-12-31
EGET KAPITAL OCH SKULDER
Eget kapital
Bundet eget kapital
Medlemsinsatser 102 881 489 102 881 489
Fond for yttre underhall 3105 739 3177 728
Summa bundet eget kapital 105 987 228 106 059 217
Fritt eget kapital
Balanserat resultat -11 069 322 -2 344 487
Arets resultat -447 373 -8 796 824
Summa fritt eget kapital -11 516 695 -11 141 311
Summa eget kapital 94 470 533 94 917 906
Langfristiga skulder
Ovriga skulder till kreditinstitut 10 4 000 000
Summa langfristiga skulder 4 000 000
Kortfristiga skulder
Skulder till kreditintitut 10 24 430 721 28 660 000
Leverantorsskulder 598 382 274 354
Skatteskulder 360 712 346 752
Ovriga skulder 80 444 43 486
Upplupna kostnader och forutbetalda intakter 382 755 925 664
Summa kortfristiga skulder 25 853 014 30 250 256
SUMMA EGET KAPITAL OCH SKULDER 124 323 547 125 168 162
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Kassaflodesanalys

2023-01-01- 2022-01-01-
Belopp i kr 2023-12-31 2022-12-31
Den |opande verksamheten
Rorelseresultat 710 386 -8 390 995
Avskrivningar 1414 680 1 401 265
Erlagd ranta och ranteintakter -1157 759 -405 829

967 307 -7 395 559

Kassaflode fran den lopande verksamheten fore 967 307 -7 395 559
forandringar av rorelsekapital
Kassaflode fran fordndringar i rorelsekapital
Okning(-)/Minskning (+) av kundfordringar 4762 -5732
Okning(-)/Minskning (+) av ovriga kortfristiga fordringar -37 353 -184 607
Okning(+)/Minskning (-) av leverantorsskulder 324 028 -171 903
Okning(+)/Minskning (-) av ovr. kortfristiga skulder -496 760 116 023
Kassaflode fran den lopande verksamheten 761 984 -7 641 778
Investeringsverksamheten
Forvarv av immateriella anlaggningstillgangar -268 342
Kassaflode fran investeringsverksamheten - -268 342
Finansieringsverksamheten
Upptagna nya langfristiga lan - 3982 500
Amortering av laneskulder -229 279 -
Kassaflode fran finansieringsverksamheten -229 279 3982 500
Arets kassaflode 532 705 -3 927 620
Likvida medel vid arets borjan 874 432 4 802 052
Likvida medel vid arets slut 1407 137 874 432
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Noter

Not 1 Redovisningsprinciper

Allmanna Redovisningsprinciper

Arsredovisningen &r uppriattad i enlighet med arsredovisningslagen och BFNAR 2016:10
Bokforingsnamndens allmanna rad om arsredovisning i mindre mindre foretag (K2). Om inte annat
framgar ar varderingsprinciperna oférandrade i jamforelse med foregaende ar.

Definition av nyckeltal:

Nettoomsattning
Rorelsens huvudintakter, fakturerade kostnader, sidointakter samt intaktskorrigeringar

Resultat efter finansiella poster
Resultat efter finansiella intakter och kostnader, men fore skatter

Soliditet
Totalt eget kapital / Totala tillgangar

Arsavgift per kvm BR-yta
Totala arsavgifter per kvm total boyta (Bostadsrattsytan)

Skuldsattning
Totala rantebarande skulder per kvm total yta (boyta + lokalyta)
Totala rantebarande skulder per kvm total bostadsrattsyta

Sparande
Arets resultat + summan av avskrivningar + summan av kostnadsfort/planerat underhall per kvm
total yta (boyta + lokalyta)

Rantekanslighet
1 procentenhets ranteforandring av de totala rantebarande skulderna delat med de totala
arsavgifterna

Energikostnad
Totala kostnader for vatten + varme + el per kvm total yta (boyta + lokalyta)

Arsavgifternas andel i procent av totala rérelseintakter
Arsavgifter/totala intikter

Redovisning av intakter
Arsavgifter och hyror aviseras i férskott men redovisas sa att endast den del som beldper pa
rakenskapsaret redovisas som intakt.

Skatt
Bostadsrattsforeningars ranteintakter som ar hanforliga till fastigheten ar skattefria. Om det
forekommer verksamheter som inte avser fastighetsforvaltning sker beskattning med 20,6 procent.
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Anlaggningstillgangar

Materiella anlaggningstillgangar vérderas till anskaffningsvarde minskat med ackumulerade
avskrivningar. Avskrivningar sker systematiskt under den bedomda nyttjandetiden. Foljande
avskrivningar uttryckt i procent och ar tillampas.

Anldggningstillgangar % per ar Nyttjandeperiod (i ar)
Byggnad 1,0 100 ar
Ombyggnad sophus 5,0 20 ar
Ombyggnad balkonger 2,0 50 ar
Stambyte 2,0 50 ar
Maskiner och inventarier 20,0 5 ar
P-platser 2,5 40 ar

Ovriga tillgdngar och skulder

Tillgangar och skulder har varderats till anskaffningsvarde om inte annat anges. Fordringar har, efter
individuell bedomning, tagits upp till de belopp varmed de beraknas inflyta. Likvida placeringar
varderas till det lagsta av anskaffningsvardet och det verkliga vardet.

Fond for yttre underhall

Avsattning till och uttag ur fonden gors i enlighet med foreningens stadgar. Avsattning enligt plan
och ianspraktagande for genomforda atgarder sker genom overforing mellan fritt och bundet eget
kapital. Arets underhallskostnader redovisas i resultatrikningen inom arets resultat.

Noter till resultatrakning

Not 2 Nettoomsattning

2023 2022
Arsavgifter 4986 350 4 840 968
Hyror 607 881 613 755
Ovriga hyresintikter 21 13 168
5594 252 5 467 891

Not 3 Ovriga rorelseintakter
2023 2022
Overlatelseavgifter 9 080 12 008
Pantsattningsavgifter 8 757 13930
Overnattningsliagenhet 19 500 15 250
Paminnelseavgifter 2 280 840
Ovrigt 364 260 250

Summa 403 877 42 278
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Not 4 Drift- och fastighetskostnader

QK

2023 2022
Drift
Fastighetsskotsel 116 473 153 326
Stadning 121 972 86 231
Tillsyn, besiktning, kontroller 39 517 102 133
Tradgardsskotsel 43 562 8 496
Snorojning 142 550 156 325
Reparationer 166 917 552 897
El 273 468 346 334
Uppvarmning 1043 929 944 784
Vatten 164 525 162 755
Sophamtning 107 314 165 285
Forsakringspremie 172 533 64 547
Fastighetsavgift bostader 165 256 157 977
Fastighetsskatt lokaler 18 740 18 739
Ovriga fastighetskostnader 58 499 115 208
Kabel-tv/Bredband/IT 75 397 96 663
Forvaltningsarvode ekonomi 190 472 180 779
Ekonomisk forvaltning utover avtal 7 874 12 612
Panter och overlatelser 28 510 20 064
Juridiska atgarder - 8 655
Ovriga externa tjanster 17 166 13 698
2 954 674 3 367 508
Underhall
Gemensamma utrymmen 225 663 266 675
Tvattstuga 12 469
Installationer 18 125
Brandskydd 73 353
Ventilation 13 625 328 283
Hissar 67 055
Fonster 6 960 606
Mark 137 500
Port/entré 74 373 26 800
Ovrigt 82 745 912 705
475 930 8 724 047
Totalsumma drift- och fastighetskostnader 3 430 604 12 091 555
Not 5 Ovriga externa kostnader
2023 2022
Porto / Telefon 31097 2 448
Konsultarvode 49 783 42 754
Besiktnings- och utredningskostnader - 3688
Revisionarvode 38 225 36 419
Summa 119 105 85 309
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Not 6 Loner, arvoden och sociala kostnader

15(17)

2023 2022
Styrelsearvode 250 000 250 000
Sociala kostnader 73 354 73 035
323 354 323 035
Foreningen har ej nagra anstallda likt foregaende ar.
Noter till balansrakning
Not 7 Byggnader och mark
2023-12-31 2022-12-31
Ackumulerade anskaffningsvarden:
Vid arets boérjan
-Byggnad 100 778 814 100 778 814
-Mark 39 883735 39 883735
-Markanlaggning 446 546 446 546
141 109 095 141 109 095
Ackumulerade avskrivningar enligt plan:
-Vid arets boérjan -17 323 729 -15 935 881
-Arets avskrivning enligt plan -1 387 848 -1 387 848
-18 711 577 -17 323 729
Redovisat varde vid arets slut 122 397 518 123 785 366
Taxeringsvarde
Byggnader 91 940 000 91 940 000
Mark 97 934 000 97 934 000
189 874 000 189 874 000
Bostader 188 000 000 188 000 000
Lokaler 1 874 000 1 874 000
189 874 000 189 874 000
Not 8 Inventarier, maskiner och installationer
2023-12-31 2022-12-31
Ackumulerade anskaffningsvarden:
-Vid arets boérjan 390 056 121 713
-Nyanskaffningar - 268 343
390 056 390 056
Ackumulerade avskrivningar enligt plan:
-Vid arets boérjan -135 130 -121 713
-Arets avskrivning enligt plan -26 832 -13 417
-161 962 -135 130
Redovisat varde vid arets slut 228 094 254 926
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Not 9 Ovriga fordringar

16(17)

2023-12-31 2022-12-31
Avrakningskonto SHB Fastighetsagarna 1407 137 874 432
Skattekonto 78 970 180 903
Ovriga korfristiga fordringar 110 -
1486 217 1 055 335

Not 10 Skulder till kreditinstitut
Konvertering/ Skuldbelopp Skuldbelopp
Ldnegivare Slutbetalning  Rdnta 2023-12-31 2022-12-31
Stadshypotek AB 2025-04-30 2,730% 4 000 000 4 000 000
Stadshypotek AB 2024-01-17  4,868% 6 878 025 6 930 000
Stadshypotek AB 2024-12-05  4,532% 891 000 900 000
Stadshypotek AB 2024-12-27  4,537% 7 350 748 7 425 000
Stadshypotek AB 2024-12-30  4,530% 9310 948 9 405 000
28 430 721 28 660 000
Varav kortfristig del 24 430 721 28 660 000

Lan som har slutférfallodag inom ett ar fran bokslutsdagen redovisas som kortfristiga skulder.
Bedomning om att redovisa den skulden som langfristig kan goras forst nar slutforfallodagen

har passerat och fortsatt belaning har bekraftats hos bank.

Ovriga noter

Not 11 Stallda sakerheter

2023-12-31 2022-12-31
Panter och dédrmed jamférliga sdkerheter som Inga Inga
har stdillts fér egna skulder och avsdttningar
Fastighetsinteckningar 57 500 000 57 500 000
Summa stallda sakerheter 57 500 000 57 500 000
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Underskrifter

Stockholm, den dag som framgar av respektive styrelseledamots elektroniska underskrift

Maria Gallego Mattsson Solveig Wahrman
Styrelseordforande Styrelseledamot
Britt-Marie Carlsson Kekonius Roger Rikkonen
Styrelseledamot Styrelseledamot
Patrycja Mucha Louise Ulvander
Styrelseledamot Styrelseledamot

Sara Fjelkman Bauhn
Styrelseledamot

Min revisionsberattelse har lamnats den dag som framgar av min elektroniska underskrift

David Walman
Revisor

Kommentar:
Bolagets resultat- och balansrakning blir foremal for faststallelse pa ordinarie arsstamma
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Sa tolkar du arsredovisningen

En bostadsrattsférening ska varje ar uppratta en
arsredovisning. Arsredovisningen bestér i regel av
en forvaltningsberattelse, foljd av resultatrakning,
balansrakning, noter och revisionsberattelse.

Att forsta alla begrepp som anvands i en arsredo-
visning ar ingen latt uppgift. Darfor forklarar vi har
arsredovisningens olika delar och viktiga begrepp
som férekommer i varje del.

Forvaltningsberattelse

| forvaltningsberattelsen informerar styrelsen om
de handelser som har varit av betydelse under
det gangna rékenskapsaret. Det kan handla om
allt fran utférda och planerade underhéallsarbeten
till medlemsférandringar. Styrelsen l1amnar aven
forslag till resultatdisposition, dvs. hur arets vinst
eller forlust ska hanteras.

Utover detta redovisas foreningens nyckeltali for-
valtningsberattelsen. Nyckeltal gér det mgjligt att
félja och analysera foreningens utveckling Over
tid. Sedvanliga nyckeltal ar nettoomsattning, re-
sultat efter finansiella poster och soliditet.

—  Netfoomsétining visar féreningens huvudsak-
liga verksamhetsintakter.
— Resultat efter finansiella poster visar resulta-

tet efter ranteintakter och rantekostnader.

— Soliditet visar hur stor andel av féreningens
tillgangar som finansieras med eget kapital.
Resten finansieras med lan.

Resultatrakning

Resultatrékningen visar féreningens intakter och
kostnader under verksamhetsaret. Om intakterna
har varit stoérre an kostnaderna uppstar ett 6ver-
skott. Har kostnaderna varit stérre an intéakterna
uppstar istallet ett underskott.

— Intdkter i en bostadsrattsférening bestar till
storsta delen av medlemmarnas arsavgifter och
eventuella hyresintakter for bostader, lokaler,
garage och parkeringar.

— Kostnader i en bostadsrattsforening bestar till
storsta delen av reparationer, underhall och
driftskostnader, sdsom el, vatten och fastig-
hetsskotsel.

— Avskrivningar ar kostnader som motsvarar
vardeminskning pa t.ex. féreningens fastig-
heter och inventarier. Avskrivingar gors for att
fordela kostnader pa flera ar.

— Rénfeintdkter visar arets intakter pa likvida
medel.

— Rdéntekostnader visar arets kostnader for for-
eningens lan.

- gy 9bLRAS 1 BuloeAIN IBpUNjULES R bf



xQ o
O -
[S2 N
D~ —
C:%l\
gﬁ
3 G
gm
SRS
O ©
S ©
© N
o D
o ok
L O
—
—
1
o
N Y
o o
<32
1]
o o
o <
~ L0
—
n O
L M
o O
N v
A A
= =

73
A
‘/4‘
&/

Balansrakning
Balansrakningen visar foreningens tillgangar och
skulder pa bokslutsdagen.

Tillgangar delas upp i anldggnings- och omsatt-
ningstillgangar.

— Anldggningstillgangar ar avsedda for lang-
varigt bruk. Den enskilt storsta tillgangen ar
foreningens fastighet. Det bokférda vardet ar
anskaffningskostnaden, inte marknadsvardet.

— Omsdéttningstillgangar ar alla tillgangar som
kan omvandlas till likvida medel inom ett ar.
Hit raknas t.ex. féreningens kassa, banktill-
gangar och upplupna intakter, dvs. intakter
som hor till rakenskapsaret men som inte har
inkommit per bokslutsdagen.

Eget kapital fordelas i bundet och fritt eget kapital.

— Bundet eget kapital ar de insatser och uppla-
telseavgifter som har inbetalats samt fastig-
hetens underhallsfond.

—  Frift eget kapital ar féreningens balanserade
resultat, dvs. tidigare ars vinster och forluster.

Skulder delas upp i lang- och kortfristiga skulder.

— Langfristiga skulder ar lan med loptider som
Overstiger ett ar, t.ex. foreningens fastighets-
lan.

— Kortfristiga skulder ar t.ex. kommande ars
amorteringar, eventuella skatteskulder och
upplupna kostnader, dvs. kostnader som hor
till rakenskapsaret men som annu inte har
fakturerats eller betalats.

Noter - tillaggsupplysningar

Noterna forklarar och utvecklar posterna i resul-
tat- och balansrakningen och ger darmed en batt-
re bild av féreningens ekonomiska stallning.

Panter och eventualforpliktelser

— Stdllda panter avser de pantbrev som har
ldmnats som sakerhet for foreningens lan. |
takt med att lan amorteras kan pantbrev ater-
lamnas eller nybelanas.

—  Eventualforpliktelser kan t.ex. vara borgens-
forbindelser som féreningen har atagit sig.

Revisionsberattelse

Foreningens bokslut och ekonomiska handlingar
granskas av en revisor som skriver den revisions-
berattelse som bilaggs arsredovisningen.
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REVISIONSBERATTELSE

Till foreningsstamman i Bostadsrattsforeningen Sobeln 1
769606-7771

Rapport om arsredovisningen

Vi har utfért en revision av arsredovisningen for Bostadsrattsféreningen Sobeln 1 for ar
2023.

Styrelsens ansvar fér 8rsredovisningen

Det &r styrelsen som har ansvaret for att uppréatta en arsredovisning som ger en rattvisande
bild enligt arsredovisningslagen och for den interna kontroll som styrelsen bedémer &r
nédvandig for att uppréatta en arsredovisning som inte innehdller vésentliga felaktigheter,
vare sig dessa beror pd oegentligheter eller pa fel.

Revisorns ansvar

Vart ansvar ar att uttala oss om arsredovisningen pa grundval av var revision. Detta kraver
att vi planerar och utfér revisionen for att uppna rimlig sidkerhet att arsredovisningen inte
innehaller vasentliga felaktigheter.

En revision innefattar att genom olika atgarder inhdmta revisionsbevis om belopp och annan
information i drsredovisningen. Revisorn valjer vilka atgarder som ska utféras, bland annat
genom att bedéma riskerna for véasentliga felaktigheter i drsredovisningen, vare sig dessa
beror pa oegentligheter eller pa fel. Vid denna riskbedémning beaktar revisorn de delar av
den interna kontrollen som &r relevanta for hur féreningen upprattar arsredovisningen for att
ge en rattvisande bild i syfte att utforma granskningsatgarder som &r &ndamalsenliga med
hansyn till omsténdigheterna, men inte i syfte att gora ett uttalande om effektiviteten i
foreningens interna kontroll. En revision innefattar ocksa en utvéardering av
andamalsenligheten i de redovisningsprinciper som har anvénts och av rimligheten i
styrelsens uppskattningar i redovisningen, liksom en utvardering av den évergripande
presentationen i arsredovisningen.

Vi anser att de revisionsbevis som har inhdmtat &r tillrdckliga och &ndamalsenliga som grund
for vart uttalanden.

Uttalanden

Enligt var uppfattning har drsredovisningen uppréttats i enlighet med arsredovisningslagen
och ger en i alla vasentliga avseenden rattvisande bild av féreningens finansiella stadllning
per 2023-12-31 och av dess finansiella resultat fér aret enligt arsredovisningslagen.
Forvaltningsberéttelsen &r forenlig med arsredovisningens 6vriga delar.

Vi tillstyrker darfoér att féreningsstamman faststéller resultatrakningen och balansrékningen.



Rapport om andra krav enligt lagar och andra forfattningar

Utdver var revision av arsredovisningen har vi dven utfért en revision av forslaget till
dispositioner betraffande féreningens vinst eller férlust samt styrelsens férvaltning fér
Bostadsrattsféreningen Sobeln 1 fér ar 2023.

Styrelsens ansvar

Det &r styrelsen som har ansvaret for forslaget till dispositioner betraffande féreningens
vinst eller forlust, och det ar styrelsen som har ansvaret for férvaltningen enligt
bostadsrattslagen.

Revisorns ansvar
Vart ansvar &r att med rimlig sékerhet uttala mig om férslaget till dispositioner betréffande
féreningens vinst eller férlust och om férvaltningen pa@ grundval av var revision.

Som underlag for vart uttalande om styrelsens forslag till dispositioner betréffande
féreningens vinst eller forlust har vi granskat om forslaget ar forenligt med
bostadsrattslagen.

Som underlag for vart uttalande om ansvarsfrihet har vi utdver revisionen av
arsredovisningen granskat vasentliga beslut, atgarder och férhallanden i féreningen for att
kunna bedéma om nagon styrelseledamot &r ersattningsskyldig mot féreningen. Vi har &ven
granskat om ndgon styrelseledamot pa annat satt har handlat i strid med bostadsréattslagen,
arsredovisningslagen eller féreningens stadgar.

Vi anser att de revisionsbevis som inhamtat ar tillréckliga och &ndamalsenliga som grund for
o
vara uttalanden.

Uttalanden
Vi tillstyrker att féreningsstdmman disponerar resultatet enligt forslaget i
forvaltningsberattelsen och beviljar styrelsens ledaméter ansvarsfrihet for rakenskapsaret.

Stockholm

Ravisor AB
David Walman
Revisor
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Brf Sobeln 1
769606-7771

Styrelsen for Brf Sobeln 1 (769606-7771) far harmed uppratta arsredovisning for rakenskapsaret 2023-
01-01-2023-12-31.

FORVALTNINGSBERATTELSE

Allmant om verksamheten

Foreningen har till &ndamal att framja medlemmarnas ekonomiska intresse genom att i féreningens hus
upplata bostadslagenheter under nyttjanderatt och utan tidsbegransning.

Bostadsrattsforeningen registrerades 2001-02-20. Foreningens nuvarande ekonomiska plan registrerades
2003-04-29 och nuvarande stadgar registrerades 2017-11-28. Foreningen har sitt sate i Lidingo kommun.

Foreningen ar ett privatbostadsforetag enligt inkomstskattelagen.

Foreningen ager fastigheten Sobeln 1 i Lidingd kommun, omfattande adresserna Kallangsvagen 7,9,11 /
Kallangsvagen 7-11. Sobeln 1 byggdes ar 1958.

Marken innehas med aganderatt.

| nedanstaende tabell specificeras innehavet:

Antal Benamning Total yta (kvm)
102 Lagenheter, bostadsratt 7 654

2 Lagenheter, hyresratt 120

9 Lokaler, hyresratt 66

53 Antal p-platser

17 Antal garage

17 garageplatser varav 2 st ar for MC/moped och hyrs ut till medlemmar och hyresgaster.

Fastigheten &r fullvardesforsakrad i Protector Forsakring ASA. | forsakringen ingar momenten
styrelseansvar samt forsakring mot ohyra. Forsakringen inkluderar bostadsrattstillagg.

Ordinarie féreningsstamma agde rum 2023-05-23. Pa stamman deltog 26 medlemmar.

Styrelsen har utgjorts av:

Namn Roll

Maria Gallego Mattsson Ordforande
Louise Ulvander Kassor

Sara Fjelkman Sekreterare
Solveig Wahrman Ledamot
Roger Rikkonen Ledamot
Britt-Marie Carlsson Kekonius Ledamot
Carl Lindbo Suppleant
ULlf Pettersson Suppleant
Birger Thorn Suppleant

Patrycja Mucha

Vice ordforande
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Foreningens firma tecknas av Maria Gallego Mattsson, Patrycja Mucha, Louise Ulvander, Sara Fjelkman,
Solveig Wahrman, Roger Rikkonen och Britt-Marie Carlsson Kekonius.

Ovrig information om kontaktpersoner och hur foreningens firma tecknas

Foreningens firma tecknas av tva styrelseledaméter i forening.
Styrelsen har under verksamhetsaret haft 12 protokollférda sammantraden.
Revisor har varit David Walman/Ravisor AB.

Valberedningen har utgjorts av Victoria Danielsson och Linn Bengtsson.

Genomforda storre underhalls- och investeringsatgarder over aren
Ar Atgard

2023 Renovering av kallare i hus 11. Nya skogaller i samtliga
entréer. Utbyte av brandluckor. Nya armaturer i
Skyddsrummen. Ventilationsarbeten.

2022 Fonsterbyte i foreningens samtliga utrymmen och byte av
balkongdorrar. Injustering OVK. Upprustning och
besiktning av Skyddsrummen i samtliga hus. Asfaltering
och arbeten efter dranering runt hus 7. Renovering av
kallare och Aktivitetsrum i hus 7. Installation av
laddstolpar till elbilar. Nya cykelstall vid hus 11 och 7.

2021 Byte av entrédérrar i samtliga hus. Rensning av ror infor
OVK. Renovering av tvattstugan. Bastubygge. Renovering
av Klubbrummet. Forbattring av Lokalen. Renovering av
gemensam wc i hus 11. Dranering hus 7. Atgérd avrinning
vatten vid hus 7. Ny LED-belysning pa vindar.

2020 Installation av nytt lassystem, nya flaktar pa vindarna
och kallare, rensning av ventilationsror i lagenheterna,
nya tak pa samtliga hus.

2019 Nya p-platser. Aktivitetsrum, gym och motesrum.
Reviderad underhallsplan. Nodljusarmaturer pa vindarna.

2018 Injustering varmesystemet. Luftflodesmatning av
ventilationssystemet. Ny underhallsplan.

2017 Komplettering nodbelysning/skyltning. Forbattring av

snorasskydd och sakerhet vid takarbeten. Staket runt hus
7. Ny ventil till undercentralen.

2016 Renovering tak och piskbalkonger. Relining
dagvattenstammar. Nodbelysning.
2015 Asfaltering. Ny varmepump och avgasare samt

prognosstyrd uppvarmning. Ny tvattstugeutrustning.
Forbattrad taksakerhet. Renovering av hussocklar.
2014 Dranering husgrund Kallangsvagen 7.
2013 Snorasskydd over samtliga balkongtak.





Brf Sobeln 1 3(17)
769606-7771

2012 Stambyte och indragning av ny el. Installation av
fibernat.

2006 Byte, forstoring samt inglasning av balkonger.

2003 Renovering av hissar.

Storre framtida planerade underhall
Ar Atgard

2024 Stanga av oljeavskiljare vid hus 11 och 9.
Ventilationsarbeten i lagenheter och i husen. Uppdatera
undercentralen bl.a. genom att byta ut
fjarrvarmecentralen. Uppdatera sensorer for
prognosstyrd varme. Installera brandvarnare med
varningslampor langst in i kallarna i hus 7 och hus 11.

2025-2027 Nya garageportar. Solceller. Flaktar (etapp 2) med
atervinning av varme. Renovering av kallaren i hus 9.

Arsavgifter

Under nésta ar planerar foreningen i nulaget ingen ytterligare avgiftsforandring.

Medlemsinformation

Vid arets borjan var antalet medlemmar 146 st. Under aret har 10 tillkommit samt 10 avgatt. Vid arets
slut var darmed antalet medlemmar 146 st.

Avtal

Foreningens avtal under aret:

Avtalstyp Leverantor

Ekonomisk forvaltning Fastighetsagarna Service Stockholm AB
Fastighetsskotsel BK Fastighetsservice

Vasentliga handelser under rakenskapsaret

Styrelsen har under 2023 arbetat for att som fastighetsagare styra, forvalta och utveckla foreningens
egendom for hallbar och kollektiv medlemsnytta utifran stadgar och underhallsplan.

Pa grund av det ekonomiska varldslaget och bland annat férhéjda rantor, har styrelsen beslutat att
avvakta med storre projekt detta ar och istéllet arbeta vidare med de projekt vi har och avsluta dem.

Ekonomisk forvaltning:

Vi har i flera ars tid haft Fastighetsdgarna som ekonomisk forvaltare. Styrelsen valde att ta in offerter
fran tre andra foretag for ekonomisk forvaltning och valde Nabo. Nabo &r ny ekonomisk forvaltare fran
och med 1 januari 2024.
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Ny revisor:
Vi bytte revisor da Grand Thornton inte langre gor revision for bostadsrattsforeningar. Var nya revisor
heter Ravisor.

Renovering av kallare i hus 11:
Kallarutrymmen i hus 11 renoverades. Malning av vaggar, dorrar och golv utfordes.

Nya skogaller:

Eftersom de gamla skogallren framfor entréerna var trasiga valde vi att installera nya skogaller i
samtliga entréer. Vi var dock inte néjda med resultatet och tog darfor in ett annat foretag for att
installera ordentliga skogaller med passande granitsten runt.

Brandskyddsbesiktning:

Brandskyddsbesiktning gjordes av Brandsakra. Vi fick god respons av dem for vart systematiska
brandskyddsarbete. Vissa atgarder behovde dock vidtas, bland annat utbyte av brandluckor som
genomférdes under aret. Styrelsen gar brandskyddsinspektioner i samtliga hus var 3:e manad och ser da
over de flesta utrymmen pa vindar, trappor och kallare och arbetar i férebyggande syfte for att undvika
uppkomst av brand.

Skyddsrummen:
Samtliga skyddsrum aterstalldes 2022. Under 2023 har vi dock installerat nya armaturer i skyddsrummen
for korrekt funktion vid behov av anvandning.

Ventilationsarbeten:

Efterarbeten utforda av Franska bukten efter besiktning och planering infor framtida arbeten
kommande ar for besparing av kostnader for fjarrvarme. Arbetet bestar av 3 delar:

- Installation av kolfilterflakt: 8 lagenheter saknar kolfilterflakt vilket behdver atgardas. Boende betalar
sjalva for den flakt de viljer samt arbete for det. Atgird sker under 2024.

- Byta ut fjarrvarmecentralen i undercentralen. Arbetet planeras for 2024.

- Planering for forberedelse for fortsatt arbete med lackage fran franluftkanalerna. Dessa gar fran
lagenheterna till vinden i horisontell linje under golvet i vinden och fram till flaktrummet. | den sista
delen av franluftskanalerna som gar under golvet pa vinden har det i hus 9 och 11 konstaterats
otdtheter. Detta behover vi atgarda for att fa godkand OVK.

Prognosstyrd varme:
Vi har under aret haft kontakt med Kiona for att byta ut sensorerna for prognosstyrd varme da dessa ar
gamla och flera ar trasiga. Arbetet sker under 2024.

Projekt oljeavskiljare:

Se tidigare arsredovisning och stammoprotokoll fér mer info. Vi har tva oljeavskiljare som &r trasiga och
behover atgardas. Vi har under aret kontaktat konsult pa Nabo for vidare vagledning i detta. Det &r nu
konfirmerat att vi inte behover ha oljeavskiljare utan dessa kan tommas och sattas igen men att
garagen ska ha plomberade avlopp och vattenkranar. Detta atgardas under 2024.

Staddagar och tradgardsarbete:

Styrelsen anordnade tva staddagar under aret liksom tidigare under var och host. Diverse
tradgardsarbeten atgardades. Styrelsen har tagit in foretag for att hjalpa till med grasklippningen pa
var tomt. Cykelinventering gjordes. Staket atgardades for p-platserna mot hus 7 pa grund av att
billampor lyste in till boende.
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BRF-fest:
Var forening fyllde 20 ar och Styrelsen anordnade en fest pa garden for samtliga i féreningen dar vi bjod

pa mat och dryck.

Sakerhet:
Vi har diskuterat moéjligheter till 6vervakning pa var tomt efter handelser som skett pa Naset. Vi har
aven diskuterat mojligheter att inforskaffa en hjartstartare.

Information till boende:
Regelbunden information ges via infobrev i portar och hissar, i boendes brevlada samt pa var hemsida.
Vi har under aret uppdaterat och delat ut vara Trivselregler till samtliga boende.

Vasentliga handelser efter rakenskapsaret

Efter rakenskapsarets slut har inga vasentliga handelser skett.

Styrelsens kommentar till arets forlust

Arets negativa resultat beror i férsta hand pa stora avskrivningskostnader som inte paverkar féreningens
likviditet.
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Ekonomi
Flerarsoversikt

2023 2022 2021 2020
Nettoomsattning (tkr) 5594 5468 5497 5428
Resultat efter fin. poster (tkr) -447 -8 797 -909 -568
Soliditet (%) 76 75,8 79,8 80
Arsavgifter kr/kvm 651 632 623 611
Skuldsattning kr/kvm totalyta 3449 3477 2 976 3003
Skuldsattning kr/kvm brf yta 3714 3744 3174 3203
Rantekanslighet % 6 6 5 5
Energikostnad kr/kvm 180 176 170 138
Sparande per kvm 175 161 248 302
av totala rorelseintakter (%) 83 88 82 81

Yta hamtad fran fastighetstaxering 2019 samt 2022 for berakning av nyckeltal.

Se not 1 for definition av nyckeltal.

Fordndringar i eget kapital
Upp-  Fond for

Medlems ldtelse- yttre Balanserat Arets

-insatser avgifter underhdll resultat  resultat Summa
Belopp vid
arets ingang 77 629 465 25252024 3177728 -2 344 487 -8 796 824 94 917 906

Resultatdisposition enl
foreningsstdmman

Forandring av fond

for yttre underhall -71 989 71989

Balanseras i ny

rakning -8 796 824 8796 824

Arets resultat -447 373 -447 372
Belopp vid

arets utgang 77 629 465 25252024 3105739 -11069 322 -447 373 94 470 534
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Resultatdisposition

Belopp i kr
Forslag till resultatdisposition
Foreningsstamman har att ta stallning till:
Balanserat resultat -11 069 322
Arets resultat -447 372
Totalt -11 516 694
Styrelsen foresldr av medlen
disponeras enligt foljande:
Reservering fond for yttre underhall 1247 320
Inasprakstagande av fond for yttre underhall -475 930
Balanseras i ny rakning -12 288 084
Totalt -11 516 694

Foreningens resultat och stallning framgar av efterfoljande resultat- och balansrakningar med noter.
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Resultatrakning
Belopp i kr Not 2023-01-01- 2022-01-01-
2023-12-31 2022-12-31
Rorelseintdkter
Nettoomsattning 2 5594 252 5 467 891
Ovriga rorelseintakter 3 403 877 42 278
Summa rorelseintakter 5998 129 5510 169
Rorelsekostnader
Drift- och fastighetskostnader 4 -3 430 604 -12 091 555
Ovriga externa kostnader 5 -119 105 -85 309
Personalkostnader och arvoden 6 -323 354 -323 035
Avskrivningar av materiella anlaggningstillgangar -1 414 680 -1 401 265
Summa rorelsekostnader -5 287 743 -13 901 164
Rorelseresultat 710 386 -8 390 995
Finansiella poster
Ovriga ranteintakter och liknande resultatposter 17 668 1131
Rantekostnader och liknande resultatposter -1.175 427 -406 960
Summa finansiella poster -1 157 759 -405 829
Resultat efter finansiella poster -447 373 -8 796 824
Resultat fore skatt -447 373 -8 796 824
Arets resultat -447 373 -8 796 824
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Balansrakning

Belopp i kr Not 2023-12-31 2022-12-31
TILLGANGAR

Anlaggningstillgangar

Materiella anldggningstillgangar

Byggnader och mark 7 122 397 518 123 785 366
Inventarier, maskiner och installationer 8 228 094 254 926
Summa materiella anlaggningstillgangar 122 625 612 124 040 292
Summa anlaggningstillgangar 122 625 612 124 040 292
Omsattningstillgangar

Kortfristiga fordringar

Kundfordringar 1 469 6 231
Ovriga fordringar 9 1486 217 1 055 335
Forutbetalda kostnader och upplupna intakter 210 249 66 304
Summa kortfristiga fordringar 1697 935 1127 870
Summa omsattningstillgangar 1697 935 1127 870
SUMMA TILLGANGAR 124 323 547 125 168 162
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Balansrakning
Belopp i kr Not 2023-12-31 2022-12-31
EGET KAPITAL OCH SKULDER
Eget kapital
Bundet eget kapital
Medlemsinsatser 102 881 489 102 881 489
Fond for yttre underhall 3105 739 3177 728
Summa bundet eget kapital 105 987 228 106 059 217
Fritt eget kapital
Balanserat resultat -11 069 322 -2 344 487
Arets resultat -447 373 -8 796 824
Summa fritt eget kapital -11 516 695 -11 141 311
Summa eget kapital 94 470 533 94 917 906
Langfristiga skulder
Ovriga skulder till kreditinstitut 10 4 000 000
Summa langfristiga skulder 4 000 000
Kortfristiga skulder
Skulder till kreditintitut 10 24 430 721 28 660 000
Leverantorsskulder 598 382 274 354
Skatteskulder 360 712 346 752
Ovriga skulder 80 444 43 486
Upplupna kostnader och forutbetalda intakter 382 755 925 664
Summa kortfristiga skulder 25 853 014 30 250 256
SUMMA EGET KAPITAL OCH SKULDER 124 323 547 125 168 162
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Kassaflodesanalys

2023-01-01- 2022-01-01-
Belopp i kr 2023-12-31 2022-12-31
Den |opande verksamheten
Rorelseresultat 710 386 -8 390 995
Avskrivningar 1414 680 1 401 265
Erlagd ranta och ranteintakter -1157 759 -405 829

967 307 -7 395 559

Kassaflode fran den lopande verksamheten fore 967 307 -7 395 559
forandringar av rorelsekapital
Kassaflode fran fordndringar i rorelsekapital
Okning(-)/Minskning (+) av kundfordringar 4762 -5732
Okning(-)/Minskning (+) av ovriga kortfristiga fordringar -37 353 -184 607
Okning(+)/Minskning (-) av leverantorsskulder 324 028 -171 903
Okning(+)/Minskning (-) av ovr. kortfristiga skulder -496 760 116 023
Kassaflode fran den lopande verksamheten 761 984 -7 641 778
Investeringsverksamheten
Forvarv av immateriella anlaggningstillgangar -268 342
Kassaflode fran investeringsverksamheten - -268 342
Finansieringsverksamheten
Upptagna nya langfristiga lan - 3982 500
Amortering av laneskulder -229 279 -
Kassaflode fran finansieringsverksamheten -229 279 3982 500
Arets kassaflode 532 705 -3 927 620
Likvida medel vid arets borjan 874 432 4 802 052
Likvida medel vid arets slut 1407 137 874 432
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Noter

Not 1 Redovisningsprinciper

Allmanna Redovisningsprinciper

Arsredovisningen &r uppriattad i enlighet med arsredovisningslagen och BFNAR 2016:10
Bokforingsnamndens allmanna rad om arsredovisning i mindre mindre foretag (K2). Om inte annat
framgar ar varderingsprinciperna oférandrade i jamforelse med foregaende ar.

Definition av nyckeltal:

Nettoomsattning
Rorelsens huvudintakter, fakturerade kostnader, sidointakter samt intaktskorrigeringar

Resultat efter finansiella poster
Resultat efter finansiella intakter och kostnader, men fore skatter

Soliditet
Totalt eget kapital / Totala tillgangar

Arsavgift per kvm BR-yta
Totala arsavgifter per kvm total boyta (Bostadsrattsytan)

Skuldsattning
Totala rantebarande skulder per kvm total yta (boyta + lokalyta)
Totala rantebarande skulder per kvm total bostadsrattsyta

Sparande
Arets resultat + summan av avskrivningar + summan av kostnadsfort/planerat underhall per kvm
total yta (boyta + lokalyta)

Rantekanslighet
1 procentenhets ranteforandring av de totala rantebarande skulderna delat med de totala
arsavgifterna

Energikostnad
Totala kostnader for vatten + varme + el per kvm total yta (boyta + lokalyta)

Arsavgifternas andel i procent av totala rérelseintakter
Arsavgifter/totala intikter

Redovisning av intakter
Arsavgifter och hyror aviseras i férskott men redovisas sa att endast den del som beldper pa
rakenskapsaret redovisas som intakt.

Skatt
Bostadsrattsforeningars ranteintakter som ar hanforliga till fastigheten ar skattefria. Om det
forekommer verksamheter som inte avser fastighetsforvaltning sker beskattning med 20,6 procent.
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Anlaggningstillgangar

Materiella anlaggningstillgangar vérderas till anskaffningsvarde minskat med ackumulerade
avskrivningar. Avskrivningar sker systematiskt under den bedomda nyttjandetiden. Foljande
avskrivningar uttryckt i procent och ar tillampas.

Anldggningstillgangar % per ar Nyttjandeperiod (i ar)
Byggnad 1,0 100 ar
Ombyggnad sophus 5,0 20 ar
Ombyggnad balkonger 2,0 50 ar
Stambyte 2,0 50 ar
Maskiner och inventarier 20,0 5 ar
P-platser 2,5 40 ar

Ovriga tillgdngar och skulder

Tillgangar och skulder har varderats till anskaffningsvarde om inte annat anges. Fordringar har, efter
individuell bedomning, tagits upp till de belopp varmed de beraknas inflyta. Likvida placeringar
varderas till det lagsta av anskaffningsvardet och det verkliga vardet.

Fond for yttre underhall

Avsattning till och uttag ur fonden gors i enlighet med foreningens stadgar. Avsattning enligt plan
och ianspraktagande for genomforda atgarder sker genom overforing mellan fritt och bundet eget
kapital. Arets underhallskostnader redovisas i resultatrikningen inom arets resultat.

Noter till resultatrakning

Not 2 Nettoomsattning

2023 2022
Arsavgifter 4986 350 4 840 968
Hyror 607 881 613 755
Ovriga hyresintikter 21 13 168
5594 252 5 467 891

Not 3 Ovriga rorelseintakter
2023 2022
Overlatelseavgifter 9 080 12 008
Pantsattningsavgifter 8 757 13930
Overnattningsliagenhet 19 500 15 250
Paminnelseavgifter 2 280 840
Ovrigt 364 260 250

Summa 403 877 42 278
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Not 4 Drift- och fastighetskostnader

2023 2022
Drift
Fastighetsskotsel 116 473 153 326
Stadning 121 972 86 231
Tillsyn, besiktning, kontroller 39 517 102 133
Tradgardsskotsel 43 562 8 496
Snorojning 142 550 156 325
Reparationer 166 917 552 897
El 273 468 346 334
Uppvarmning 1043 929 944 784
Vatten 164 525 162 755
Sophamtning 107 314 165 285
Forsakringspremie 172 533 64 547
Fastighetsavgift bostader 165 256 157 977
Fastighetsskatt lokaler 18 740 18 739
Ovriga fastighetskostnader 58 499 115 208
Kabel-tv/Bredband/IT 75 397 96 663
Forvaltningsarvode ekonomi 190 472 180 779
Ekonomisk forvaltning utover avtal 7 874 12 612
Panter och overlatelser 28 510 20 064
Juridiska atgarder - 8 655
Ovriga externa tjanster 17 166 13 698
2 954 674 3 367 508
Underhall
Gemensamma utrymmen 225 663 266 675
Tvattstuga 12 469
Installationer 18 125
Brandskydd 73 353
Ventilation 13 625 328 283
Hissar 67 055
Fonster 6 960 606
Mark 137 500
Port/entré 74 373 26 800
Ovrigt 82 745 912 705
475 930 8 724 047
Totalsumma drift- och fastighetskostnader 3 430 604 12 091 555
Not 5 Ovriga externa kostnader
2023 2022
Porto / Telefon 31097 2 448
Konsultarvode 49 783 42 754
Besiktnings- och utredningskostnader - 3688
Revisionarvode 38 225 36 419
Summa 119 105 85 309





Bostadsrattsforeningen Sobeln 1
769606-7771

Not 6 Loner, arvoden och sociala kostnader

15(17)

2023 2022
Styrelsearvode 250 000 250 000
Sociala kostnader 73 354 73 035
323 354 323 035
Foreningen har ej nagra anstallda likt foregaende ar.
Noter till balansrakning
Not 7 Byggnader och mark
2023-12-31 2022-12-31
Ackumulerade anskaffningsvarden:
Vid arets boérjan
-Byggnad 100 778 814 100 778 814
-Mark 39 883735 39 883735
-Markanlaggning 446 546 446 546
141 109 095 141 109 095
Ackumulerade avskrivningar enligt plan:
-Vid arets boérjan -17 323 729 -15 935 881
-Arets avskrivning enligt plan -1 387 848 -1 387 848
-18 711 577 -17 323 729
Redovisat varde vid arets slut 122 397 518 123 785 366
Taxeringsvarde
Byggnader 91 940 000 91 940 000
Mark 97 934 000 97 934 000
189 874 000 189 874 000
Bostader 188 000 000 188 000 000
Lokaler 1 874 000 1 874 000
189 874 000 189 874 000
Not 8 Inventarier, maskiner och installationer
2023-12-31 2022-12-31
Ackumulerade anskaffningsvarden:
-Vid arets boérjan 390 056 121 713
-Nyanskaffningar - 268 343
390 056 390 056
Ackumulerade avskrivningar enligt plan:
-Vid arets boérjan -135 130 -121 713
-Arets avskrivning enligt plan -26 832 -13 417
-161 962 -135 130
Redovisat varde vid arets slut 228 094 254 926





Bostadsrattsforeningen Sobeln 1
769606-7771

Not 9 Ovriga fordringar
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2023-12-31 2022-12-31
Avrakningskonto SHB Fastighetsagarna 1407 137 874 432
Skattekonto 78 970 180 903
Ovriga korfristiga fordringar 110 -
1486 217 1 055 335

Not 10 Skulder till kreditinstitut
Konvertering/ Skuldbelopp Skuldbelopp
Ldnegivare Slutbetalning  Rdnta 2023-12-31 2022-12-31
Stadshypotek AB 2025-04-30 2,730% 4 000 000 4 000 000
Stadshypotek AB 2024-01-17  4,868% 6 878 025 6 930 000
Stadshypotek AB 2024-12-05  4,532% 891 000 900 000
Stadshypotek AB 2024-12-27  4,537% 7 350 748 7 425 000
Stadshypotek AB 2024-12-30  4,530% 9310 948 9 405 000
28 430 721 28 660 000
Varav kortfristig del 24 430 721 28 660 000

Lan som har slutférfallodag inom ett ar fran bokslutsdagen redovisas som kortfristiga skulder.
Bedomning om att redovisa den skulden som langfristig kan goras forst nar slutforfallodagen

har passerat och fortsatt belaning har bekraftats hos bank.

Ovriga noter

Not 11 Stallda sakerheter

2023-12-31 2022-12-31
Panter och dédrmed jamférliga sdkerheter som Inga Inga
har stdillts fér egna skulder och avsdttningar
Fastighetsinteckningar 57 500 000 57 500 000
Summa stallda sakerheter 57 500 000 57 500 000
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Underskrifter

Stockholm, den dag som framgar av respektive styrelseledamots elektroniska underskrift

Maria Gallego Mattsson Solveig Wahrman
Styrelseordforande Styrelseledamot
Britt-Marie Carlsson Kekonius Roger Rikkonen
Styrelseledamot Styrelseledamot
Patrycja Mucha Louise Ulvander
Styrelseledamot Styrelseledamot

Sara Fjelkman Bauhn
Styrelseledamot

Min revisionsberattelse har lamnats den dag som framgar av min elektroniska underskrift

David Walman
Revisor

Kommentar:
Bolagets resultat- och balansrakning blir foremal for faststallelse pa ordinarie arsstamma
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Sa tolkar du arsredovisningen

En bostadsrattsférening ska varje ar uppratta en
arsredovisning. Arsredovisningen bestér i regel av
en forvaltningsberattelse, foljd av resultatrakning,
balansrakning, noter och revisionsberattelse.

Att forsta alla begrepp som anvands i en arsredo-
visning ar ingen latt uppgift. Darfor forklarar vi har
arsredovisningens olika delar och viktiga begrepp
som férekommer i varje del.

Forvaltningsberattelse

| forvaltningsberattelsen informerar styrelsen om
de handelser som har varit av betydelse under
det gangna rékenskapsaret. Det kan handla om
allt fran utférda och planerade underhéallsarbeten
till medlemsférandringar. Styrelsen l1amnar aven
forslag till resultatdisposition, dvs. hur arets vinst
eller forlust ska hanteras.

Utover detta redovisas foreningens nyckeltali for-
valtningsberattelsen. Nyckeltal gér det mgjligt att
félja och analysera foreningens utveckling Over
tid. Sedvanliga nyckeltal ar nettoomsattning, re-
sultat efter finansiella poster och soliditet.

—  Netfoomsétining visar féreningens huvudsak-
liga verksamhetsintakter.
— Resultat efter finansiella poster visar resulta-

tet efter ranteintakter och rantekostnader.

— Soliditet visar hur stor andel av féreningens
tillgangar som finansieras med eget kapital.
Resten finansieras med lan.

Resultatrakning

Resultatrékningen visar féreningens intakter och
kostnader under verksamhetsaret. Om intakterna
har varit stoérre an kostnaderna uppstar ett 6ver-
skott. Har kostnaderna varit stérre an intéakterna
uppstar istallet ett underskott.

— Intdkter i en bostadsrattsférening bestar till
storsta delen av medlemmarnas arsavgifter och
eventuella hyresintakter for bostader, lokaler,
garage och parkeringar.

— Kostnader i en bostadsrattsforening bestar till
storsta delen av reparationer, underhall och
driftskostnader, sdsom el, vatten och fastig-
hetsskotsel.

— Avskrivningar ar kostnader som motsvarar
vardeminskning pa t.ex. féreningens fastig-
heter och inventarier. Avskrivingar gors for att
fordela kostnader pa flera ar.

— Rénfeintdkter visar arets intakter pa likvida
medel.

— Rdéntekostnader visar arets kostnader for for-
eningens lan.
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Balansrakning
Balansrakningen visar foreningens tillgangar och
skulder pa bokslutsdagen.

Tillgangar delas upp i anldggnings- och omsatt-
ningstillgangar.

— Anldggningstillgangar ar avsedda for lang-
varigt bruk. Den enskilt storsta tillgangen ar
foreningens fastighet. Det bokférda vardet ar
anskaffningskostnaden, inte marknadsvardet.

— Omsdéttningstillgangar ar alla tillgangar som
kan omvandlas till likvida medel inom ett ar.
Hit raknas t.ex. féreningens kassa, banktill-
gangar och upplupna intakter, dvs. intakter
som hor till rakenskapsaret men som inte har
inkommit per bokslutsdagen.

Eget kapital fordelas i bundet och fritt eget kapital.

— Bundet eget kapital ar de insatser och uppla-
telseavgifter som har inbetalats samt fastig-
hetens underhallsfond.

—  Frift eget kapital ar féreningens balanserade
resultat, dvs. tidigare ars vinster och forluster.

Skulder delas upp i lang- och kortfristiga skulder.

— Langfristiga skulder ar lan med loptider som
Overstiger ett ar, t.ex. foreningens fastighets-
lan.

— Kortfristiga skulder ar t.ex. kommande ars
amorteringar, eventuella skatteskulder och
upplupna kostnader, dvs. kostnader som hor
till rakenskapsaret men som annu inte har
fakturerats eller betalats.

Noter - tillaggsupplysningar

Noterna forklarar och utvecklar posterna i resul-
tat- och balansrakningen och ger darmed en batt-
re bild av féreningens ekonomiska stallning.

Panter och eventualforpliktelser

— Stdllda panter avser de pantbrev som har
ldmnats som sakerhet for foreningens lan. |
takt med att lan amorteras kan pantbrev ater-
lamnas eller nybelanas.

—  Eventualforpliktelser kan t.ex. vara borgens-
forbindelser som féreningen har atagit sig.

Revisionsberattelse

Foreningens bokslut och ekonomiska handlingar
granskas av en revisor som skriver den revisions-
berattelse som bilaggs arsredovisningen.
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Styrelsen for Brf Sobeln 1 (769606-7771) far harmed uppratta arsredovisning for rakenskapsaret 2023-
01-01-2023-12-31.

FORVALTNINGSBERATTELSE

Allmant om verksamheten

Foreningen har till &ndamal att framja medlemmarnas ekonomiska intresse genom att i féreningens hus
upplata bostadslagenheter under nyttjanderatt och utan tidsbegransning.

Bostadsrattsforeningen registrerades 2001-02-20. Foreningens nuvarande ekonomiska plan registrerades
2003-04-29 och nuvarande stadgar registrerades 2017-11-28. Foreningen har sitt sate i Lidingo kommun.

Foreningen ar ett privatbostadsforetag enligt inkomstskattelagen.

Foreningen ager fastigheten Sobeln 1 i Lidingd kommun, omfattande adresserna Kallangsvagen 7,9,11 /
Kallangsvagen 7-11. Sobeln 1 byggdes ar 1958.

Marken innehas med aganderatt.

| nedanstaende tabell specificeras innehavet:

Antal Benamning Total yta (kvm)
102 Lagenheter, bostadsratt 7 654

2 Lagenheter, hyresratt 120

9 Lokaler, hyresratt 66

53 Antal p-platser

17 Antal garage

17 garageplatser varav 2 st ar for MC/moped och hyrs ut till medlemmar och hyresgaster.

Fastigheten &r fullvardesforsakrad i Protector Forsakring ASA. | forsakringen ingar momenten
styrelseansvar samt forsakring mot ohyra. Forsakringen inkluderar bostadsrattstillagg.

Ordinarie féreningsstamma agde rum 2023-05-23. Pa stamman deltog 26 medlemmar.

Styrelsen har utgjorts av:

Namn Roll

Maria Gallego Mattsson Ordforande
Louise Ulvander Kassor

Sara Fjelkman Sekreterare
Solveig Wahrman Ledamot
Roger Rikkonen Ledamot
Britt-Marie Carlsson Kekonius Ledamot
Carl Lindbo Suppleant
ULlf Pettersson Suppleant
Birger Thorn Suppleant

Patrycja Mucha

Vice ordforande
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Foreningens firma tecknas av Maria Gallego Mattsson, Patrycja Mucha, Louise Ulvander, Sara Fjelkman,
Solveig Wahrman, Roger Rikkonen och Britt-Marie Carlsson Kekonius.

Ovrig information om kontaktpersoner och hur foreningens firma tecknas

Foreningens firma tecknas av tva styrelseledaméter i forening.
Styrelsen har under verksamhetsaret haft 12 protokollférda sammantraden.
Revisor har varit David Walman/Ravisor AB.

Valberedningen har utgjorts av Victoria Danielsson och Linn Bengtsson.

Genomforda storre underhalls- och investeringsatgarder over aren
Ar Atgard

2023 Renovering av kallare i hus 11. Nya skogaller i samtliga
entréer. Utbyte av brandluckor. Nya armaturer i
Skyddsrummen. Ventilationsarbeten.

2022 Fonsterbyte i foreningens samtliga utrymmen och byte av
balkongdorrar. Injustering OVK. Upprustning och
besiktning av Skyddsrummen i samtliga hus. Asfaltering
och arbeten efter dranering runt hus 7. Renovering av
kallare och Aktivitetsrum i hus 7. Installation av
laddstolpar till elbilar. Nya cykelstall vid hus 11 och 7.

2021 Byte av entrédérrar i samtliga hus. Rensning av ror infor
OVK. Renovering av tvattstugan. Bastubygge. Renovering
av Klubbrummet. Forbattring av Lokalen. Renovering av
gemensam wc i hus 11. Dranering hus 7. Atgérd avrinning
vatten vid hus 7. Ny LED-belysning pa vindar.

2020 Installation av nytt lassystem, nya flaktar pa vindarna
och kallare, rensning av ventilationsror i lagenheterna,
nya tak pa samtliga hus.

2019 Nya p-platser. Aktivitetsrum, gym och motesrum.
Reviderad underhallsplan. Nodljusarmaturer pa vindarna.

2018 Injustering varmesystemet. Luftflodesmatning av
ventilationssystemet. Ny underhallsplan.

2017 Komplettering nodbelysning/skyltning. Forbattring av

snorasskydd och sakerhet vid takarbeten. Staket runt hus
7. Ny ventil till undercentralen.

2016 Renovering tak och piskbalkonger. Relining
dagvattenstammar. Nodbelysning.
2015 Asfaltering. Ny varmepump och avgasare samt

prognosstyrd uppvarmning. Ny tvattstugeutrustning.
Forbattrad taksakerhet. Renovering av hussocklar.
2014 Dranering husgrund Kallangsvagen 7.
2013 Snorasskydd over samtliga balkongtak.
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2012 Stambyte och indragning av ny el. Installation av
fibernat.

2006 Byte, forstoring samt inglasning av balkonger.

2003 Renovering av hissar.

Storre framtida planerade underhall
Ar Atgard

2024 Stanga av oljeavskiljare vid hus 11 och 9.
Ventilationsarbeten i lagenheter och i husen. Uppdatera
undercentralen bl.a. genom att byta ut
fjarrvarmecentralen. Uppdatera sensorer for
prognosstyrd varme. Installera brandvarnare med
varningslampor langst in i kallarna i hus 7 och hus 11.

2025-2027 Nya garageportar. Solceller. Flaktar (etapp 2) med
atervinning av varme. Renovering av kallaren i hus 9.

Arsavgifter

Under néasta ar planerar foreningen i nulaget ingen ytterligare avgiftsforandring.

Medlemsinformation

Vid arets borjan var antalet medlemmar 146 st. Under aret har 10 tillkommit samt 10 avgatt. Vid arets
slut var darmed antalet medlemmar 146 st.

Avtal

Foreningens avtal under aret:

Avtalstyp Leverantor

Ekonomisk forvaltning Fastighetsagarna Service Stockholm AB
Fastighetsskotsel BK Fastighetsservice

Vasentliga handelser under rakenskapsaret

Styrelsen har under 2023 arbetat for att som fastighetsagare styra, forvalta och utveckla foreningens
egendom for hallbar och kollektiv medlemsnytta utifran stadgar och underhallsplan.

Pa grund av det ekonomiska varldslaget och bland annat férhéjda rantor, har styrelsen beslutat att
avvakta med storre projekt detta ar och istéllet arbeta vidare med de projekt vi har och avsluta dem.

Ekonomisk forvaltning:

Vi har i flera ars tid haft Fastighetsdgarna som ekonomisk forvaltare. Styrelsen valde att ta in offerter
fran tre andra foretag for ekonomisk forvaltning och valde Nabo. Nabo &r ny ekonomisk forvaltare fran
och med 1 januari 2024.
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Ny revisor:
Vi bytte revisor da Grand Thornton inte langre gor revision for bostadsrattsforeningar. Var nya revisor
heter Ravisor.

Renovering av kallare i hus 11:
Kallarutrymmen i hus 11 renoverades. Malning av vaggar, dorrar och golv utfordes.

Nya skogaller:

Eftersom de gamla skogallren framfor entréerna var trasiga valde vi att installera nya skogaller i
samtliga entréer. Vi var dock inte néjda med resultatet och tog darfor in ett annat foretag for att
installera ordentliga skogaller med passande granitsten runt.

Brandskyddsbesiktning:

Brandskyddsbesiktning gjordes av Brandsakra. Vi fick god respons av dem for vart systematiska
brandskyddsarbete. Vissa atgarder behovde dock vidtas, bland annat utbyte av brandluckor som
genomférdes under aret. Styrelsen gar brandskyddsinspektioner i samtliga hus var 3:e manad och ser da
over de flesta utrymmen pa vindar, trappor och kallare och arbetar i férebyggande syfte for att undvika
uppkomst av brand.

Skyddsrummen:
Samtliga skyddsrum aterstalldes 2022. Under 2023 har vi dock installerat nya armaturer i skyddsrummen
for korrekt funktion vid behov av anvandning.

Ventilationsarbeten:

Efterarbeten utforda av Franska bukten efter besiktning och planering infor framtida arbeten
kommande ar for besparing av kostnader for fjarrvarme. Arbetet bestar av 3 delar:

- Installation av kolfilterflakt: 8 lagenheter saknar kolfilterflakt vilket behdver atgardas. Boende betalar
sjalva for den flakt de viljer samt arbete for det. Atgird sker under 2024.

- Byta ut fjarrvarmecentralen i undercentralen. Arbetet planeras for 2024.

- Planering for forberedelse for fortsatt arbete med lackage fran franluftkanalerna. Dessa gar fran
lagenheterna till vinden i horisontell linje under golvet i vinden och fram till flaktrummet. | den sista
delen av franluftskanalerna som gar under golvet pa vinden har det i hus 9 och 11 konstaterats
otdtheter. Detta behover vi atgarda for att fa godkand OVK.

Prognosstyrd varme:
Vi har under aret haft kontakt med Kiona for att byta ut sensorerna for prognosstyrd varme da dessa ar
gamla och flera ar trasiga. Arbetet sker under 2024.

Projekt oljeavskiljare:

Se tidigare arsredovisning och stammoprotokoll fér mer info. Vi har tva oljeavskiljare som &r trasiga och
behover atgardas. Vi har under aret kontaktat konsult pa Nabo for vidare vagledning i detta. Det &r nu
konfirmerat att vi inte behover ha oljeavskiljare utan dessa kan tommas och sattas igen men att
garagen ska ha plomberade avlopp och vattenkranar. Detta atgardas under 2024.

Staddagar och tradgardsarbete:

Styrelsen anordnade tva staddagar under aret liksom tidigare under var och host. Diverse
tradgardsarbeten atgardades. Styrelsen har tagit in foretag for att hjalpa till med grasklippningen pa
var tomt. Cykelinventering gjordes. Staket atgardades for p-platserna mot hus 7 pa grund av att
billampor lyste in till boende.







Brf Sobeln 1 5(17)
769606-7771

BRF-fest:
Var forening fyllde 20 ar och Styrelsen anordnade en fest pa garden for samtliga i féreningen dar vi bjod

pa mat och dryck.

Sakerhet:
Vi har diskuterat moéjligheter till 6vervakning pa var tomt efter handelser som skett pa Naset. Vi har
aven diskuterat mojligheter att inforskaffa en hjartstartare.

Information till boende:
Regelbunden information ges via infobrev i portar och hissar, i boendes brevlada samt pa var hemsida.
Vi har under aret uppdaterat och delat ut vara Trivselregler till samtliga boende.

Vasentliga handelser efter rakenskapsaret

Efter rakenskapsarets slut har inga vasentliga handelser skett.

Styrelsens kommentar till arets forlust

Arets negativa resultat beror i forsta hand pa stora avskrivningskostnader som inte paverkar féreningens
likviditet.
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Ekonomi
Flerarsoversikt

2023 2022 2021 2020
Nettoomsattning (tkr) 5594 5468 5497 5428
Resultat efter fin. poster (tkr) -447 -8 797 -909 -568
Soliditet (%) 76 75,8 79,8 80
Arsavgifter kr/kvm 651 632 623 611
Skuldsattning kr/kvm totalyta 3449 3477 2 976 3003
Skuldsattning kr/kvm brf yta 3714 3744 3174 3203
Rantekanslighet % 6 6 5 5
Energikostnad kr/kvm 180 176 170 138
Sparande per kvm 175 161 248 302
av totala rorelseintakter (%) 83 88 82 81

Yta hdmtad fran fastighetstaxering 2019 samt 2022 for berakning av nyckeltal.

Se not 1 for definition av nyckeltal.

Forandringar i eget kapital
Upp-  Fond for

Medlems ldtelse- yttre Balanserat Arets

-insatser avgifter underhdll resultat  resultat Summa
Belopp vid
arets ingang 77 629 465 25252 024 3177728 -2 344 487 -8 796 824 94 917 906

Resultatdisposition enl
foreningsstdmman

Forandring av fond

for yttre underhall -71 989 71989

Balanseras i ny

rakning -8796 824 8796 824

Arets resultat -447 373 -447 372
Belopp vid

arets utgang 77 629 465 25252024 3105739 -11069 322 -447 373 94 470 534
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Resultatdisposition

Belopp i kr
Forslag till resultatdisposition
Foreningsstamman har att ta stallning till:
Balanserat resultat -11 069 322
Arets resultat -447 372
Totalt -11 516 694
Styrelsen foresldr av medlen
disponeras enligt foljande:
Reservering fond for yttre underhall 1247 320
Inasprakstagande av fond for yttre underhall -475 930
Balanseras i ny rakning -12 288 084
Totalt -11 516 694

Foreningens resultat och stallning framgar av efterféljande resultat- och balansrakningar med noter.
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Resultatrakning
Belopp i kr Not 2023-01-01- 2022-01-01-
2023-12-31 2022-12-31
Rorelseintdkter
Nettoomsattning 2 5594 252 5 467 891
Ovriga rorelseintakter 3 403 877 42 278
Summa rorelseintakter 5998 129 5510 169
Rorelsekostnader
Drift- och fastighetskostnader 4 -3 430 604 -12 091 555
Ovriga externa kostnader 5 -119 105 -85 309
Personalkostnader och arvoden 6 -323 354 -323 035
Avskrivningar av materiella anlaggningstillgangar -1 414 680 -1 401 265
Summa rorelsekostnader -5 287 743 -13 901 164
Rorelseresultat 710 386 -8 390 995
Finansiella poster
Ovriga ranteintakter och liknande resultatposter 17 668 1131
Rantekostnader och liknande resultatposter -1.175 427 -406 960
Summa finansiella poster -1 157 759 -405 829
Resultat efter finansiella poster -447 373 -8 796 824
Resultat fore skatt -447 373 -8 796 824
Arets resultat -447 373 -8 796 824
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Balansrakning

Belopp i kr Not 2023-12-31 2022-12-31
TILLGANGAR

Anlaggningstillgangar

Materiella anldggningstillgangar

Byggnader och mark 7 122 397 518 123 785 366
Inventarier, maskiner och installationer 8 228 094 254 926
Summa materiella anlaggningstillgangar 122 625 612 124 040 292
Summa anlaggningstillgangar 122 625 612 124 040 292
Omsattningstillgangar

Kortfristiga fordringar

Kundfordringar 1 469 6 231
Ovriga fordringar 9 1486 217 1 055 335
Forutbetalda kostnader och upplupna intakter 210 249 66 304
Summa kortfristiga fordringar 1697 935 1127 870
Summa omsattningstillgangar 1697 935 1127 870
SUMMA TILLGANGAR 124 323 547 125 168 162
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Belopp i kr Not 2023-12-31 2022-12-31
EGET KAPITAL OCH SKULDER
Eget kapital
Bundet eget kapital
Medlemsinsatser 102 881 489 102 881 489
Fond for yttre underhall 3105 739 3177 728
Summa bundet eget kapital 105 987 228 106 059 217
Fritt eget kapital
Balanserat resultat -11 069 322 -2 344 487
Arets resultat -447 373 -8 796 824
Summa fritt eget kapital -11 516 695 -11 141 311
Summa eget kapital 94 470 533 94 917 906
Langfristiga skulder
Ovriga skulder till kreditinstitut 10 4 000 000
Summa langfristiga skulder 4 000 000
Kortfristiga skulder
Skulder till kreditintitut 10 24 430 721 28 660 000
Leverantorsskulder 598 382 274 354
Skatteskulder 360 712 346 752
Ovriga skulder 80 444 43 486
Upplupna kostnader och forutbetalda intakter 382 755 925 664
Summa kortfristiga skulder 25 853 014 30 250 256
SUMMA EGET KAPITAL OCH SKULDER 124 323 547 125 168 162
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Kassaflodesanalys

2023-01-01- 2022-01-01-
Belopp i kr 2023-12-31 2022-12-31
Den |opande verksamheten
Rorelseresultat 710 386 -8 390 995
Avskrivningar 1414 680 1 401 265
Erlagd ranta och ranteintakter -1157 759 -405 829

967 307 -7 395 559

Kassaflode fran den lopande verksamheten fore 967 307 -7 395 559
forandringar av rorelsekapital
Kassaflode fran fordndringar i rorelsekapital
Okning(-)/Minskning (+) av kundfordringar 4762 -5732
Okning(-)/Minskning (+) av 6vriga kortfristiga fordringar -37 353 -184 607
Okning(+)/Minskning (-) av leverantorsskulder 324 028 -171 903
Okning(+)/Minskning (-) av ovr. kortfristiga skulder -496 760 116 023
Kassaflode fran den lopande verksamheten 761 984 -7 641 778
Investeringsverksamheten
Forvarv av immateriella anlaggningstillgangar -268 342
Kassaflode fran investeringsverksamheten - -268 342
Finansieringsverksamheten
Upptagna nya langfristiga lan - 3982 500
Amortering av laneskulder -229 279 -
Kassaflode fran finansieringsverksamheten -229 279 3982 500
Arets kassaflode 532 705 -3 927 620
Likvida medel vid arets borjan 874 432 4 802 052
Likvida medel vid arets slut 1407 137 874 432
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Noter

Not 1 Redovisningsprinciper

Allmanna Redovisningsprinciper

Arsredovisningen &r uppréttad i enlighet med arsredovisningslagen och BFNAR 2016:10
Bokforingsnamndens allmanna rad om arsredovisning i mindre mindre foretag (K2). Om inte annat
framgar ar varderingsprinciperna oférandrade i jamforelse med foregaende ar.

Definition av nyckeltal:

Nettoomsattning
Rorelsens huvudintakter, fakturerade kostnader, sidointakter samt intaktskorrigeringar

Resultat efter finansiella poster
Resultat efter finansiella intakter och kostnader, men fore skatter

Soliditet
Totalt eget kapital / Totala tillgangar

Arsavgift per kvm BR-yta
Totala arsavgifter per kvm total boyta (Bostadsrattsytan)

Skuldsattning
Totala rantebarande skulder per kvm total yta (boyta + lokalyta)
Totala rantebarande skulder per kvm total bostadsrattsyta

Sparande
Arets resultat + summan av avskrivningar + summan av kostnadsfort/planerat underhall per kvm
total yta (boyta + lokalyta)

Rantekanslighet
1 procentenhets ranteforandring av de totala rantebarande skulderna delat med de totala
arsavgifterna

Energikostnad
Totala kostnader for vatten + varme + el per kvm total yta (boyta + lokalyta)

Arsavgifternas andel i procent av totala rérelseintakter
Arsavgifter/totala intakter

Redovisning av intakter
Arsavgifter och hyror aviseras i forskott men redovisas sa att endast den del som beldper pa
rakenskapsaret redovisas som intakt.

Skatt
Bostadsrattsforeningars ranteintakter som ar hanforliga till fastigheten ar skattefria. Om det
forekommer verksamheter som inte avser fastighetsforvaltning sker beskattning med 20,6 procent.
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Anlaggningstillgangar

Materiella anlaggningstillgangar vérderas till anskaffningsvarde minskat med ackumulerade
avskrivningar. Avskrivningar sker systematiskt under den bedomda nyttjandetiden. Foljande
avskrivningar uttryckt i procent och ar tillampas.

Anldggningstillgangar % per ar Nyttjandeperiod (i ar)
Byggnad 1,0 100 ar
Ombyggnad sophus 5,0 20 ar
Ombyggnad balkonger 2,0 50 ar
Stambyte 2,0 50 ar
Maskiner och inventarier 20,0 5 ar
P-platser 2,5 40 ar

Ovriga tillgdngar och skulder

Tillgangar och skulder har varderats till anskaffningsvarde om inte annat anges. Fordringar har, efter
individuell bedomning, tagits upp till de belopp varmed de beraknas inflyta. Likvida placeringar
varderas till det lagsta av anskaffningsvardet och det verkliga vardet.

Fond for yttre underhall

Avsattning till och uttag ur fonden gors i enlighet med foreningens stadgar. Avsattning enligt plan
och ianspraktagande for genomforda atgarder sker genom overforing mellan fritt och bundet eget
kapital. Arets underhallskostnader redovisas i resultatrikningen inom arets resultat.

Noter till resultatrakning

Not 2 Nettoomsattning

2023 2022
Arsavgifter 4986 350 4 840 968
Hyror 607 881 613 755
Ovriga hyresintikter 21 13 168
5594 252 5467 891

Not 3 Ovriga rorelseintakter
2023 2022
Overlatelseavgifter 9 080 12 008
Pantsattningsavgifter 8 757 13930
Overnattningsliagenhet 19 500 15 250
Paminnelseavgifter 2280 840
Ovrigt 364 260 250

Summa 403 877 42 278
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Not 4 Drift- och fastighetskostnader

2023 2022
Drift
Fastighetsskotsel 116 473 153 326
Stadning 121 972 86 231
Tillsyn, besiktning, kontroller 39 517 102 133
Tradgardsskotsel 43 562 8 496
Snorojning 142 550 156 325
Reparationer 166 917 552 897
El 273 468 346 334
Uppvarmning 1043 929 944 784
Vatten 164 525 162 755
Sophamtning 107 314 165 285
Forsakringspremie 172 533 64 547
Fastighetsavgift bostader 165 256 157 977
Fastighetsskatt lokaler 18 740 18 739
Ovriga fastighetskostnader 58 499 115 208
Kabel-tv/Bredband/IT 75 397 96 663
Forvaltningsarvode ekonomi 190 472 180 779
Ekonomisk forvaltning utover avtal 7 874 12 612
Panter och overlatelser 28 510 20 064
Juridiska atgarder - 8 655
Ovriga externa tjanster 17 166 13 698
2 954 674 3 367 508
Underhall
Gemensamma utrymmen 225 663 266 675
Tvattstuga 12 469
Installationer 18 125
Brandskydd 73 353
Ventilation 13 625 328 283
Hissar 67 055
Fonster 6 960 606
Mark 137 500
Port/entré 74 373 26 800
Ovrigt 82 745 912 705
475 930 8 724 047
Totalsumma drift- och fastighetskostnader 3 430 604 12 091 555
Not 5 Ovriga externa kostnader
2023 2022
Porto / Telefon 31097 2 448
Konsultarvode 49 783 42 754
Besiktnings- och utredningskostnader - 3688
Revisionarvode 38 225 36 419
Summa 119 105 85 309
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Not 6 Loner, arvoden och sociala kostnader
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2023 2022
Styrelsearvode 250 000 250 000
Sociala kostnader 73 354 73 035
323 354 323 035
Foreningen har ej nagra anstallda likt foregaende ar.
Noter till balansrakning
Not 7 Byggnader och mark
2023-12-31 2022-12-31
Ackumulerade anskaffningsvarden:
Vid arets boérjan
-Byggnad 100 778 814 100 778 814
-Mark 39 883735 39 883735
-Markanlaggning 446 546 446 546
141 109 095 141 109 095
Ackumulerade avskrivningar enligt plan:
-Vid arets boérjan -17 323 729 -15 935 881
-Arets avskrivning enligt plan -1 387 848 -1 387 848
-18 711 577 -17 323 729
Redovisat varde vid arets slut 122 397 518 123 785 366
Taxeringsvarde
Byggnader 91 940 000 91 940 000
Mark 97 934 000 97 934 000
189 874 000 189 874 000
Bostader 188 000 000 188 000 000
Lokaler 1 874 000 1 874 000
189 874 000 189 874 000
Not 8 Inventarier, maskiner och installationer
2023-12-31 2022-12-31
Ackumulerade anskaffningsvarden:
-Vid arets boérjan 390 056 121 713
-Nyanskaffningar - 268 343
390 056 390 056
Ackumulerade avskrivningar enligt plan:
-Vid arets boérjan -135 130 -121 713
-Arets avskrivning enligt plan -26 832 -13 417
-161 962 -135 130
Redovisat varde vid arets slut 228 094 254 926
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Not 9 Ovriga fordringar
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2023-12-31 2022-12-31
Avrakningskonto SHB Fastighetsagarna 1407 137 874 432
Skattekonto 78 970 180 903
Ovriga korfristiga fordringar 110 -
1486 217 1 055 335

Not 10 Skulder till kreditinstitut
Konvertering/ Skuldbelopp Skuldbelopp
Ldnegivare Slutbetalning  Rdnta 2023-12-31 2022-12-31
Stadshypotek AB 2025-04-30 2,730% 4 000 000 4 000 000
Stadshypotek AB 2024-01-17  4,868% 6 878 025 6 930 000
Stadshypotek AB 2024-12-05  4,532% 891 000 900 000
Stadshypotek AB 2024-12-27  4,537% 7 350 748 7 425 000
Stadshypotek AB 2024-12-30  4,530% 9310 948 9 405 000
28 430 721 28 660 000
Varav kortfristig del 24 430 721 28 660 000

Lan som har slutférfallodag inom ett ar fran bokslutsdagen redovisas som kortfristiga skulder.
Bedémning om att redovisa den skulden som langfristig kan goras forst nar slutforfallodagen

har passerat och fortsatt belaning har bekraftats hos bank.

Ovriga noter

Not 11 Stallda sakerheter

2023-12-31 2022-12-31
Panter och dédrmed jamférliga sdkerheter som Inga Inga
har stdillts fér egna skulder och avsdttningar
Fastighetsinteckningar 57 500 000 57 500 000
Summa stallda sakerheter 57 500 000 57 500 000
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Underskrifter

Stockholm, den dag som framgar av respektive styrelseledamots elektroniska underskrift

Maria Gallego Mattsson Solveig Wahrman
Styrelseordforande Styrelseledamot
Britt-Marie Carlsson Kekonius Roger Rikkonen
Styrelseledamot Styrelseledamot
Patrycja Mucha Louise Ulvander
Styrelseledamot Styrelseledamot

Sara Fjelkman Bauhn
Styrelseledamot

Min revisionsberattelse har lamnats den dag som framgar av min elektroniska underskrift

David Walman
Revisor

Kommentar:
Bolagets resultat- och balansrakning blir foremal for faststallelse pa ordinarie arsstamma







Sa tolkar du arsredovisningen

En bostadsrattsférening ska varje ar uppratta en
arsredovisning. Arsredovisningen bestér i regel av
en forvaltningsberattelse, foljd av resultatrakning,
balansrakning, noter och revisionsberattelse.

Att forsta alla begrepp som anvands i en arsredo-
visning ar ingen latt uppgift. Darfor forklarar vi har
arsredovisningens olika delar och viktiga begrepp
som férekommer i varje del.

Forvaltningsberattelse

| forvaltningsberattelsen informerar styrelsen om
de handelser som har varit av betydelse under
det gangna rékenskapsaret. Det kan handla om
allt fran utférda och planerade underhéallsarbeten
till medlemsférandringar. Styrelsen l1amnar aven
forslag till resultatdisposition, dvs. hur arets vinst
eller forlust ska hanteras.

Utover detta redovisas foreningens nyckeltali for-
valtningsberattelsen. Nyckeltal gér det mgjligt att
félja och analysera foreningens utveckling Over
tid. Sedvanliga nyckeltal ar nettoomsattning, re-
sultat efter finansiella poster och soliditet.

—  Netfoomsétining visar féreningens huvudsak-
liga verksamhetsintakter.
— Resultat efter finansiella poster visar resulta-

tet efter ranteintakter och rantekostnader.

— Soliditet visar hur stor andel av féreningens
tillgangar som finansieras med eget kapital.
Resten finansieras med lan.

Resultatrakning

Resultatrékningen visar féreningens intakter och
kostnader under verksamhetsaret. Om intakterna
har varit stoérre an kostnaderna uppstar ett 6ver-
skott. Har kostnaderna varit stérre an intéakterna
uppstar istallet ett underskott.

— Intdkter i en bostadsrattsférening bestar till
storsta delen av medlemmarnas arsavgifter och
eventuella hyresintakter for bostader, lokaler,
garage och parkeringar.

— Kostnader i en bostadsrattsforening bestar till
storsta delen av reparationer, underhall och
driftskostnader, sdsom el, vatten och fastig-
hetsskotsel.

— Avskrivningar ar kostnader som motsvarar
vardeminskning pa t.ex. féreningens fastig-
heter och inventarier. Avskrivingar gors for att
fordela kostnader pa flera ar.

— Rénfeintdkter visar arets intakter pa likvida
medel.

— Rdéntekostnader visar arets kostnader for for-
eningens lan.







Balansrakning
Balansrakningen visar foreningens tillgangar och
skulder pa bokslutsdagen.

Tillgangar delas upp i anldggnings- och omsatt-
ningstillgangar.

— Anldggningstillgangar ar avsedda for lang-
varigt bruk. Den enskilt storsta tillgangen ar
foreningens fastighet. Det bokférda vardet ar
anskaffningskostnaden, inte marknadsvardet.

— Omsdéttningstillgangar ar alla tillgangar som
kan omvandlas till likvida medel inom ett ar.
Hit raknas t.ex. féreningens kassa, banktill-
gangar och upplupna intakter, dvs. intakter
som hor till rakenskapsaret men som inte har
inkommit per bokslutsdagen.

Eget kapital fordelas i bundet och fritt eget kapital.

— Bundet eget kapital ar de insatser och uppla-
telseavgifter som har inbetalats samt fastig-
hetens underhallsfond.

—  Frift eget kapital ar féreningens balanserade
resultat, dvs. tidigare ars vinster och forluster.

Skulder delas upp i lang- och kortfristiga skulder.

— Langfristiga skulder ar lan med loptider som
Overstiger ett ar, t.ex. foreningens fastighets-
lan.

— Kortfristiga skulder ar t.ex. kommande ars
amorteringar, eventuella skatteskulder och
upplupna kostnader, dvs. kostnader som hor
till rakenskapsaret men som annu inte har
fakturerats eller betalats.

Noter - tillaggsupplysningar

Noterna forklarar och utvecklar posterna i resul-
tat- och balansrakningen och ger darmed en batt-
re bild av féreningens ekonomiska stallning.

Panter och eventualforpliktelser

— Stdllda panter avser de pantbrev som har
ldmnats som sakerhet for foreningens lan. |
takt med att lan amorteras kan pantbrev ater-
lamnas eller nybelanas.

—  Eventualforpliktelser kan t.ex. vara borgens-
forbindelser som féreningen har atagit sig.

Revisionsberattelse

Foreningens bokslut och ekonomiska handlingar
granskas av en revisor som skriver den revisions-
berattelse som bilaggs arsredovisningen.
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    "email" : "110av.roger@gmail.com"
  }, {
    "email" : "louise@ulvander.se"
  }, {
    "email" : "mariamazon@hotmail.com"
  } ]
}, {
  "id" : "aa508970-0b87-11ef-b246-63780d501365",
  "time" : "2024-05-06T11:04:37.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "94.234.100.144"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Patrycja Anna Mucha",
    "personNr" : "9204060421",
    "orgName" : "Bostadsrättsföreningen Sobeln 1",
    "personSurname" : "Mucha",
    "orgNr" : "7696067771",
    "personGivenName" : "Patrycja Anna",
    "email" : "patrycja.mucha@hotmail.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Patrycja Anna Mucha",
    "orgName" : "Bostadsrättsföreningen Sobeln 1",
    "personSurname" : "Mucha",
    "orgNr" : "7696067771",
    "personGivenName" : "Patrycja Anna",
    "email" : "patrycja.mucha@hotmail.com"
  },
  "signingMetadata" : {
    "personNr" : "199204060421",
    "personSurname" : "MUCHA",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIkJyZiBTb2JlbG4gMSDDpXJzcmVkb3Zpc25pbmcgcGVyIDI0MDUwMS0xIiAKSUQ6IDJiZTUxN2QwLTBiMmUtMTFlZi1iNjBjLTA5OGU4NmEzNzk2OApEYXR1bTogMjAyNC0wNS0wNQoK",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "ad388e30-0b87-11ef-8cc8-893160660242",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiQnJmIFNvYmVsbiAxIMOlcnNyZWRvdmlzbmluZyBwZXIgMjQwNTAxLTFfMjAyNDA1MDUyMjIzMzYucGRmIgoyMzNjIDA1OTEgZjg3NiA1OWZkIDQ5ODggOTdlMCA2ZGExIDgyMDUgZDdmNSAwZmNkIDY4MjUgYTFhMCAwMjU1IDg4Y2YgYWI1NCAzMTBiCi0tLS0tLS0tLS0=",
    "personGivenName" : "PATRYCJA",
    "startDate" : "2024-05-06T09:04:42.953+0000",
    "transactionId" : "f0493cc944aff0eefe54b992ec6c56fb"
  },
  "time" : "2024-05-06T11:04:51.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "94.234.100.144"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "b261d060-0b87-11ef-8fee-17a4d5dcb818"
}, {
  "id" : "b2da0da0-0b87-11ef-8fee-17a4d5dcb818",
  "time" : "2024-05-06T11:04:52.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "bm.kekonius@gmail.com"
  }, {
    "email" : "sara.fjelkman@hotmail.com"
  }, {
    "email" : "110av.roger@gmail.com"
  }, {
    "email" : "louise@ulvander.se"
  }, {
    "email" : "solveig.wahrman@hotmail.com"
  }, {
    "email" : "mariamazon@hotmail.com"
  } ]
}, {
  "id" : "d5136600-0b8c-11ef-a16e-b59476063aa9",
  "time" : "2024-05-06T11:41:36.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "188.150.17.109"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Britt-Marie H Carlsson Kekonius",
    "personNr" : "5405080069",
    "orgName" : "Bostadsrättsföreningen Sobeln 1",
    "personSurname" : "Carlsson Kekonius",
    "orgNr" : "7696067771",
    "personGivenName" : "Britt-Marie H",
    "email" : "bm.kekonius@gmail.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Britt-Marie H Carlsson Kekonius",
    "orgName" : "Bostadsrättsföreningen Sobeln 1",
    "personSurname" : "Carlsson Kekonius",
    "orgNr" : "7696067771",
    "personGivenName" : "Britt-Marie H",
    "email" : "bm.kekonius@gmail.com"
  },
  "signingMetadata" : {
    "personNr" : "195405080069",
    "personSurname" : "CARLSSON KEKONIUS",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIkJyZiBTb2JlbG4gMSDDpXJzcmVkb3Zpc25pbmcgcGVyIDI0MDUwMS0xIiAKSUQ6IDJiZTUxN2QwLTBiMmUtMTFlZi1iNjBjLTA5OGU4NmEzNzk2OApEYXR1bTogMjAyNC0wNS0wNQoK",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "d8fa8b40-0b8c-11ef-b246-63780d501365",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiQnJmIFNvYmVsbiAxIMOlcnNyZWRvdmlzbmluZyBwZXIgMjQwNTAxLTFfMjAyNDA1MDUyMjIzMzYucGRmIgoyMzNjIDA1OTEgZjg3NiA1OWZkIDQ5ODggOTdlMCA2ZGExIDgyMDUgZDdmNSAwZmNkIDY4MjUgYTFhMCAwMjU1IDg4Y2YgYWI1NCAzMTBiCi0tLS0tLS0tLS0=",
    "personGivenName" : "BRITT-MARIE",
    "startDate" : "2024-05-06T09:41:43.914+0000",
    "transactionId" : "6f8c43bdc12a328fbbce8ba36bc3ed70"
  },
  "time" : "2024-05-06T11:42:02.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "188.150.17.109"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "e43fd410-0b8c-11ef-beaf-05bff812c414"
}, {
  "id" : "e4da6660-0b8c-11ef-beaf-05bff812c414",
  "time" : "2024-05-06T11:42:03.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "patrycja.mucha@hotmail.com"
  }, {
    "email" : "sara.fjelkman@hotmail.com"
  }, {
    "email" : "110av.roger@gmail.com"
  }, {
    "email" : "louise@ulvander.se"
  }, {
    "email" : "solveig.wahrman@hotmail.com"
  }, {
    "email" : "mariamazon@hotmail.com"
  } ]
}, {
  "id" : "36613ea0-0bba-11ef-8cc8-893160660242",
  "time" : "2024-05-06T17:06:27.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "82.102.27.93"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Roger Walter Rikkonen",
    "personNr" : "6711101235",
    "orgName" : "Bostadsrättsföreningen Sobeln 1",
    "personSurname" : "Rikkonen",
    "orgNr" : "7696067771",
    "personGivenName" : "Roger Walter",
    "email" : "110av.roger@gmail.com"
  }
}, {
  "id" : "8bca5e20-0bbb-11ef-a0e6-69766b2a0732",
  "time" : "2024-05-06T17:16:00.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "82.102.27.93"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Roger Walter Rikkonen",
    "personNr" : "6711101235",
    "orgName" : "Bostadsrättsföreningen Sobeln 1",
    "personSurname" : "Rikkonen",
    "orgNr" : "7696067771",
    "personGivenName" : "Roger Walter",
    "email" : "110av.roger@gmail.com"
  }
}, {
  "id" : "b230d7b0-0bbb-11ef-a16e-b59476063aa9",
  "time" : "2024-05-06T17:17:04.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "188.151.202.229"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Roger Walter Rikkonen",
    "personNr" : "6711101235",
    "orgName" : "Bostadsrättsföreningen Sobeln 1",
    "personSurname" : "Rikkonen",
    "orgNr" : "7696067771",
    "personGivenName" : "Roger Walter",
    "email" : "110av.roger@gmail.com"
  }
}, {
  "id" : "807149c0-0bbc-11ef-8cc8-893160660242",
  "time" : "2024-05-06T17:22:50.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "188.151.202.229"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Roger Walter Rikkonen",
    "personNr" : "6711101235",
    "orgName" : "Bostadsrättsföreningen Sobeln 1",
    "personSurname" : "Rikkonen",
    "orgNr" : "7696067771",
    "personGivenName" : "Roger Walter",
    "email" : "110av.roger@gmail.com"
  }
}, {
  "id" : "8eb49050-0bbc-11ef-a16e-b59476063aa9",
  "time" : "2024-05-06T17:23:14.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "188.151.202.229"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Roger Walter Rikkonen",
    "personNr" : "6711101235",
    "orgName" : "Bostadsrättsföreningen Sobeln 1",
    "personSurname" : "Rikkonen",
    "orgNr" : "7696067771",
    "personGivenName" : "Roger Walter",
    "email" : "110av.roger@gmail.com"
  }
}, {
  "id" : "b20ee910-0bc1-11ef-a16e-b59476063aa9",
  "time" : "2024-05-06T18:00:01.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "2.70.126.15"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Åsa Louise Göransdotter Ulvander",
    "personNr" : "6505011160",
    "orgName" : "Bostadsrättsföreningen Sobeln 1",
    "personSurname" : "Ulvander",
    "orgNr" : "7696067771",
    "personGivenName" : "Åsa Louise Göransdotter",
    "email" : "louise@ulvander.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Åsa Louise Göransdotter Ulvander",
    "orgName" : "Bostadsrättsföreningen Sobeln 1",
    "personSurname" : "Ulvander",
    "orgNr" : "7696067771",
    "personGivenName" : "Åsa Louise Göransdotter",
    "email" : "louise@ulvander.se"
  },
  "signingMetadata" : {
    "personNr" : "196505011160",
    "personSurname" : "Ulvander",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIkJyZiBTb2JlbG4gMSDDpXJzcmVkb3Zpc25pbmcgcGVyIDI0MDUwMS0xIiAKSUQ6IDJiZTUxN2QwLTBiMmUtMTFlZi1iNjBjLTA5OGU4NmEzNzk2OApEYXR1bTogMjAyNC0wNS0wNQoK",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "b577b690-0bc1-11ef-beaf-05bff812c414",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiQnJmIFNvYmVsbiAxIMOlcnNyZWRvdmlzbmluZyBwZXIgMjQwNTAxLTFfMjAyNDA1MDUyMjIzMzYucGRmIgoyMzNjIDA1OTEgZjg3NiA1OWZkIDQ5ODggOTdlMCA2ZGExIDgyMDUgZDdmNSAwZmNkIDY4MjUgYTFhMCAwMjU1IDg4Y2YgYWI1NCAzMTBiCi0tLS0tLS0tLS0=",
    "personGivenName" : "Åsa Louise Göransdotter",
    "startDate" : "2024-05-06T16:00:07.725+0000",
    "transactionId" : "8ba38818b254e9344ae0215dc22ff15e"
  },
  "time" : "2024-05-06T18:00:29.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "2.70.126.15"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "c2fcdd40-0bc1-11ef-a16e-b59476063aa9"
}, {
  "id" : "c39b4020-0bc1-11ef-a16e-b59476063aa9",
  "time" : "2024-05-06T18:00:31.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "bm.kekonius@gmail.com"
  }, {
    "email" : "patrycja.mucha@hotmail.com"
  }, {
    "email" : "sara.fjelkman@hotmail.com"
  }, {
    "email" : "110av.roger@gmail.com"
  }, {
    "email" : "solveig.wahrman@hotmail.com"
  }, {
    "email" : "mariamazon@hotmail.com"
  } ]
}, {
  "id" : "3745d140-0bc5-11ef-8fee-17a4d5dcb818",
  "time" : "2024-05-06T18:25:13.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "62.127.130.81"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Sara Maria Viktoria Bauhn Fjelkman",
    "personNr" : "8904030700",
    "orgName" : "Bostadsrättsföreningen Sobeln 1",
    "personSurname" : "Bauhn Fjelkman",
    "orgNr" : "7696067771",
    "personGivenName" : "Sara Maria Viktoria",
    "email" : "sara.fjelkman@hotmail.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Sara Maria Viktoria Bauhn Fjelkman",
    "orgName" : "Bostadsrättsföreningen Sobeln 1",
    "personSurname" : "Bauhn Fjelkman",
    "orgNr" : "7696067771",
    "personGivenName" : "Sara Maria Viktoria",
    "email" : "sara.fjelkman@hotmail.com"
  },
  "signingMetadata" : {
    "personNr" : "198904030700",
    "personSurname" : "FJELKMAN",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIkJyZiBTb2JlbG4gMSDDpXJzcmVkb3Zpc25pbmcgcGVyIDI0MDUwMS0xIiAKSUQ6IDJiZTUxN2QwLTBiMmUtMTFlZi1iNjBjLTA5OGU4NmEzNzk2OApEYXR1bTogMjAyNC0wNS0wNQoK",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "3b10e300-0bc5-11ef-b246-63780d501365",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiQnJmIFNvYmVsbiAxIMOlcnNyZWRvdmlzbmluZyBwZXIgMjQwNTAxLTFfMjAyNDA1MDUyMjIzMzYucGRmIgoyMzNjIDA1OTEgZjg3NiA1OWZkIDQ5ODggOTdlMCA2ZGExIDgyMDUgZDdmNSAwZmNkIDY4MjUgYTFhMCAwMjU1IDg4Y2YgYWI1NCAzMTBiCi0tLS0tLS0tLS0=",
    "personGivenName" : "SARA",
    "startDate" : "2024-05-06T16:25:20.300+0000",
    "transactionId" : "f8425257abbf7cdfbe046bbb4ab5a467"
  },
  "time" : "2024-05-06T18:25:33.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "62.127.130.81"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "432dc2b0-0bc5-11ef-a16e-b59476063aa9"
}, {
  "id" : "43e8ae40-0bc5-11ef-a16e-b59476063aa9",
  "time" : "2024-05-06T18:25:34.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "bm.kekonius@gmail.com"
  }, {
    "email" : "patrycja.mucha@hotmail.com"
  }, {
    "email" : "110av.roger@gmail.com"
  }, {
    "email" : "louise@ulvander.se"
  }, {
    "email" : "solveig.wahrman@hotmail.com"
  }, {
    "email" : "mariamazon@hotmail.com"
  } ]
}, {
  "id" : "1fc8d510-0be0-11ef-8fee-17a4d5dcb818",
  "time" : "2024-05-06T21:37:50.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "188.151.202.229"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Roger Walter Rikkonen",
    "personNr" : "6711101235",
    "orgName" : "Bostadsrättsföreningen Sobeln 1",
    "personSurname" : "Rikkonen",
    "orgNr" : "7696067771",
    "personGivenName" : "Roger Walter",
    "email" : "110av.roger@gmail.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Roger Walter Rikkonen",
    "orgName" : "Bostadsrättsföreningen Sobeln 1",
    "personSurname" : "Rikkonen",
    "orgNr" : "7696067771",
    "personGivenName" : "Roger Walter",
    "email" : "110av.roger@gmail.com"
  },
  "signingMetadata" : {
    "personNr" : "196711101235",
    "personSurname" : "RIKKONEN",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIkJyZiBTb2JlbG4gMSDDpXJzcmVkb3Zpc25pbmcgcGVyIDI0MDUwMS0xIiAKSUQ6IDJiZTUxN2QwLTBiMmUtMTFlZi1iNjBjLTA5OGU4NmEzNzk2OApEYXR1bTogMjAyNC0wNS0wNQoK",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "2a77f860-0be0-11ef-beaf-05bff812c414",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiQnJmIFNvYmVsbiAxIMOlcnNyZWRvdmlzbmluZyBwZXIgMjQwNTAxLTFfMjAyNDA1MDUyMjIzMzYucGRmIgoyMzNjIDA1OTEgZjg3NiA1OWZkIDQ5ODggOTdlMCA2ZGExIDgyMDUgZDdmNSAwZmNkIDY4MjUgYTFhMCAwMjU1IDg4Y2YgYWI1NCAzMTBiCi0tLS0tLS0tLS0=",
    "personGivenName" : "ROGER",
    "startDate" : "2024-05-06T19:38:08.762+0000",
    "transactionId" : "a6a0d42eec1ed504c8455c6137e8f57f"
  },
  "time" : "2024-05-06T21:38:48.000+0200",
  "type" : "sign_final_part",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "188.151.202.229"
  },
  "eventId" : 31,
  "eventClass" : "agreement_signed",
  "id" : "42456a40-0be0-11ef-a16e-b59476063aa9"
} ]
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Purpose

This document gives an introduction to the collection of reference documentation added to each
agreement signed using Egreement’s service. In case of agreement disputes, this documents and its
referrals should be used as a handbook on how to verify agreements.

Overview

Agreement and workflow basics are introduced in this document in order to be able to understand the
reference documentation.

Glossary

Term Description

Agreement File Attachment to the agreement, for example an
uploaded PDF, image, or free text, entered by
agreement creator.

Agreement Creator User who creates the initial agreement and add
contracting parties.

API Application Programming interface

Audit Log The log of events associated with each agreement.

CMS Cryptographic Message Syntax

Container The file which holds the agreement including all

metadata such as audit log, documentation,
verification, Etc.

Contracting Party User who is to sign an agreement.

Egreement The company providing the agreement signing
service. Egreement AB,
https://www.egreement.com

EID Electronic identity such as a certificate or online
identity of some kind.

Hash A cryptographic hash, see Signing
JSON JavaScript Object Notation

NTP Network Time Protocol

OCSP Online Certificate Status Protocol
PKCS Public Key Cryptography Standards




https://www.egreement.com





Term Description

PKI Public Key Infrastructure
PDF Portable Document Format from Adobe Systems
Signee When a contracting party has signed an

agreement, the party becomes a signee.

TBS To Be Signed. A textual representation of an
agreement.
Verification Page(s) appended to the end of the visible part of

the agreement, summarizing agreement
information, including a timeline.

XML Extensible Markup Language

Agreement Basics

An agreement has a number of artifacts that together form an agreement:

@greement

Agreement Name

Agreement ID

Agreement files Audit log

Attachment-1 Created
Attachment-2 User 1 viewed
Attachment-3 User 1 signed

User 2 viewed

User 2 signed

Figure 1. Agreement content

* Agreement name chosen by Agreement Creator.
* Agreement ID automatically generated by Egreement’s system.
* Files of different formats, such as text or images, that form the contractual part of the agreement.

* Audit log, created by the Egreement system, keeping records of all major events that have taken







place in the process of concluding the agreement.

» Reference documentation on how Egreement manages agreement creation, signing and conclusion.
This very document is the introduction and first part of the reference documentation.

Version Properties

The following properties apply for the current version of the agreement implementation:

» Agreement File hash algorithm: SHA-256
» Agreement File hash encoding: Hex string
 Reference documents:

o Overview

o Container Format

o Signing

o Validation

Workflow

The Egreement workflow contains a number of stages.

Create agreement - Start
Add agreement files - Upload attachments
Add contracting parties - Add people who are to sign the agreement

Signature creation - All contracting parties sign the agreement

S

Download - Agreement can be downloaded (optional)

Agreement Creation

When an agreement is to be created, the user chooses a name for the agreement and an ID is
automatically generated.

Agreement Files

An agreement file is a part of the agreement. The file can be of any format. If the file format can be
presented by the Egreement software, a visual representation will be shown to the contracting parties.







Contracting Parties

After the agreement has been set up, all contracting parties who should sign the agreement are added.

Signature Creation

The user should always sign the complete agreement including all attached files. Metadata which will
serve as proof of user consent to the agreement will be automatically added by the system, making the
agreement tamper-proof and self-contained. Each signee can choose from a set of signature methods.
The actual signature creation is handled differently depending on signing method.

In the signature workflow, a number of signees can individually sign the same agreement. The
aggregated signature result will be added to the agreement as proof of the agreement’s validity. Signing
is described in detail in Signing.

After the last signee has signed, the agreement will be concluded and therefore the process and
agreement files will be closed.

Download

It is possible to download an agreement from the system to store it offline. The downloaded agreement
is tamper-proof, as all parts of the agreement, including main file, attachments and all other artifacts,
are tied to every individual signee. Since this downloaded agreement is more than just a document, it
is referred to as a Container.

Egreement currently supports PDF as container-format which is described more in detail in Container
Format.

Logging
All actions associated with the agreement are stored in the audit log.
Dispute

In case of dispute about a signed agreement where the different signees disagree, the Validation
document describes the process how to verify the agreement’s validty.

Reference Documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.







Document name

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker
Swisscom AIS
Swisscom SRS

Cryptographic Message Syntax

Description

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3
All-in Signing Service Reference Guide, v2.15
Integration Guide Smart Registration Service, v1.8

https://www.ietf.org/rfc/rfc2630




https://www.ietf.org/rfc/rfc2630
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Purpose

This document is targeted for contracting parties and arbitrators that create, sign and/or evaluate
agreements concluded through the Egreement application. The document describes the content,
structure and semantics of the agreement container, required to understand in order to evaluate
agreements or settle possible disputes.

Overview

An agreement in the Egreement sense is not just a single document. Instead, an agreement is a
collection of different information artifacts concerning an agreement made between one or more
contracting parties. Artifacts can be the text on which agreement parties are to agree, individual
parties’ acceptance statements, or records of the events associated with the conclusion of the
agreement. In order to store this information in a secure and self-contained manner, a Container is
needed. The container is simply a file storing all the information needed in a structured and well-
defined way.

Generic Container Structure

The container includes the following artifact types:

* Agreement File - One or more documents, or other types of files (such as images), either uploaded
by the agreement creator or provided by the Egreement application, that togehter constitute the
agreement.

* Audit Log - A log, created by the Egreement system, with recordings of all major events that have
taken place in the process of concluding the agreement.

* Reference Documentation - Documentation how Egreement manages agreement creation, signing
and closing.

* Verification - An agreement summary, including a listing of included agreement files, signees and
an extract of the audit log.

PDF Container

The container format used by Egreement is PDF. All of the listed artifact types are stored as so called
attachments in the PDF container. The reason for adding agreement artifacts as attachments is that
this makes it possible to provide traceability throughout the complete signing process. In order for a
reader to easily be able to view the contents of the agreement, a selection of the attachments is
"mirrored" to the main (visible) part of the PDF.







@greement PDF Container
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Agreement File 1
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Figure 1. Container Overview

Not all PDF viewers are able to list and/or present PDF attachments. Therefore, it is
recommended to use the official Adobe Acrobat Reader to view Egreement PDF
containers.

Each attachment is given a numeric prefix to its name in order to sort the files correctly in the list. Also
note that the description field holds the artifact type of the attachment.

@ Attachments X
@ B &
Name ~ Description Modified
5 01-CarContract.pdf Agreement File-456-5654-10  29/04/16 14:25:26
i‘ 02-Carlmage.jpg Agreement File-456-5654-12 29/04/16 14:25:27
) 03-CarSound.m4a Agreement File-456-5654-13  28/04/16 14:25:27
: 04-auditlog.json Audit Log 29/04/16 14:25:27
= 05-Overview.pdf Reference Documentation 29/04/16 14:25:27
= 06-ContainerFormat.pdf Reference Documentation 29/04/16 14:25:27
5 07-Signing.pdf Reference Documentation 29/04/16 14:25:27
= 08-Validation.pdf Reference Documentation 29/04/16 14:25:27
= 09-verification.pdf Verification 29/04/16 14:25:27

Figure 2. PDF Attachments







How to Validate

The container is a valid PDF agreement if it holds the artifacts defined above.

Container Content

Agreement File

Artifact type: Agreement file

Agreement files are the parts of the agreement which the agreement creator uploads or selects to be
included. These could be documents, forms, images or virtually any type of file. Furthermore,
agreement files can be divided into two categories, agreement files possible to visualize and non-
possible to visualize.

Agreement Files Possible to Visualize

Files possible to visualize, are added as attachments to the container just as all other artifact types, but
they are also mirrored to the visible part of the agreement PDF. This allows the user to quickly view
the content of the main parts of the agreement. Files that typically are possible to visualize, are PDFs,
image-type files and text files.

Agreement Files Non-Possible to Visualize

Agreement files non-possible to visualize, are not mirrored to the visual part of the agreement PDF,
though it is represented with name, size and hash of the file. These file types are typically technically
hard or impossible to create a visual representation of, e.g. a sound file or a video file.

How to Validate

To understand what has been agreed and to establish if there is a dispute or if the disagreement
between the contracting parties is actually covered by the agreement, please read and understand the
actual content of the agreement.

Audit Log

Artifact type: Audit log

The audit log attachment is a well-defined, JSON formatted, document presenting all the important
events that have occurred from when the agreement was created until the agreement was closed.
Refer to the "Workflow" chapter in Overview for more details.

The following audit log entry types are defined:







* Agreement Created

* Agreement Viewed

* Agreement Signed

* Agreement Rejected

* Agreement ExpireOn Changed

* Message Sent

The different log entry types are described in detail below.

Common Structures
All log entry types share common information that is included in every log entry logged.

Table 1. Common Attributes

Parameter name Parameter value example(s)  Description

time 2016-03-21T10:03:28.010+0000  Time when the entry was logged
as yyyy-MM-dd'T'HH:mm:ss.SSSZ.

id 540431, 1e8f69a4-07c1-11e8- An ID of this particular event

ba89-0ed5f89f718b (can either be a numeric long

value or Time based UUID).

event(lass agreement_created Name of the type, as listed
below.

eventld 10 Each type includes a set of IDs.

See respective log entry type
description for details.

userInfo See UserInfo Information about a user.

UserInfo

The UserInfo structure holds information about the user triggering an event, users being contracting
parties of an agreement as well as other users. Note that only a subset of the parameters is included,
depending on the situation where the UserInfo structure is used.

Table 2. UserInfo

Parameter name Parameter value example(s)  Description

ipAddress 212.94.55.131 The IP address of the user.

email Jjohn@example.org The user’s email address.

mobile +4670123456789 The user’s mobile phone
number.




https://en.wikipedia.org/wiki/Universally_unique_identifier





Parameter name

personNr

personName

personGivenName
personSurname

orgNr

orgName

AgreementFileInfo

Parameter value example(s)

19550505-1234 (Sweden),
220750-999Y (Finland)

John Smith

John
Smith

551234-1234

Acme AB

Description

The user’s personal identity
number.

The first and last name of the
user.

The first name of the user.
The last name of the user.

The organization number of the
organization on behalf of which
the user is operating.

The organization name of the
organization on behalf of which
the user is operating.

The AgreementFileInfo structure holds information about an agreement file, e.g. a PDF uploaded by the

user. See Agreement File.

Table 3. AgreementFileInfo

Parameter name

fileld

fileName

fileMimetype

fileSize

fileHash

How to Validate

Parameter value example(s)

6572354654, 75928ba0-2369-
11e8-b467-0ed5f89f718b

MyEmployeeAgreement.pdf

application/pdf
42253

3d7c514b...66b786a4

See Validation how to validate the entire audit log.

Agreement Created

Description

The system generated ID of the
agreement file (can either be a
numeric long value or Time
based UUID).

The user defined name of the
agreement file.

The agreement file mime type.

The size, in bytes, of the
agreement file.

The hash of the agreement file,
encoded as a hex string.

This event is logged when the agreement is created. This is always the first log entry for each
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agreement, i.e. no events can take place before this event has occurred.

* EventClass: agreement_created

 Eventld:

> 10: When a private user creates an agreement using the web application.

> 11: When a company user creates an agreement using the web application.

> 12: Agreement created using the APIL.

Table 4. Agreement Created Specific Information

Parameter name Parameter value example(s)

agreementName MyEmployeeAgreement

agreementId 12345678901234, 75928ba0-2369-
11e8-b467-0ed5f89f718b

agreementVersion 1.18

agreementlocale sv_SE

signees List of UserInfo

agreementFiles List of AgreementFileInfo

How to Validate

Description

User specified name of the
agreement.

System generated ID of the
agreement (can either be a
numeric long value or Time
based UUID).

Version of the agreement
container format.

Locale of the agreement
container.

A listing of the signees defined
as parties in the agreement.

A listing of the agreement files
included in the agreement.

Validating this audit entry requires a number of steps all documented below.

EventTypeld Validation

Check that the UserInfo field is populated correctly according to EventType. See UserInfo for details.

Table 5. EventType effect on UserlInfo

Type How to validate UserInfo

10 orghr and orgName must not be set

1 personNr, orgNr and orgName must be set
12 orgNr and orgName must be set
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Agreement Metadata

All metadata parameters must be validated according to table below.

Table 6. Agreement Created Metadata Verification

Parameter name How to validate

agreementName Must be present

agreementId Must be present

agreementVersion Must be less than or equal to 1.16
agreementlocale If present, Must be a valid locale and container

verification page must be in this language
signees See Signees Validation

agreementFiles See Agreement File Validation

Agreement File Validation

Validate that all Agreement File are the correct ones, that they are included, and that there are no
additional files than the ones listed in the audit log.

Audit Log

Check all agreement files in this audit entry and verify that they all exist in the container. Do this by
identifying the attachment by the ID and name stated in the audit entry.

Attachments

Check all agreement files in the PDF container by searching after the Artifact type: Agreement file and
make sure that they are all listed in the create agreement audit entry.

Check Hashsums

For each agreement file, compute the hash and check that the hash in the audit entry is correct.

Signees Validation

Make sure that each signee has an Agreement Signed audit entry. Also check that the number of signees
is equal to the number of Agreement Signed entries.

Agreement Viewed
This event is logged every time an agreement is viewed or downloaded.

» EventClass: agreement_viewed
e Eventld:

o 20: When a user views an agreement using the web application.







> 27: When a user views an agreement using a mail link.
o 22: When a user views an agreement by downloading it using the web application.

> 23: When a user views an agreement using a mail link that is protected using two-factor
authentication.

Agreement Viewed Specific Information

None

How to Validate

Check that time of entry is after Agreement Created.

Agreement Signed
This event is logged every time a user signs an agreement.

* EventClass: agreement_signed

* Eventld:
> 30: When a user signs the agreement, not being the last signee.
> 31: When a user signs the agreement as the last signee.

> 32: When a user tries to sign the agreement but signing fails.

Table 7. Agreement Signed Specific Information

Parameter name Parameter value example Description
signeelnfo See UserInfo Information about the signee.
signMetadata See SignMetadata Signing metadata produced in

the signing process.

Table 8. SignMetadata

Parameter name Parameter value example Description

signatureMethod bankid The ID of the signing method
used.

signature PD94bWwgdm...duYXR1lcmU+  The signature, base64 encoded.

The underlying format depends
on the signature method used.

ocspResponse MIIEXgoBAK...jks3yrAUVE The OCSP response message,
base64 encoded. This parameter
is only included for some signing
methods.







Parameter name Parameter value example Description

message MzJhMDYXN2FhYjRjOWZINzI1Zj The text shown to the signee
FINWJJNDQxM,;... before approving the signature
request. Text is NOT signed, just
kept for audit purposes.

tbs SSBzaWduOiAiQ29udHJhY3QiIA The text being signed by the
PJRDogNjdKkN2... signee using the signing method
encoded as base64. This
parameter is only included for
some signing methods and may
vary between signing methods
and localizations.

tbsHidden LSOtLSOtLSOtLQpDb250ZW500g Hidden additional text also
oKImJsdWUucG... being signed, base64 encoded.
This parameter is only included
for some signing methods.

How to Validate

Check that time of entry is after Agreement Created.

EventType Validation

Table 9. EventType effect on validation

Type How to act
30 Verify as described below.
31 Verify as describe below, and once done, check

that there are no more Agreement Signed entries
in the audit log.

TBS Validation

In case of an advanced or qualified signature methods, the TBS (including the hidden TBS where
applicable) will be stored as a part of SignMetadata.

For simple electronic signature methods, TBS validation is not applicable.

Signature Validation

Fetch the signature method pointed out by SigningMethod and verify the signature according to the
corresponding chapter in Signing

Signee Validation

The output from the Signature Validation should be validated according to table below.







Output type How to validate

Signature time If a signature time has been registered, check that
this signature time corresponds to the time of the
Agreement Signed.

User attributes Check that the user attributes returned from the
signature method matches the attributes of the
SigneeInfo.

TBS or hash of TBS If TBS validation applies, check that TBS and/or

tbsHidden matches the SignMetadata.

Hash algorithm If TBS validation applies, and the TBS is returned
hashed, return name of hash algorithm.

Agreement Rejected
This event is logged when the agreement is rejected. If this event occurs, the agreement is invalid.

* EventClass: agreement_rejected
* Eventld:
o 40: Agreement rejected by user.
o 41: Agreement auto-rejected due to validity timeout.

o 42: Agreement withdrawn by agreement creator.

Agreement Rejected Specific Information

None

How to Validate

If one of these audit entries are found, the agreement is not a valid agreement.

Agreement ExpireOn Changed
This event is logged when the agreement expiry date is changed.

* EventClass: agreement_expire_on_changed
e Eventld:

o 80: Agreement expiry date changed by user.

Table 10. Agreement ExpireOn Changed Specific Information
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Parameter name Parameter value example Description

agreementPreviousExpireOn 2016-03-21T10:03:28.010+0000  Time when agreement was

scheduled to expire as yyyy-Mm-
dd'T'HH:mm:ss.SSSZ.

agreementExpireOn 2016-03-31T10:03:28.010+0000  Time when agreement is

scheduled to expire as yyyy-Mm-
dd'T'HH:mm: ss.SSSZ.

How to Validate

Check that time of entry is after Agreement Created.

Message Sent

A message is logged each time the system sends a mail to parties involved in the agreement.

* EventClass: message_sent

* Eventld:

[

o

50:
51:

52

53:
54:
55:

56

57:
58:
60:

Message sent due to event IDs: 10-12

Message sent due to event ID: 30.

: Message sent due to event ID: 31.

Message sent due to event ID: 40.
Message sent due to event ID: 41.

Message sent when agreement is shared.

: Message sent when agreement sharing is cancelled.

Message sent when agreement validity is about to expire.
Message sent as a reminder of agreement creation.

Message sent due to event ID: 20-23.

Table 11. Message Sent Specific Information

Parameter name Parameter value example Description

sentTo

List of UserInfo A listing of the users to whom
the message is sent.

How to Validate

Check that time of entry is after Agreement Created.

11







Format

The audit log is included in the container as a JSON-formatted file.

Audit log example

[ {
"agreementId" : "160400034502",
"agreementName" : "Package patent",
"agreementVersion" : "1.16",

"agreementlocale": "sv_SE",
"agreementFiles" : [ {
"fileSize" : "722085",
"fileId" : "4081",
"fileHash" : "01e70b3f3d48df504119a912e171df2f2533a2a8bf73d052¢c004e27bf64671a0",
"fileMimetype" : "application/pdf",
"fileName" : "patent.pdf"
oA
"fileSize" : "180269",
"fileId" : "4082",
"fileHash" : "96e0a461e285986ae6e3a2b581568c89d1dae77ae580fea1859faab2e594ec46",
"fileMimetype" : "image/png",
"fileName" : "figl.png"
1L
"signees" : [ {
"personNr" : "191111112222",

"personName" : "Alice A"

oA
"personNr" : "193333334444",
"personName" : "Bob B"

1L

"id" : 778333,

"time" : "2016-04-26T716:39:30.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

I

"event(Class" : "agreement_created",

"eventId" : 10

oA
"id" : 778334,

"time" : "2016-04-26T716:39:31.000+0000",
"eventId" : 50,

"event(Class" : "message_sent",
"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",

12







"ipAddress" : "1.2.3.4"

H

"sentTo" : [ {
"email" : "alice.a@eavtal.se",
"personName" : "Alice A"

Frp
"personName" : "Alice A",
"mobile" : "+4670123456789"

} ]

oA

"signingMethod" : "bankid",

"signeelnfo" : {
"personSurname" : "B",
"personNr" : "193333334444",
"personGivenName" : "Bob",
"personName" : "Bob B"

}

igningMetadata" : {

"ocspResponse” : "MII...z5Q==",

"startDate" : "2016-04-26716:39:32.000+0000",
"signatureMethod" : "bankid",

"signature" : "PD9...cmU+"

I

"id" : 778335,

"time" : "2016-04-26T16:39:43.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

I

"event(Class" : "agreement_signed",

"eventId" : 30

} ]

Reference Documentation

Artifact type: Reference documentation

Included in the container is also the reference documentation which documents the container format,
overview and details about signing and validation, Etc.

Table 12. Reference Documentation
Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

13







Document name

Container Format
Signing
Validation
BankidValidation
Telia Tunnistus

Nets eID Broker

Cryptographic Message Syntax

Verification

Artifact type: Verification

The verification page is included as an attachment in the container, and is also mirrored to the visible
part of the container PDF. The purpose of the verification is to provide the reader with a summary of
the content of the agreement, in combination with important events that have occurred during the
agreement creation and signing process. An overview of the contents of the verification is given below.

Basic Information

Includes the most basic, and always present, information of the agreement. See Agreement Created for

more details.

* Agreement ID
* Agreement name
* Agreement version

e Creation date

Agreement Files

Lists the different files that the agreement includes. This is primarily the documents uploaded by the

Description

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3

https://www.ietf.org/rfc/rfc2630

user, which include agreement text and other data. See AgreementFileInfo for more details.

Each agreement file is listed with the following properties:

* Agreement file ID

14
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* Agreement file name
* Agreement file mime type
* Agreement file size

» Agreement file hash

Signees

Lists the signees that have signed the document. See UserInfo for more details. Each signee is listed
with the following properties:

* Signee person number ID

* Signee name

» Signee sign date

Audit Log Extract

The verification ends with a summarizing extract from the audit log. It includes the most important
events and information from the audit log, whereas audit information that is of secondary importance
is filtered out.

Change Log

Agreement Version : 1.1

» Date of Change : 2017-02-28
* Logs

o Representation of agreement parts which are not possible to visualize are to include last
modified date along with the existing information (Name, Size, Hash).

o

Layout is also changed to display the additional information vertically.
o Agreement File section of Verification page to include last modified date & time.

o ToBeSigned (TBS) text is separated into two types(visible & hidden).

Agreement Version : 1.2

* Date of Change : 2017-03-15
* Logs
o File Title is included in non visible agreement parts.

- Removed file Hash information from Attest Page and included file title

15







Agreement Version : 1.3

» Date of Change : 2017-06-21
* Logs

o New Signature Methods EMail signature & Email signature with OneTimePassword introduced

Agreement Version : 1.4

* Date of Change : 2018-02-01
* Logs
o Audit Events are allowed to have id as Long (number) or UUID

o New Signature Method Click signature introduced

Agreement Version : 1.5

* Date of Change : 2018-05-31
* Logs

> Norwegian BankID is introduced

Agreement Version : 1.6

* Date of Change : 2018-07-31
* Logs

o More information about signature added on attest page

Agreement Version : 1.7

* Date of Change : 2019-01-16
* Logs

o Draw signature image added on attest page

Agreement Version : 1.8

» Date of Change : 2019-02-01
* Logs

o Message Sent for viewed event added in auditlog.json
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Agreement Version : 1.9

» Date of Change : 2019-04-04
* Logs

o Agreement locale added for agreement created event in auditlog.json

Agreement Version : 1.10

* Date of Change : 2019-05-16
* Logs

- Enable rendering of txt files on visual part of the PDF.

Agreement Version : 1.11

* Date of Change : 2019-05-14
* Logs

o Agreement expire on changed event added in auditlog.json

Agreement Version : 1.12

* Date of Change : 2020-04-20
* Logs

o Localized signing method display text on attest page & in auditlog.json

Agreement Version : 1.13

» Date of Change : 2020-10-22
* Logs

o Finnish EID is introduced

Agreement Version : 1.14

* Date of Change : 2021-08-03
* Logs

o TBS explanation is extended
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Agreement Version : 1.15

* Date of Change : 2021-11-07
* Logs
o Norwegian BankID signing documentation is updated

> Norwegian BankID signing by the means of authentication is introduced

Agreement Version : 1.16

» Date of Change : 2022-04-30
* Logs

o Danish signing using MitID is introduced

Agreement Version : 1.17

* Date of Change : 2022-07-15
* Logs
o Watermark logo removed

o Verification page logo changed

Agreement Version : 1.18

* Date of Change : 2023-10-02
* Logs

o Qualified electronic signing using Swisscom Mobile ID is introduced

Agreement Version : 1.19

* Date of Change : 2024-04-17
* Logs
o Watermark logo added

o Verification page logo changed

Reference Documentation
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Document name

Overview

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker
Swisscom AIS
Swisscom SRS

Cryptographic Message Syntax

Description

Gives an overview of the Egreement agreement
function and links to the other documents.

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3
All-in Signing Service Reference Guide, v2.15
Integration Guide Smart Registration Service, v1.8

https://www.ietf.org/rfc/rfc2630
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Purpose

The purpose of this document is to provide deep knowledge of the signature process making it possible
to verify the signatures of agreements signed using the Egreement service.

Overview

This document describes how Egreement handles the signature process, from how to make all
agreement files tamper-proof, to how each Electronic ID (EID) provider implements its signatures.

System

For the agreement signatures to be trustworthy, it is important that a stable and high-quality system
protects the signing process.

All parts providing evidence for the signature, such as hardware, operating system and software, have
to be trusted.

Hardware

Egreement’s signature software runs on a virtualized hardware platform. It is hosted in a data center
with high availability requirements, used by large banks and e-commerce companies.

Software

For a signature to be trusted, it is important that the timestamp can be reliable. Timestamps are used to
show when certain events occur and are an important evidence when validating an agreement.

The platform synchronizes its time over the standardized Network Time Protocol (NTP).

Electronic Signatures

An electronic signature is any electronic means that indicates that a person consents to the contents of
an electronic message. In the EU the eIDAS legislation regulate and defines three levels of such
signatures:

» Simple Electronic Signatures

» Advanced Electronic Signatures

* Qualified Electronic Signatures

These signatures are created using an electronic identity that has a certain security Level of Assurance







(LOA) also defined by eIDAS. The LOA describes the degree of confidence the identity was issued,
taking into account the enrollment process as well as protection of the authentication needed to use
the identity.

* Low - For example self-registration.
» Substantial - Providing and verifying identity information in a structured way.

* High - For example a requirement to have a physical meeting before issuing an identity.

Simple Electronic Signature (SES)

* Basic electronic signature with low assurance.
» Typically equivalent to a handwritten signature.

* Minimal identity verification required.

Is defined as "data in electronic form which is attached to or logically associated with other data in
electronic form and which is used by the signatory to sign".

Supported methods

* Draw Signature - A handwritten signature drawn on a digital canvas.

API Signature - A signature created by consuming the web service exposed by Egreement AB.

MitID low - Danish MitID on LOA level low

* Click Signature - A signature created by personalized link.

Advanced Electronic Signature (AES)

* is uniquely tied to the signatory,
* uniquely linked to and capable of identifying the signatory
* created in a way that allows the signatory to retain control

* linked to the document in a way that any subsequent change of the data is detectable.

Electronic signatures are usually based on PKI, such as the Swedish BankID and Norwegian BankID.

Supported methods

» Swedish BankID

* Norwegian BankID

* Finnish strong identification

* Danish MitID - MitID on LOA level substantial

» SMS Signature - A signature created by responding to an SMS with context specific content.







* Email Signature with OneTimePassword - A signature created by One Time Password (OTP) based
email service.

Qualified Electronic Signature (QES)

A qualified electronic signature is an advanced electronic signature which is additionally:

Highest Level of Assurance and trust.

created by a qualified signature creation device (QSCD)
* Requires a qualified digital certificate from a qualified trust service provider.
* Legal equivalence to a handwritten signature in many jurisdictions.
Supported methods

Electronic signatures based on PKI where the signature is the highest level of electronic signature
under eIDAS, providing the utmost trust, legal equivalence to handwritten signatures.

e Swisscom Mobile ID

Cryptography

Cryptography is a central part of many signature solutions, for example to provide tamper-proof
agreement files.

The following chapters introduce some concepts needed to understand cryptography based signatures.

Cryptographic Hash Functions

A cryptographic hash function is any function that can be used to map data of arbitrary size to data of
fixed size where it is practically impossible to find two pieces of input that produces the same hash
value. It is a one way transformation that produces the same result every time. The result is called a
hash and since it is a one way function, it is not possible to re-create the input behind a hash.

Examples on hash functions are:

* SHA.2
* RIPEMD
* Whirlpool

Asymmetric Encryption

In cryptography, two types of encryptions are most commonly used, symmetric and asymmetric







encryption. The difference between them is that the symmetric encryption uses one single key for both
encryption and decryption, while asymmetric uses one key for encryption and another for decryption.
The fact that there are two keys can also be used for creating signatures and serves as a base for many
types of EID. The EID solutions usually use the asymmetric encryption in a Public Key Infrastructure
(PKD).

Asymmetric encryption make use of keypairs that if a text is encrypted using one of the keys, the only
key that can decrypt the crypto text is the other key belonging to the pair. One key is private and
should not be shared with anyone, the other is public and is used to verify signatures created with the
private key.

Examples on asymmetric keys are:

* RSA
* DSA

Digital Signatures

When signing using asymmetric keys, the signature result is called a raw signature and is just a binary
blob of a specific size, without any information at all. In order for the signature to be used in a
distributed environment, there is a need to add information on who signed the blob, what was signed
and so on.

The combination of metadata and the raw signature is called a digital signature. Some information is
optional:

« Signature time

X.509 Signature Certificate

X.509 CA Certificates (who issued the X.509 Signature Certificate)
 Signature text (TBS)

* Hash algorithms used

 Signature algorithm used

* The raw signature
Examples on digital signature formats are:

* CadES/CMS/PKCS#7
* XAdES

Signing

To sign an agreement a number of actions need to be executed:







* Create text representation of agreement

* Create digital signature

Create text representation

For advanced electronic signatures, where the agreement contents is logically tied to the created
signature, the text needs to be prepared in order to suit the signing method used. The textual
representation of an agreement is also called To Be Signed, or TBS for short. The TBS is the actual text
that is to be digitally signed. For the whole agreement to be tamper-proof, the agreement metadata
with all agreement files needs to be signed. Digital signature clients have limitations on the size of TBS.
It is not possible to sign the actual agreements, since there is a risk that the agreement files are too
large. Therefore cryptographic hash functions are used to reduce the size of the agreement files and
create a representation of it.

For non-advanced signatures, where the agreement contents is not directly tied to the signature, the
above preparation is normally not needed.

Digital signature clients allow us to send two different types of TBS. They are:

* Visible TBS
* Hidden TBS - Swedish BankID only

Visible TBS

TBS text that is exposed to the signatories by the digital signature clients. General information about
the Agreement is supplied to digital signature clients as a visible TBS. As the TBS will be different
between signing clients and also have different localizations it will be saved together with the digital
signature. In cases where hidden TBS is not supported, the visible TBS will contain information that
otherwise would be in the hidden TBS. Where the TBS has length restrictions due to technical reasons,
the hash may be base64 encoded (trailing = characters being omitted) and the hash may be calculated
as if the ordered agreement files were a single file.

Example

I sign: "Employment ACME Inc"
Egreement ID: 2394857302
Date: 26/04/2016

Hidden TBS

TBS text that is hidden from the signatories by the digital signature clients. Agreement content is
reduced to fewer characters using cryptographic hash functions is supplied to digital signature clients
as a hidden TBS. This is currently only supported for Swedish BankID.







Example

Content:

"Contract"
1103 b497 984e 433c 38d4 fdef 775 33ad Ocef 8cB7 9995 5b37 7c8e eddf 66f7 de73

"Codes of conduct"
2c¢f9 688d c483 2085 1f12 6120 9001 58b2 ab2e 62b1 afd5 acch ebbb 5134 c7a4 90f2

Create Digital Signature

For advanced electronic signatures, the cryptographic signature is created by applying the private key
from an asymmetric key pair on a dataset that previously has been hashed. In this context, the dataset
is the TBS. Different EID providers handles digital signatures in different ways, Signature Methods
describes all methods supported.

For non-advanced signatures, signature creation will vary depending on the method.

Signature Methods

Currently, the following signing methods are supported:

» Swedish BankID (advanced electronic signature)

* Norwegian BankID (advanced electronic signature and authentication)
* Finnish strong identification

* Danish MitID

» Swisscom Mobile ID (qualified electronic signature)

* Draw Signature

* API Signature

* SMS Signature

* Email Signature with OneTimePassword

* Click Signature

These are described in detail below.







Swedish BankID

Swedish BankID is the largest EID provider in Sweden run by Finansiell ID-Teknik BID AB which is
owned by a number of large swedish banks.

It is a PKI based solution with support for file based tokens as well as smart cards, supported on a
number of platforms for desktop and mobile.

Signature format

The BanKkID client produces an XML Digital Signature as specified in BankID Signature profile.

Audit log

Each signature transaction provides information used in user interface and audit logging:

* personNr - In the form of a Swedish personal identity number.
* personSurname - Surname in capital letters.

* personGivenName - Given name in capital letters.

* startDate - Date when signing was started.

* signatureMethod - Will be bankid or bankid-otherunit.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed, base64 encoded.

* tbsHidden - Hidden data being signed, base64 encoded.

How to validate
Validate the signature according to BankID Signature profile.
Output from validation to provide to Signee Validation in Container Format is:

» User attributes of the first certificate of the XML element KeyInfo with ID bidKeyInfo in the
signature.

» Hashed TBS.
* TBS Hash algorithm.

Norwegian BankID - advanced electronic signature

Norwegian BankID is the largest EID provider in Norway run by BankID Norway AS.

It is a PKI based solution that uses a one time password in combination with a personal password,







supported on a number of platforms for desktop and mobile.

Signature format

The BankID client produces a detached PKCS#7/CMS signature as specified in Cryptographic Message
Syntax, where the detached data being signed is the TBS.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.

* personGivenName - Given name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

* signatureAction - Will be signature.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed in the detached PKCS#7 signature, base64 encoded.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:

» User Attributes of the signer certificate in the element SignedData certificates in the PKCS #7
signature.

 Hashed TBS

* Hash algorithm

Norwegian BankID - authentication

Authentication based signing is also provided by the means of Norwegian BankID.







Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.

* personGivenName - Given name.

 personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

* signatureAction - Will be authentication.

* transactionld - Transaction ID from backend system.

How to validate

As an authentication alone does not digitally sign the agreement content, the person details such as
given name, surname and date of birth must be compared with the requested signee.

Finnish strong identification

Strong identification broker services are provided by Telia Finland for banks and mobile operators in
the Finnish Trust Network ("FTN").

Identity format
Telia produces a signed JWT which contains information about the person.

Table 1. Signed Attributes

Attribute Name Attribute Value

urn:oid:1.2.246.21 Social security number / personal identity code /
HeTu - henkil6tunnus

urn:0id:2.16.840.1.113730.3.1.241 Full name

urn:oid:2.5.4.4 Surname

urn:oid:1.2.246.575.1.14 Given name

More information can be found in Telia Tunnistus.







Audit log
Each signature transaction provides information used in user interface and audit logging:

* personNr - Finnish personal identity code.

* personSurname - Surname

* personGivenName - Given name

* startDate - Date when signing was started.

* signatureMethod - Will be eid-fi.

* transactionld - Transaction ID from backend system.

* signature - Signed JWT (from Telia).

publicKey - Public key (JWK) for the signed JWT (from Telia).

How to validate

The signed JWT can be verified using the public key.

Danish MitID

Danish MitID signing is utilizing Transaction Signing from Nets eID Broker.

Signature format

The signature flow for Danish MitID is performed as a text followed by end-user authentication, so
there is no signature produced. Thus a signature format does not exist.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Danish personal identity number.

* personName - Full name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be one of: mitid-low, mitid-substantial or mitid-high.

o The method mitid-<LOA> specifies what Level of Assurance (LOA) that was requested when
initiating the signature.

* signatureAction - Will be authentication.

* transactionld - Transaction ID from backend system.
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* tbs - Data that was shown to user before authenticating, base64 encoded.

More information can be found in Danish MitID.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. In case of dispute, contact the EID provider, Nets, to validate the
entries in the audit log.

Swisscom Mobile ID

Swisscom Mobile ID is a qualified electronic signature method provided by Swisscom Trust Services.

It is a PKI based solution that uses a smartphone application to authenticate signees. After successful
authentication a short lived certificate is issued that is used to produce a Qualified Electronic
Signature.

Signature format

Swisscom Trust Services produces a detached CMS signature as specified in Cryptographic Message
Syntax, where the detached data being signed is the tbsHidden and message is the message shown to
the user in the Mobile ID client.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no used to trigger the signee’s authentication of the signature.

* personName - Full name.

* personSurname - Surname.

* personGivenName - Given name.

* personSerialNumber - Swisscom evidenceld.

* startDate - Date when signing was started.

* signatureMethod - Will be swisscom-qes.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* message - Message shown in the Mobile ID client when user approves the signature, base64
encoded.

 tbsHidden - Data signed in the detached CMS signature, base64 encoded.
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More information can be found in Swisscom AIS and Swisscom SRS.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:

 User Attributes of the signer certificate in the element SignedData certificates in the CMS signature.
* Hashed TBS

* Hash algorithm

Draw Signature

The draw signature signing method is an electronic counterpart to traditional handwritten signatures.
Using draw signature, the end user draws a signature on a web canvas. The signing method is not
classified as an advanced electronic signature in that it does not tie the user to the contents signed and
does not identify this signatory. Yet, the method can be suitable in use cases where advanced electronic
signatures are not required.

Signature format

The signature is represented as an SVG/PNG image.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - In the form of a swedish personal number.

* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be draw-signature.

* signature - The SVG or PNG image, base64 encoded.

 signatureContentType - The content type of signature eg. image/svg, image/png.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. Also, as the case of traditional handwritten signatures where
there are no formal requirements placed, ocular comparison does not add to trustworthiness.
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API Signature

The API Signature is an electronic signature which is done by consuming the web service exposed by
Egreement AB. Using API Signature, the end user signs the agreement by making a request to the web
service. Using this method, user can also send the timestamp of actual time when the sign event took
place. This signing method is not classified as an advanced electronic signature in that it does not tie
the user to the contents signed and does not identify this signatory. Yet, this method can be suitable in
use cases where advanced electronic signatures are not required.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - In the form of a swedish personal number.

e personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be api-signature.

* signedOn - Time at which the agreement was actually signed (stated by user)

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature.

SMS Signature

SMS Signature is an electronic signature created by responding to an SMS with context specific
content. The content of the SMS is One Time Password (OTP), a 6 digits number sent to the registered
mobile no of the signee. The Signee has to submit the OTP in order to sign the agreement. The OTP
Number is generated by TOTP algorithm by hashing the current time along with the agreement
information. OTP can be regenerated and verified by the same logic provided the given time &
agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no of the signee.
* timestamp - Date when signing was started.

» agreementName - Name of the agreeement.
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 signatureMethod - Will be sms-signature.
e OTP - One Time Password.
How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, mobile, timestamp).

HASHLG : Use SHA-256 algorithm to generate hash of the given input.

* hash (array): HASHLG( agreementName + mobile + timestamp)

random (function): hash[ ${param1} ] & ${param2} << ${param3}

otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Email Signature with OneTimePassword

Email signature with OneTimePassword is an electronic signature created by One Time Password(OTP)
based email service. The content of the Email is One Time Password (OTP), a 6 digits number sent to
the registered email address of the signee. The Signee has to submit the OTP in order to sign the
agreement. The OTP Number is generated by TOTP algorithm by hashing the current time along with
the agreement information. OTP can be regenerated and verified by the same logic, provided the given
time & agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.

* timestamp - Date when signing was started.

» agreementName - Name of the agreeement.

* signatureMethod - Will be email-signature.

¢ OTP - One Time Password.
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How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, email, timestamp).
* HASHLG : Use SHA-256 algorithm to generate hash of the given input.
* hash (array): HASHLG( agreementName + email + timestamp)
* random (function): hash[ ${param1} ] & ${param2} << ${param3}
* otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Click Signature

Click signature is an electronic signature created by using a personalized link. The personalized link
can be shared by email or directly in an integrated application. When the signee visits the link, it will
take him to the agreement review page where he can click the sign button to sign the agreement.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.
* timestamp - Date when signing was started.

* signatureMethod - Will be click-signature.

How to validate

Due to the nature of this signature , we can’t validate the authenticity of the signature. Signatories has
to keep the link secret.

Reference documentation
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Document name

Overview

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker
Swisscom AIS
Swisscom SRS

Cryptographic Message Syntax
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Description

Gives an overview of the Egreement agreement
function and links to the other documents.

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3
All-in Signing Service Reference Guide, v2.15
Integration Guide Smart Registration Service, v1.8

https://www.ietf.org/rfc/rfc2630




https://www.ietf.org/rfc/rfc2630





			Signing


			Table of Contents


			Purpose


			Overview


			System


			Hardware


			Software





			Electronic Signatures


			Simple Electronic Signature (SES)


			Supported methods





			Advanced Electronic Signature (AES)


			Supported methods





			Qualified Electronic Signature (QES)


			Supported methods








			Cryptography


			Cryptographic Hash Functions


			Asymmetric Encryption


			Digital Signatures





			Signing


			Create text representation


			Visible TBS


			Example





			Hidden TBS


			Example








			Create Digital Signature





			Signature Methods


			Swedish BankID


			Signature format


			Audit log


			How to validate





			Norwegian BankID - advanced electronic signature


			Signature format


			Audit log


			How to validate





			Norwegian BankID - authentication


			Audit log


			How to validate





			Finnish strong identification


			Identity format


			Audit log


			How to validate





			Danish MitID


			Signature format


			Audit log


			How to validate





			Swisscom Mobile ID


			Signature format


			Audit log


			How to validate





			Draw Signature


			Signature format


			Audit log


			How to validate





			API Signature


			Audit log


			How to validate





			SMS Signature


			Audit log


			How to validate





			Email Signature with OneTimePassword


			Audit log


			How to validate





			Click Signature


			Audit log


			How to validate








			Reference documentation







Validation

Egreement AB

Version 3.0-186-gea5ec45, 2024-04-18







Table of Contents

PULPOS . . o e
L0 A=) o7 o)
Container Valldation ... ....ouuuut ettt e e
Agreement CONEEIT . ... ...ttt e e et et e e e e ettt et
R TaCIN g S N atUTE S DS, ot ettt ettt e ettt e e et e e et e e e e

Audit Log Validation PrOCESS . . ..ottt ettt ettt e et e et it

23 ) =) 4 (o <1







Purpose

Agreements might need validation in case of disputes where one or more contracting parties renounce
that he or she intentionally signed the agreement. Since an agreement e-signed using Egreement’s
service is self-contained, tamper-proof and legally binding, validating the agreement can be enough to
settle legal disputes. This document describes all the steps needed to validate the agreement.

Overview

Validating an agreement is quite a complicated process requiring technical skills or software. The
agreement is stored as a PDF container where any proof of the validity of the agreement is contained
inside the actual container. The process spans from controlling the actual agreement content to
validating the Public Key Infrastructure (PKI) signature status.

The parts that should be validated and covered by this and other references documents are:

e Container validation
* Agreement content

* Retracing signature steps

Container Validation

Verify that the container is an agreement PDF container. See the "Container Content" chapter in
Container Format.

Agreement Content

Read and validate all parts of the agreement attached to the container. See "PDF Container" Container
Format how to locate all files of the agreement.

Retracing Signature Steps

The audit log is a list of entries holding all actions associated with the agreement, from creating the
agreement to the last signee signing the agreement. The list is sorted by the time each action was
logged.

Audit Log Validation Process

Validate each audit entry in the log according to the "How to validate" section of each specific audit
entry type chapter. The audit entry types are described in detail in Container Format, where each







entry type is described in a separate chapter.

If validation of one step fails or if the audit entry does not exist in Container Format, the agreement is
considered invalid.

If validation of an entry fails, it is important to analyze why before the agreement is discarded. It is
important to establish if the agreement is considered invalid because someone has tampered with it, or

if there are errors in the tools or in the documentation?

References

Document name

Overview
Container Format
Signing
Validation
BankidValidation
Telia Tunnistus

Nets eID Broker
Swisscom AIS
Swisscom SRS

Cryptographic Message Syntax

Description

Gives an overview of the Egreement agreement
function and links to the other documents.

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3
All-in Signing Service Reference Guide, v2.15
Integration Guide Smart Registration Service, v1.8
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REVISIONSBERATTELSE

Till foreningsstamman i Bostadsrattsforeningen Sobeln 1
769606-7771

Rapport om arsredovisningen

Vi har utfért en revision av arsredovisningen for Bostadsrattsféreningen Sobeln 1 for ar
2023.

Styrelsens ansvar fér 8rsredovisningen

Det &r styrelsen som har ansvaret for att uppratta en arsredovisning som ger en rattvisande
bild enligt arsredovisningslagen och for den interna kontroll som styrelsen bedémer &r
nédvandig for att upprétta en arsredovisning som inte innehdller vésentliga felaktigheter,
vare sig dessa beror pd oegentligheter eller pa fel.

Revisorns ansvar

Vart ansvar ar att uttala oss om rsredovisningen pa grundval av var revision. Detta kraver
att vi planerar och utfér revisionen for att uppna rimlig sidkerhet att arsredovisningen inte
innehaller vasentliga felaktigheter.

En revision innefattar att genom olika atgarder inhdmta revisionsbevis om belopp och annan
information i drsredovisningen. Revisorn valjer vilka atgarder som ska utféras, bland annat
genom att bedéma riskerna for véasentliga felaktigheter i drsredovisningen, vare sig dessa
beror pa oegentligheter eller pa fel. Vid denna riskbedémning beaktar revisorn de delar av
den interna kontrollen som &r relevanta for hur féreningen upprattar arsredovisningen for att
ge en rattvisande bild i syfte att utforma granskningsatgarder som &r &ndamalsenliga med
hansyn till omsténdigheterna, men inte i syfte att gora ett uttalande om effektiviteten i
foreningens interna kontroll. En revision innefattar ocksa en utvéardering av
andamalsenligheten i de redovisningsprinciper som har anvénts och av rimligheten i
styrelsens uppskattningar i redovisningen, liksom en utvardering av den évergripande
presentationen i arsredovisningen.

Vi anser att de revisionsbevis som har inhdmtat &r tillrdckliga och &ndamalsenliga som grund
for vart uttalanden.

Uttalanden

Enligt var uppfattning har arsredovisningen uppréttats i enlighet med arsredovisningslagen
och ger en i alla vasentliga avseenden rattvisande bild av féreningens finansiella stadllning
per 2023-12-31 och av dess finansiella resultat fér aret enligt arsredovisningslagen.
Forvaltningsberéttelsen &r forenlig med arsredovisningens 6vriga delar.

Vi tillstyrker darfoér att féreningsstamman faststéller resultatrakningen och balansrékningen.





Rapport om andra krav enligt lagar och andra forfattningar

Utdver var revision av arsredovisningen har vi dven utfért en revision av forslaget till
dispositioner betraffande féreningens vinst eller férlust samt styrelsens férvaltning fér
Bostadsrattsféreningen Sobeln 1 fér ar 2023.

Styrelsens ansvar

Det &r styrelsen som har ansvaret for forslaget till dispositioner betraffande féreningens
vinst eller forlust, och det ar styrelsen som har ansvaret for férvaltningen enligt
bostadsrattslagen.

Revisorns ansvar
Vart ansvar &r att med rimlig sdkerhet uttala mig om férslaget till dispositioner betréffande
féreningens vinst eller férlust och om férvaltningen pd grundval av var revision.

Som underlag for vart uttalande om styrelsens forslag till dispositioner betréffande
féreningens vinst eller forlust har vi granskat om forslaget ar forenligt med
bostadsrattslagen.

Som underlag for vart uttalande om ansvarsfrihet har vi utdver revisionen av
arsredovisningen granskat vasentliga beslut, atgarder och férhallanden i féreningen for att
kunna bedéma om nagon styrelseledamot &r ersattningsskyldig mot féreningen. Vi har &ven
granskat om ndgon styrelseledamot pa annat satt har handlat i strid med bostadsréattslagen,
arsredovisningslagen eller féreningens stadgar.

Vi anser att de revisionsbevis som inhamtat ar tillréckliga och &ndamalsenliga som grund for
o
vara uttalanden.

Uttalanden
Vi tillstyrker att féreningsstdmman disponerar resultatet enligt forslaget i
forvaltningsberattelsen och beviljar styrelsens ledaméter ansvarsfrihet for rakenskapsaret.

Stockholm

Ravisor AB
David Walman
Revisor






[ {
  "agreementId" : "e6301540-0be2-11ef-928a-fba97147171b",
  "agreementName" : "Årsredovisning",
  "agreementVersion" : "1.19",
  "agreementFiles" : [ {
    "fileName" : "2be517d0-0b2e-11ef-b60c-098e86a37968-signerat.pdf",
    "fileMimetype" : "application/pdf",
    "fileSize" : "6368847",
    "fileHash" : "b2d78898d107d3d23e93ec61db6eb9482c05b759bb556f26ee65550f3b862ba6",
    "fileId" : "e67115e0-0be2-11ef-a123-8d4ff8e6c7e8"
  }, {
    "fileName" : "rb Sobeln 1_20240506195728.pdf",
    "fileMimetype" : "application/pdf",
    "fileSize" : "124153",
    "fileHash" : "a5e432e3c2310bd2511fe22932e5913689beed4d78fd70377bf55064eed89c19",
    "fileId" : "e6a82b70-0be2-11ef-bc8e-95cd1a1e30e9"
  } ],
  "signees" : [ {
    "personName" : "David Oskar Petter Walman",
    "personNr" : "8002043233",
    "orgName" : "Bostadsrättsföreningen Sobeln 1",
    "personSurname" : "Walman",
    "orgNr" : "7696067771",
    "personGivenName" : "David Oskar Petter",
    "email" : "info@ravisor.se"
  } ],
  "time" : "2024-05-06T21:57:44.000+0200",
  "type" : "api",
  "user" : {
    "personName" : "API API_KEY",
    "orgName" : "Sveriges Mäklar- och Organisationstjänst AB",
    "ipAddress" : "188.126.93.49",
    "orgNr" : "5590421631"
  },
  "eventId" : 12,
  "eventClass" : "agreement_created",
  "id" : "e7329120-0be2-11ef-810a-9bca23d9737a"
}, {
  "id" : "ebcd4ef0-0be2-11ef-beaf-05bff812c414",
  "time" : "2024-05-06T21:57:51.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "83.227.16.49"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "David Oskar Petter Walman",
    "personNr" : "8002043233",
    "orgName" : "Bostadsrättsföreningen Sobeln 1",
    "personSurname" : "Walman",
    "orgNr" : "7696067771",
    "personGivenName" : "David Oskar Petter",
    "email" : "info@ravisor.se"
  }
}, {
  "id" : "fb3d0790-0be2-11ef-810a-9bca23d9737a",
  "time" : "2024-05-06T21:58:17.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "info@ravisor.se"
  } ]
}, {
  "signeeInfo" : {
    "personName" : "David Oskar Petter Walman",
    "orgName" : "Bostadsrättsföreningen Sobeln 1",
    "personSurname" : "Walman",
    "orgNr" : "7696067771",
    "personGivenName" : "David Oskar Petter",
    "email" : "info@ravisor.se"
  },
  "signingMetadata" : {
    "personNr" : "198002043233",
    "personSurname" : "Walman",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyIgCklEOiBlNjMwMTU0MC0wYmUyLTExZWYtOTI4YS1mYmE5NzE0NzE3MWIKRGF0dW06IDIwMjQtMDUtMDYKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "ffd0c080-0be2-11ef-8fee-17a4d5dcb818",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiMmJlNTE3ZDAtMGIyZS0xMWVmLWI2MGMtMDk4ZTg2YTM3OTY4LXNpZ25lcmF0LnBkZiIKYjJkNyA4ODk4IGQxMDcgZDNkMiAzZTkzIGVjNjEgZGI2ZSBiOTQ4IDJjMDUgYjc1OSBiYjU1IDZmMjYgZWU2NSA1NTBmIDNiODYgMmJhNgoKInJiIFNvYmVsbiAxXzIwMjQwNTA2MTk1NzI4LnBkZiIKYTVlNCAzMmUzIGMyMzEgMGJkMiA1MTFmIGUyMjkgMzJlNSA5MTM2IDg5YmUgZWQ0ZCA3OGZkIDcwMzcgN2JmNSA1MDY0IGVlZDggOWMxOQotLS0tLS0tLS0t",
    "personGivenName" : "David Oskar Petter",
    "startDate" : "2024-05-06T19:58:25.730+0000",
    "transactionId" : "e5d6fec261f7434fb6920e30f8df0ac1"
  },
  "time" : "2024-05-06T21:58:36.000+0200",
  "type" : "sign_final_part",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "83.227.16.49"
  },
  "eventId" : 31,
  "eventClass" : "agreement_signed",
  "id" : "067cf930-0be3-11ef-b246-63780d501365"
} ]
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Purpose

This document gives an introduction to the collection of reference documentation added to each
agreement signed using Egreement’s service. In case of agreement disputes, this documents and its
referrals should be used as a handbook on how to verify agreements.

Overview

Agreement and workflow basics are introduced in this document in order to be able to understand the
reference documentation.

Glossary

Term Description

Agreement File Attachment to the agreement, for example an
uploaded PDF, image, or free text, entered by
agreement creator.

Agreement Creator User who creates the initial agreement and add
contracting parties.

API Application Programming interface

Audit Log The log of events associated with each agreement.

CMS Cryptographic Message Syntax

Container The file which holds the agreement including all

metadata such as audit log, documentation,
verification, Etc.

Contracting Party User who is to sign an agreement.

Egreement The company providing the agreement signing
service. Egreement AB,
https://www.egreement.com

EID Electronic identity such as a certificate or online
identity of some kind.

Hash A cryptographic hash, see Signing
JSON JavaScript Object Notation

NTP Network Time Protocol

OCSP Online Certificate Status Protocol
PKCS Public Key Cryptography Standards



https://www.egreement.com



Term Description

PKI Public Key Infrastructure
PDF Portable Document Format from Adobe Systems
Signee When a contracting party has signed an

agreement, the party becomes a signee.

TBS To Be Signed. A textual representation of an
agreement.
Verification Page(s) appended to the end of the visible part of

the agreement, summarizing agreement
information, including a timeline.

XML Extensible Markup Language

Agreement Basics

An agreement has a number of artifacts that together form an agreement:

@greement

Agreement Name

Agreement ID

Agreement files Audit log

Attachment-1 Created
Attachment-2 User 1 viewed
Attachment-3 User 1 signed

User 2 viewed

User 2 signed

Figure 1. Agreement content

* Agreement name chosen by Agreement Creator.
* Agreement ID automatically generated by Egreement’s system.
* Files of different formats, such as text or images, that form the contractual part of the agreement.

* Audit log, created by the Egreement system, keeping records of all major events that have taken





place in the process of concluding the agreement.

» Reference documentation on how Egreement manages agreement creation, signing and conclusion.
This very document is the introduction and first part of the reference documentation.

Version Properties

The following properties apply for the current version of the agreement implementation:

» Agreement File hash algorithm: SHA-256
» Agreement File hash encoding: Hex string
 Reference documents:

o Overview

o Container Format

o Signing

o Validation

Workflow

The Egreement workflow contains a number of stages.

Create agreement - Start
Add agreement files - Upload attachments
Add contracting parties - Add people who are to sign the agreement

Signature creation - All contracting parties sign the agreement

S

Download - Agreement can be downloaded (optional)

Agreement Creation

When an agreement is to be created, the user chooses a name for the agreement and an ID is
automatically generated.

Agreement Files

An agreement file is a part of the agreement. The file can be of any format. If the file format can be
presented by the Egreement software, a visual representation will be shown to the contracting parties.





Contracting Parties

After the agreement has been set up, all contracting parties who should sign the agreement are added.

Signature Creation

The user should always sign the complete agreement including all attached files. Metadata which will
serve as proof of user consent to the agreement will be automatically added by the system, making the
agreement tamper-proof and self-contained. Each signee can choose from a set of signature methods.
The actual signature creation is handled differently depending on signing method.

In the signature workflow, a number of signees can individually sign the same agreement. The
aggregated signature result will be added to the agreement as proof of the agreement’s validity. Signing
is described in detail in Signing.

After the last signee has signed, the agreement will be concluded and therefore the process and
agreement files will be closed.

Download

It is possible to download an agreement from the system to store it offline. The downloaded agreement
is tamper-proof, as all parts of the agreement, including main file, attachments and all other artifacts,
are tied to every individual signee. Since this downloaded agreement is more than just a document, it
is referred to as a Container.

Egreement currently supports PDF as container-format which is described more in detail in Container
Format.

Logging
All actions associated with the agreement are stored in the audit log.
Dispute

In case of dispute about a signed agreement where the different signees disagree, the Validation
document describes the process how to verify the agreement’s validty.

Reference Documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.





Document name

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker
Swisscom AIS
Swisscom SRS

Cryptographic Message Syntax

Description

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3
All-in Signing Service Reference Guide, v2.15
Integration Guide Smart Registration Service, v1.8

https://www.ietf.org/rfc/rfc2630



https://www.ietf.org/rfc/rfc2630
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Purpose

This document is targeted for contracting parties and arbitrators that create, sign and/or evaluate
agreements concluded through the Egreement application. The document describes the content,
structure and semantics of the agreement container, required to understand in order to evaluate
agreements or settle possible disputes.

Overview

An agreement in the Egreement sense is not just a single document. Instead, an agreement is a
collection of different information artifacts concerning an agreement made between one or more
contracting parties. Artifacts can be the text on which agreement parties are to agree, individual
parties’ acceptance statements, or records of the events associated with the conclusion of the
agreement. In order to store this information in a secure and self-contained manner, a Container is
needed. The container is simply a file storing all the information needed in a structured and well-
defined way.

Generic Container Structure

The container includes the following artifact types:

* Agreement File - One or more documents, or other types of files (such as images), either uploaded
by the agreement creator or provided by the Egreement application, that togehter constitute the
agreement.

* Audit Log - A log, created by the Egreement system, with recordings of all major events that have
taken place in the process of concluding the agreement.

* Reference Documentation - Documentation how Egreement manages agreement creation, signing
and closing.

* Verification - An agreement summary, including a listing of included agreement files, signees and
an extract of the audit log.

PDF Container

The container format used by Egreement is PDF. All of the listed artifact types are stored as so called
attachments in the PDF container. The reason for adding agreement artifacts as attachments is that
this makes it possible to provide traceability throughout the complete signing process. In order for a
reader to easily be able to view the contents of the agreement, a selection of the attachments is
"mirrored" to the main (visible) part of the PDF.





@greement PDF Container
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Agreement File 1
Agreement File 2
Visualization of Agreement File N
Agreement File 1-N
Reference Documentation 1
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Reference Documentation N

Audit Log I
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Figure 1. Container Overview

Not all PDF viewers are able to list and/or present PDF attachments. Therefore, it is
recommended to use the official Adobe Acrobat Reader to view Egreement PDF
containers.

Each attachment is given a numeric prefix to its name in order to sort the files correctly in the list. Also
note that the description field holds the artifact type of the attachment.

@ Attachments X
@ B &
Name ~ Description Modified
5 01-CarContract.pdf Agreement File-456-5654-10  29/04/16 14:25:26
i‘ 02-Carlmage.jpg Agreement File-456-5654-12 29/04/16 14:25:27
) 03-CarSound.m4a Agreement File-456-5654-13  28/04/16 14:25:27
: 04-auditlog.json Audit Log 29/04/16 14:25:27
= 05-Overview.pdf Reference Documentation 29/04/16 14:25:27
= 06-ContainerFormat.pdf Reference Documentation 29/04/16 14:25:27
5 07-Signing.pdf Reference Documentation 29/04/16 14:25:27
= 08-Validation.pdf Reference Documentation 29/04/16 14:25:27
= 09-verification.pdf Verification 29/04/16 14:25:27

Figure 2. PDF Attachments





How to Validate

The container is a valid PDF agreement if it holds the artifacts defined above.

Container Content

Agreement File

Artifact type: Agreement file

Agreement files are the parts of the agreement which the agreement creator uploads or selects to be
included. These could be documents, forms, images or virtually any type of file. Furthermore,
agreement files can be divided into two categories, agreement files possible to visualize and non-
possible to visualize.

Agreement Files Possible to Visualize

Files possible to visualize, are added as attachments to the container just as all other artifact types, but
they are also mirrored to the visible part of the agreement PDF. This allows the user to quickly view
the content of the main parts of the agreement. Files that typically are possible to visualize, are PDFs,
image-type files and text files.

Agreement Files Non-Possible to Visualize

Agreement files non-possible to visualize, are not mirrored to the visual part of the agreement PDF,
though it is represented with name, size and hash of the file. These file types are typically technically
hard or impossible to create a visual representation of, e.g. a sound file or a video file.

How to Validate

To understand what has been agreed and to establish if there is a dispute or if the disagreement
between the contracting parties is actually covered by the agreement, please read and understand the
actual content of the agreement.

Audit Log

Artifact type: Audit log

The audit log attachment is a well-defined, JSON formatted, document presenting all the important
events that have occurred from when the agreement was created until the agreement was closed.
Refer to the "Workflow" chapter in Overview for more details.

The following audit log entry types are defined:





* Agreement Created

* Agreement Viewed

* Agreement Signed

* Agreement Rejected

* Agreement ExpireOn Changed

* Message Sent

The different log entry types are described in detail below.

Common Structures
All log entry types share common information that is included in every log entry logged.

Table 1. Common Attributes

Parameter name Parameter value example(s)  Description

time 2016-03-21T10:03:28.010+0000  Time when the entry was logged
as yyyy-MM-dd'T'HH:mm:ss.SSSZ.

id 540431, 1e8f69a4-07c1-11e8- An ID of this particular event

ba89-0ed5f89f718b (can either be a numeric long

value or Time based UUID).

event(lass agreement_created Name of the type, as listed
below.

eventld 10 Each type includes a set of IDs.

See respective log entry type
description for details.

userInfo See UserInfo Information about a user.

UserInfo

The UserInfo structure holds information about the user triggering an event, users being contracting
parties of an agreement as well as other users. Note that only a subset of the parameters is included,
depending on the situation where the UserInfo structure is used.

Table 2. UserInfo

Parameter name Parameter value example(s)  Description

ipAddress 212.94.55.131 The IP address of the user.

email Jjohn@example.org The user’s email address.

mobile +4670123456789 The user’s mobile phone
number.
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Parameter name

personNr

personName

personGivenName
personSurname

orgNr

orgName

AgreementFileInfo

Parameter value example(s)

19550505-1234 (Sweden),
220750-999Y (Finland)

John Smith

John
Smith

551234-1234

Acme AB

Description

The user’s personal identity
number.

The first and last name of the
user.

The first name of the user.
The last name of the user.

The organization number of the
organization on behalf of which
the user is operating.

The organization name of the
organization on behalf of which
the user is operating.

The AgreementFileInfo structure holds information about an agreement file, e.g. a PDF uploaded by the

user. See Agreement File.

Table 3. AgreementFileInfo

Parameter name

fileld

fileName

fileMimetype

fileSize

fileHash

How to Validate

Parameter value example(s)

6572354654, 75928ba0-2369-
11e8-b467-0ed5f89f718b

MyEmployeeAgreement.pdf

application/pdf
42253

3d7c514b...66b786a4

See Validation how to validate the entire audit log.

Agreement Created

Description

The system generated ID of the
agreement file (can either be a
numeric long value or Time
based UUID).

The user defined name of the
agreement file.

The agreement file mime type.

The size, in bytes, of the
agreement file.

The hash of the agreement file,
encoded as a hex string.

This event is logged when the agreement is created. This is always the first log entry for each
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agreement, i.e. no events can take place before this event has occurred.

* EventClass: agreement_created

 Eventld:

> 10: When a private user creates an agreement using the web application.

> 11: When a company user creates an agreement using the web application.

> 12: Agreement created using the APIL.

Table 4. Agreement Created Specific Information

Parameter name Parameter value example(s)

agreementName MyEmployeeAgreement

agreementId 12345678901234, 75928ba0-2369-
11e8-b467-0ed5f89f718b

agreementVersion 1.18

agreementlocale sv_SE

signees List of UserInfo

agreementFiles List of AgreementFileInfo

How to Validate

Description

User specified name of the
agreement.

System generated ID of the
agreement (can either be a
numeric long value or Time
based UUID).

Version of the agreement
container format.

Locale of the agreement
container.

A listing of the signees defined
as parties in the agreement.

A listing of the agreement files
included in the agreement.

Validating this audit entry requires a number of steps all documented below.

EventTypeld Validation

Check that the UserInfo field is populated correctly according to EventType. See UserInfo for details.

Table 5. EventType effect on UserlInfo

Type How to validate UserInfo

10 orghr and orgName must not be set

1 personNr, orgNr and orgName must be set
12 orgNr and orgName must be set
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Agreement Metadata

All metadata parameters must be validated according to table below.

Table 6. Agreement Created Metadata Verification

Parameter name How to validate

agreementName Must be present

agreementId Must be present

agreementVersion Must be less than or equal to 1.16
agreementlocale If present, Must be a valid locale and container

verification page must be in this language
signees See Signees Validation

agreementFiles See Agreement File Validation

Agreement File Validation

Validate that all Agreement File are the correct ones, that they are included, and that there are no
additional files than the ones listed in the audit log.

Audit Log

Check all agreement files in this audit entry and verify that they all exist in the container. Do this by
identifying the attachment by the ID and name stated in the audit entry.

Attachments

Check all agreement files in the PDF container by searching after the Artifact type: Agreement file and
make sure that they are all listed in the create agreement audit entry.

Check Hashsums

For each agreement file, compute the hash and check that the hash in the audit entry is correct.

Signees Validation

Make sure that each signee has an Agreement Signed audit entry. Also check that the number of signees
is equal to the number of Agreement Signed entries.

Agreement Viewed
This event is logged every time an agreement is viewed or downloaded.

» EventClass: agreement_viewed
e Eventld:

o 20: When a user views an agreement using the web application.





> 27: When a user views an agreement using a mail link.
o 22: When a user views an agreement by downloading it using the web application.

> 23: When a user views an agreement using a mail link that is protected using two-factor
authentication.

Agreement Viewed Specific Information

None

How to Validate

Check that time of entry is after Agreement Created.

Agreement Signed
This event is logged every time a user signs an agreement.

* EventClass: agreement_signed

* Eventld:
> 30: When a user signs the agreement, not being the last signee.
> 31: When a user signs the agreement as the last signee.

> 32: When a user tries to sign the agreement but signing fails.

Table 7. Agreement Signed Specific Information

Parameter name Parameter value example Description
signeelnfo See UserInfo Information about the signee.
signMetadata See SignMetadata Signing metadata produced in

the signing process.

Table 8. SignMetadata

Parameter name Parameter value example Description

signatureMethod bankid The ID of the signing method
used.

signature PD94bWwgdm...duYXR1lcmU+  The signature, base64 encoded.

The underlying format depends
on the signature method used.

ocspResponse MIIEXgoBAK...jks3yrAUVE The OCSP response message,
base64 encoded. This parameter
is only included for some signing
methods.





Parameter name Parameter value example Description

message MzJhMDYXN2FhYjRjOWZINzI1Zj The text shown to the signee
FINWJJNDQxM,;... before approving the signature
request. Text is NOT signed, just
kept for audit purposes.

tbs SSBzaWduOiAiQ29udHJhY3QiIA The text being signed by the
PJRDogNjdKkN2... signee using the signing method
encoded as base64. This
parameter is only included for
some signing methods and may
vary between signing methods
and localizations.

tbsHidden LSOtLSOtLSOtLQpDb250ZW500g Hidden additional text also
oKImJsdWUucG... being signed, base64 encoded.
This parameter is only included
for some signing methods.

How to Validate

Check that time of entry is after Agreement Created.

EventType Validation

Table 9. EventType effect on validation

Type How to act
30 Verify as described below.
31 Verify as describe below, and once done, check

that there are no more Agreement Signed entries
in the audit log.

TBS Validation

In case of an advanced or qualified signature methods, the TBS (including the hidden TBS where
applicable) will be stored as a part of SignMetadata.

For simple electronic signature methods, TBS validation is not applicable.

Signature Validation

Fetch the signature method pointed out by SigningMethod and verify the signature according to the
corresponding chapter in Signing

Signee Validation

The output from the Signature Validation should be validated according to table below.





Output type How to validate

Signature time If a signature time has been registered, check that
this signature time corresponds to the time of the
Agreement Signed.

User attributes Check that the user attributes returned from the
signature method matches the attributes of the
SigneeInfo.

TBS or hash of TBS If TBS validation applies, check that TBS and/or

tbsHidden matches the SignMetadata.

Hash algorithm If TBS validation applies, and the TBS is returned
hashed, return name of hash algorithm.

Agreement Rejected
This event is logged when the agreement is rejected. If this event occurs, the agreement is invalid.

* EventClass: agreement_rejected
* Eventld:
o 40: Agreement rejected by user.
o 41: Agreement auto-rejected due to validity timeout.

o 42: Agreement withdrawn by agreement creator.

Agreement Rejected Specific Information

None

How to Validate

If one of these audit entries are found, the agreement is not a valid agreement.

Agreement ExpireOn Changed
This event is logged when the agreement expiry date is changed.

* EventClass: agreement_expire_on_changed
e Eventld:

o 80: Agreement expiry date changed by user.

Table 10. Agreement ExpireOn Changed Specific Information
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Parameter name Parameter value example Description

agreementPreviousExpireOn 2016-03-21T10:03:28.010+0000  Time when agreement was

scheduled to expire as yyyy-Mm-
dd'T'HH:mm:ss.SSSZ.

agreementExpireOn 2016-03-31T10:03:28.010+0000  Time when agreement is

scheduled to expire as yyyy-Mm-
dd'T'HH:mm: ss.SSSZ.

How to Validate

Check that time of entry is after Agreement Created.

Message Sent

A message is logged each time the system sends a mail to parties involved in the agreement.

* EventClass: message_sent

* Eventld:

[

o

50:
51:

52

53:
54:
55:

56

57:
58:
60:

Message sent due to event IDs: 10-12

Message sent due to event ID: 30.

: Message sent due to event ID: 31.

Message sent due to event ID: 40.
Message sent due to event ID: 41.

Message sent when agreement is shared.

: Message sent when agreement sharing is cancelled.

Message sent when agreement validity is about to expire.
Message sent as a reminder of agreement creation.

Message sent due to event ID: 20-23.

Table 11. Message Sent Specific Information

Parameter name Parameter value example Description

sentTo

List of UserInfo A listing of the users to whom
the message is sent.

How to Validate

Check that time of entry is after Agreement Created.
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Format

The audit log is included in the container as a JSON-formatted file.

Audit log example

[ {
"agreementId" : "160400034502",
"agreementName" : "Package patent",
"agreementVersion" : "1.16",

"agreementlocale": "sv_SE",
"agreementFiles" : [ {
"fileSize" : "722085",
"fileId" : "4081",
"fileHash" : "01e70b3f3d48df504119a912e171df2f2533a2a8bf73d052¢c004e27bf64671a0",
"fileMimetype" : "application/pdf",
"fileName" : "patent.pdf"
oA
"fileSize" : "180269",
"fileId" : "4082",
"fileHash" : "96e0a461e285986ae6e3a2b581568c89d1dae77ae580fea1859faab2e594ec46",
"fileMimetype" : "image/png",
"fileName" : "figl.png"
1L
"signees" : [ {
"personNr" : "191111112222",

"personName" : "Alice A"

oA
"personNr" : "193333334444",
"personName" : "Bob B"

1L

"id" : 778333,

"time" : "2016-04-26T716:39:30.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

I

"event(Class" : "agreement_created",

"eventId" : 10

oA
"id" : 778334,

"time" : "2016-04-26T716:39:31.000+0000",
"eventId" : 50,

"event(Class" : "message_sent",
"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",

12





"ipAddress" : "1.2.3.4"

H

"sentTo" : [ {
"email" : "alice.a@eavtal.se",
"personName" : "Alice A"

Frp
"personName" : "Alice A",
"mobile" : "+4670123456789"

} ]

oA

"signingMethod" : "bankid",

"signeelnfo" : {
"personSurname" : "B",
"personNr" : "193333334444",
"personGivenName" : "Bob",
"personName" : "Bob B"

}

igningMetadata" : {

"ocspResponse” : "MII...z5Q==",

"startDate" : "2016-04-26716:39:32.000+0000",
"signatureMethod" : "bankid",

"signature" : "PD9...cmU+"

I

"id" : 778335,

"time" : "2016-04-26T16:39:43.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

I

"event(Class" : "agreement_signed",

"eventId" : 30

} ]

Reference Documentation

Artifact type: Reference documentation

Included in the container is also the reference documentation which documents the container format,
overview and details about signing and validation, Etc.

Table 12. Reference Documentation
Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.
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Document name

Container Format
Signing
Validation
BankidValidation
Telia Tunnistus

Nets eID Broker

Cryptographic Message Syntax

Verification

Artifact type: Verification

The verification page is included as an attachment in the container, and is also mirrored to the visible
part of the container PDF. The purpose of the verification is to provide the reader with a summary of
the content of the agreement, in combination with important events that have occurred during the
agreement creation and signing process. An overview of the contents of the verification is given below.

Basic Information

Includes the most basic, and always present, information of the agreement. See Agreement Created for

more details.

* Agreement ID
* Agreement name
* Agreement version

e Creation date

Agreement Files

Lists the different files that the agreement includes. This is primarily the documents uploaded by the

Description

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3

https://www.ietf.org/rfc/rfc2630

user, which include agreement text and other data. See AgreementFileInfo for more details.

Each agreement file is listed with the following properties:

* Agreement file ID

14
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* Agreement file name
* Agreement file mime type
* Agreement file size

» Agreement file hash

Signees

Lists the signees that have signed the document. See UserInfo for more details. Each signee is listed
with the following properties:

* Signee person number ID

* Signee name

» Signee sign date

Audit Log Extract

The verification ends with a summarizing extract from the audit log. It includes the most important
events and information from the audit log, whereas audit information that is of secondary importance
is filtered out.

Change Log

Agreement Version : 1.1

» Date of Change : 2017-02-28
* Logs

o Representation of agreement parts which are not possible to visualize are to include last
modified date along with the existing information (Name, Size, Hash).

o

Layout is also changed to display the additional information vertically.
o Agreement File section of Verification page to include last modified date & time.

o ToBeSigned (TBS) text is separated into two types(visible & hidden).

Agreement Version : 1.2

* Date of Change : 2017-03-15
* Logs
o File Title is included in non visible agreement parts.

- Removed file Hash information from Attest Page and included file title
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Agreement Version : 1.3

» Date of Change : 2017-06-21
* Logs

o New Signature Methods EMail signature & Email signature with OneTimePassword introduced

Agreement Version : 1.4

* Date of Change : 2018-02-01
* Logs
o Audit Events are allowed to have id as Long (number) or UUID

o New Signature Method Click signature introduced

Agreement Version : 1.5

* Date of Change : 2018-05-31
* Logs

> Norwegian BankID is introduced

Agreement Version : 1.6

* Date of Change : 2018-07-31
* Logs

o More information about signature added on attest page

Agreement Version : 1.7

* Date of Change : 2019-01-16
* Logs

o Draw signature image added on attest page

Agreement Version : 1.8

» Date of Change : 2019-02-01
* Logs

o Message Sent for viewed event added in auditlog.json
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Agreement Version : 1.9

» Date of Change : 2019-04-04
* Logs

o Agreement locale added for agreement created event in auditlog.json

Agreement Version : 1.10

* Date of Change : 2019-05-16
* Logs

- Enable rendering of txt files on visual part of the PDF.

Agreement Version : 1.11

* Date of Change : 2019-05-14
* Logs

o Agreement expire on changed event added in auditlog.json

Agreement Version : 1.12

* Date of Change : 2020-04-20
* Logs

o Localized signing method display text on attest page & in auditlog.json

Agreement Version : 1.13

» Date of Change : 2020-10-22
* Logs

o Finnish EID is introduced

Agreement Version : 1.14

* Date of Change : 2021-08-03
* Logs

o TBS explanation is extended
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Agreement Version : 1.15

* Date of Change : 2021-11-07
* Logs
o Norwegian BankID signing documentation is updated

> Norwegian BankID signing by the means of authentication is introduced

Agreement Version : 1.16

» Date of Change : 2022-04-30
* Logs

o Danish signing using MitID is introduced

Agreement Version : 1.17

* Date of Change : 2022-07-15
* Logs
o Watermark logo removed

o Verification page logo changed

Agreement Version : 1.18

* Date of Change : 2023-10-02
* Logs

o Qualified electronic signing using Swisscom Mobile ID is introduced

Agreement Version : 1.19

* Date of Change : 2024-04-17
* Logs
o Watermark logo added

o Verification page logo changed

Reference Documentation
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Document name

Overview

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker
Swisscom AIS
Swisscom SRS

Cryptographic Message Syntax

Description

Gives an overview of the Egreement agreement
function and links to the other documents.

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3
All-in Signing Service Reference Guide, v2.15
Integration Guide Smart Registration Service, v1.8

https://www.ietf.org/rfc/rfc2630
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Purpose

The purpose of this document is to provide deep knowledge of the signature process making it possible
to verify the signatures of agreements signed using the Egreement service.

Overview

This document describes how Egreement handles the signature process, from how to make all
agreement files tamper-proof, to how each Electronic ID (EID) provider implements its signatures.

System

For the agreement signatures to be trustworthy, it is important that a stable and high-quality system
protects the signing process.

All parts providing evidence for the signature, such as hardware, operating system and software, have
to be trusted.

Hardware

Egreement’s signature software runs on a virtualized hardware platform. It is hosted in a data center
with high availability requirements, used by large banks and e-commerce companies.

Software

For a signature to be trusted, it is important that the timestamp can be reliable. Timestamps are used to
show when certain events occur and are an important evidence when validating an agreement.

The platform synchronizes its time over the standardized Network Time Protocol (NTP).

Electronic Signatures

An electronic signature is any electronic means that indicates that a person consents to the contents of
an electronic message. In the EU the eIDAS legislation regulate and defines three levels of such
signatures:

» Simple Electronic Signatures

» Advanced Electronic Signatures

* Qualified Electronic Signatures

These signatures are created using an electronic identity that has a certain security Level of Assurance





(LOA) also defined by eIDAS. The LOA describes the degree of confidence the identity was issued,
taking into account the enrollment process as well as protection of the authentication needed to use
the identity.

* Low - For example self-registration.
» Substantial - Providing and verifying identity information in a structured way.

* High - For example a requirement to have a physical meeting before issuing an identity.

Simple Electronic Signature (SES)

* Basic electronic signature with low assurance.
» Typically equivalent to a handwritten signature.

* Minimal identity verification required.

Is defined as "data in electronic form which is attached to or logically associated with other data in
electronic form and which is used by the signatory to sign".

Supported methods

* Draw Signature - A handwritten signature drawn on a digital canvas.

API Signature - A signature created by consuming the web service exposed by Egreement AB.

MitID low - Danish MitID on LOA level low

* Click Signature - A signature created by personalized link.

Advanced Electronic Signature (AES)

* is uniquely tied to the signatory,
* uniquely linked to and capable of identifying the signatory
* created in a way that allows the signatory to retain control

* linked to the document in a way that any subsequent change of the data is detectable.

Electronic signatures are usually based on PKI, such as the Swedish BankID and Norwegian BankID.

Supported methods

» Swedish BankID

* Norwegian BankID

* Finnish strong identification

* Danish MitID - MitID on LOA level substantial

» SMS Signature - A signature created by responding to an SMS with context specific content.





* Email Signature with OneTimePassword - A signature created by One Time Password (OTP) based
email service.

Qualified Electronic Signature (QES)

A qualified electronic signature is an advanced electronic signature which is additionally:

Highest Level of Assurance and trust.

created by a qualified signature creation device (QSCD)
* Requires a qualified digital certificate from a qualified trust service provider.
* Legal equivalence to a handwritten signature in many jurisdictions.
Supported methods

Electronic signatures based on PKI where the signature is the highest level of electronic signature
under eIDAS, providing the utmost trust, legal equivalence to handwritten signatures.

e Swisscom Mobile ID

Cryptography

Cryptography is a central part of many signature solutions, for example to provide tamper-proof
agreement files.

The following chapters introduce some concepts needed to understand cryptography based signatures.

Cryptographic Hash Functions

A cryptographic hash function is any function that can be used to map data of arbitrary size to data of
fixed size where it is practically impossible to find two pieces of input that produces the same hash
value. It is a one way transformation that produces the same result every time. The result is called a
hash and since it is a one way function, it is not possible to re-create the input behind a hash.

Examples on hash functions are:

* SHA.2
* RIPEMD
* Whirlpool

Asymmetric Encryption

In cryptography, two types of encryptions are most commonly used, symmetric and asymmetric





encryption. The difference between them is that the symmetric encryption uses one single key for both
encryption and decryption, while asymmetric uses one key for encryption and another for decryption.
The fact that there are two keys can also be used for creating signatures and serves as a base for many
types of EID. The EID solutions usually use the asymmetric encryption in a Public Key Infrastructure
(PKD).

Asymmetric encryption make use of keypairs that if a text is encrypted using one of the keys, the only
key that can decrypt the crypto text is the other key belonging to the pair. One key is private and
should not be shared with anyone, the other is public and is used to verify signatures created with the
private key.

Examples on asymmetric keys are:

* RSA
* DSA

Digital Signatures

When signing using asymmetric keys, the signature result is called a raw signature and is just a binary
blob of a specific size, without any information at all. In order for the signature to be used in a
distributed environment, there is a need to add information on who signed the blob, what was signed
and so on.

The combination of metadata and the raw signature is called a digital signature. Some information is
optional:

« Signature time

X.509 Signature Certificate

X.509 CA Certificates (who issued the X.509 Signature Certificate)
 Signature text (TBS)

* Hash algorithms used

 Signature algorithm used

* The raw signature
Examples on digital signature formats are:

* CadES/CMS/PKCS#7
* XAdES

Signing

To sign an agreement a number of actions need to be executed:





* Create text representation of agreement

* Create digital signature

Create text representation

For advanced electronic signatures, where the agreement contents is logically tied to the created
signature, the text needs to be prepared in order to suit the signing method used. The textual
representation of an agreement is also called To Be Signed, or TBS for short. The TBS is the actual text
that is to be digitally signed. For the whole agreement to be tamper-proof, the agreement metadata
with all agreement files needs to be signed. Digital signature clients have limitations on the size of TBS.
It is not possible to sign the actual agreements, since there is a risk that the agreement files are too
large. Therefore cryptographic hash functions are used to reduce the size of the agreement files and
create a representation of it.

For non-advanced signatures, where the agreement contents is not directly tied to the signature, the
above preparation is normally not needed.

Digital signature clients allow us to send two different types of TBS. They are:

* Visible TBS
* Hidden TBS - Swedish BankID only

Visible TBS

TBS text that is exposed to the signatories by the digital signature clients. General information about
the Agreement is supplied to digital signature clients as a visible TBS. As the TBS will be different
between signing clients and also have different localizations it will be saved together with the digital
signature. In cases where hidden TBS is not supported, the visible TBS will contain information that
otherwise would be in the hidden TBS. Where the TBS has length restrictions due to technical reasons,
the hash may be base64 encoded (trailing = characters being omitted) and the hash may be calculated
as if the ordered agreement files were a single file.

Example

I sign: "Employment ACME Inc"
Egreement ID: 2394857302
Date: 26/04/2016

Hidden TBS

TBS text that is hidden from the signatories by the digital signature clients. Agreement content is
reduced to fewer characters using cryptographic hash functions is supplied to digital signature clients
as a hidden TBS. This is currently only supported for Swedish BankID.





Example

Content:

"Contract"
1103 b497 984e 433c 38d4 fdef 775 33ad Ocef 8cB7 9995 5b37 7c8e eddf 66f7 de73

"Codes of conduct"
2c¢f9 688d c483 2085 1f12 6120 9001 58b2 ab2e 62b1 afd5 acch ebbb 5134 c7a4 90f2

Create Digital Signature

For advanced electronic signatures, the cryptographic signature is created by applying the private key
from an asymmetric key pair on a dataset that previously has been hashed. In this context, the dataset
is the TBS. Different EID providers handles digital signatures in different ways, Signature Methods
describes all methods supported.

For non-advanced signatures, signature creation will vary depending on the method.

Signature Methods

Currently, the following signing methods are supported:

» Swedish BankID (advanced electronic signature)

* Norwegian BankID (advanced electronic signature and authentication)
* Finnish strong identification

* Danish MitID

» Swisscom Mobile ID (qualified electronic signature)

* Draw Signature

* API Signature

* SMS Signature

* Email Signature with OneTimePassword

* Click Signature

These are described in detail below.





Swedish BankID

Swedish BankID is the largest EID provider in Sweden run by Finansiell ID-Teknik BID AB which is
owned by a number of large swedish banks.

It is a PKI based solution with support for file based tokens as well as smart cards, supported on a
number of platforms for desktop and mobile.

Signature format

The BanKkID client produces an XML Digital Signature as specified in BankID Signature profile.

Audit log

Each signature transaction provides information used in user interface and audit logging:

* personNr - In the form of a Swedish personal identity number.
* personSurname - Surname in capital letters.

* personGivenName - Given name in capital letters.

* startDate - Date when signing was started.

* signatureMethod - Will be bankid or bankid-otherunit.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed, base64 encoded.

* tbsHidden - Hidden data being signed, base64 encoded.

How to validate
Validate the signature according to BankID Signature profile.
Output from validation to provide to Signee Validation in Container Format is:

» User attributes of the first certificate of the XML element KeyInfo with ID bidKeyInfo in the
signature.

» Hashed TBS.
* TBS Hash algorithm.

Norwegian BankID - advanced electronic signature

Norwegian BankID is the largest EID provider in Norway run by BankID Norway AS.

It is a PKI based solution that uses a one time password in combination with a personal password,





supported on a number of platforms for desktop and mobile.

Signature format

The BankID client produces a detached PKCS#7/CMS signature as specified in Cryptographic Message
Syntax, where the detached data being signed is the TBS.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.

* personGivenName - Given name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

* signatureAction - Will be signature.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed in the detached PKCS#7 signature, base64 encoded.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:

» User Attributes of the signer certificate in the element SignedData certificates in the PKCS #7
signature.

 Hashed TBS

* Hash algorithm

Norwegian BankID - authentication

Authentication based signing is also provided by the means of Norwegian BankID.





Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.

* personGivenName - Given name.

 personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

* signatureAction - Will be authentication.

* transactionld - Transaction ID from backend system.

How to validate

As an authentication alone does not digitally sign the agreement content, the person details such as
given name, surname and date of birth must be compared with the requested signee.

Finnish strong identification

Strong identification broker services are provided by Telia Finland for banks and mobile operators in
the Finnish Trust Network ("FTN").

Identity format
Telia produces a signed JWT which contains information about the person.

Table 1. Signed Attributes

Attribute Name Attribute Value

urn:oid:1.2.246.21 Social security number / personal identity code /
HeTu - henkil6tunnus

urn:0id:2.16.840.1.113730.3.1.241 Full name

urn:oid:2.5.4.4 Surname

urn:oid:1.2.246.575.1.14 Given name

More information can be found in Telia Tunnistus.





Audit log
Each signature transaction provides information used in user interface and audit logging:

* personNr - Finnish personal identity code.

* personSurname - Surname

* personGivenName - Given name

* startDate - Date when signing was started.

* signatureMethod - Will be eid-fi.

* transactionld - Transaction ID from backend system.

* signature - Signed JWT (from Telia).

publicKey - Public key (JWK) for the signed JWT (from Telia).

How to validate

The signed JWT can be verified using the public key.

Danish MitID

Danish MitID signing is utilizing Transaction Signing from Nets eID Broker.

Signature format

The signature flow for Danish MitID is performed as a text followed by end-user authentication, so
there is no signature produced. Thus a signature format does not exist.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Danish personal identity number.

* personName - Full name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be one of: mitid-low, mitid-substantial or mitid-high.

o The method mitid-<LOA> specifies what Level of Assurance (LOA) that was requested when
initiating the signature.

* signatureAction - Will be authentication.

* transactionld - Transaction ID from backend system.
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* tbs - Data that was shown to user before authenticating, base64 encoded.

More information can be found in Danish MitID.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. In case of dispute, contact the EID provider, Nets, to validate the
entries in the audit log.

Swisscom Mobile ID

Swisscom Mobile ID is a qualified electronic signature method provided by Swisscom Trust Services.

It is a PKI based solution that uses a smartphone application to authenticate signees. After successful
authentication a short lived certificate is issued that is used to produce a Qualified Electronic
Signature.

Signature format

Swisscom Trust Services produces a detached CMS signature as specified in Cryptographic Message
Syntax, where the detached data being signed is the tbsHidden and message is the message shown to
the user in the Mobile ID client.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no used to trigger the signee’s authentication of the signature.

* personName - Full name.

* personSurname - Surname.

* personGivenName - Given name.

* personSerialNumber - Swisscom evidenceld.

* startDate - Date when signing was started.

* signatureMethod - Will be swisscom-qes.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* message - Message shown in the Mobile ID client when user approves the signature, base64
encoded.

 tbsHidden - Data signed in the detached CMS signature, base64 encoded.

11





More information can be found in Swisscom AIS and Swisscom SRS.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:

 User Attributes of the signer certificate in the element SignedData certificates in the CMS signature.
* Hashed TBS

* Hash algorithm

Draw Signature

The draw signature signing method is an electronic counterpart to traditional handwritten signatures.
Using draw signature, the end user draws a signature on a web canvas. The signing method is not
classified as an advanced electronic signature in that it does not tie the user to the contents signed and
does not identify this signatory. Yet, the method can be suitable in use cases where advanced electronic
signatures are not required.

Signature format

The signature is represented as an SVG/PNG image.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - In the form of a swedish personal number.

* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be draw-signature.

* signature - The SVG or PNG image, base64 encoded.

 signatureContentType - The content type of signature eg. image/svg, image/png.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. Also, as the case of traditional handwritten signatures where
there are no formal requirements placed, ocular comparison does not add to trustworthiness.

12





API Signature

The API Signature is an electronic signature which is done by consuming the web service exposed by
Egreement AB. Using API Signature, the end user signs the agreement by making a request to the web
service. Using this method, user can also send the timestamp of actual time when the sign event took
place. This signing method is not classified as an advanced electronic signature in that it does not tie
the user to the contents signed and does not identify this signatory. Yet, this method can be suitable in
use cases where advanced electronic signatures are not required.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - In the form of a swedish personal number.

e personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be api-signature.

* signedOn - Time at which the agreement was actually signed (stated by user)

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature.

SMS Signature

SMS Signature is an electronic signature created by responding to an SMS with context specific
content. The content of the SMS is One Time Password (OTP), a 6 digits number sent to the registered
mobile no of the signee. The Signee has to submit the OTP in order to sign the agreement. The OTP
Number is generated by TOTP algorithm by hashing the current time along with the agreement
information. OTP can be regenerated and verified by the same logic provided the given time &
agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no of the signee.
* timestamp - Date when signing was started.

» agreementName - Name of the agreeement.

13





 signatureMethod - Will be sms-signature.
e OTP - One Time Password.
How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, mobile, timestamp).

HASHLG : Use SHA-256 algorithm to generate hash of the given input.

* hash (array): HASHLG( agreementName + mobile + timestamp)

random (function): hash[ ${param1} ] & ${param2} << ${param3}

otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Email Signature with OneTimePassword

Email signature with OneTimePassword is an electronic signature created by One Time Password(OTP)
based email service. The content of the Email is One Time Password (OTP), a 6 digits number sent to
the registered email address of the signee. The Signee has to submit the OTP in order to sign the
agreement. The OTP Number is generated by TOTP algorithm by hashing the current time along with
the agreement information. OTP can be regenerated and verified by the same logic, provided the given
time & agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.

* timestamp - Date when signing was started.

» agreementName - Name of the agreeement.

* signatureMethod - Will be email-signature.

¢ OTP - One Time Password.
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How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, email, timestamp).
* HASHLG : Use SHA-256 algorithm to generate hash of the given input.
* hash (array): HASHLG( agreementName + email + timestamp)
* random (function): hash[ ${param1} ] & ${param2} << ${param3}
* otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Click Signature

Click signature is an electronic signature created by using a personalized link. The personalized link
can be shared by email or directly in an integrated application. When the signee visits the link, it will
take him to the agreement review page where he can click the sign button to sign the agreement.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.
* timestamp - Date when signing was started.

* signatureMethod - Will be click-signature.

How to validate

Due to the nature of this signature , we can’t validate the authenticity of the signature. Signatories has
to keep the link secret.

Reference documentation
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Purpose

Agreements might need validation in case of disputes where one or more contracting parties renounce
that he or she intentionally signed the agreement. Since an agreement e-signed using Egreement’s
service is self-contained, tamper-proof and legally binding, validating the agreement can be enough to
settle legal disputes. This document describes all the steps needed to validate the agreement.

Overview

Validating an agreement is quite a complicated process requiring technical skills or software. The
agreement is stored as a PDF container where any proof of the validity of the agreement is contained
inside the actual container. The process spans from controlling the actual agreement content to
validating the Public Key Infrastructure (PKI) signature status.

The parts that should be validated and covered by this and other references documents are:

e Container validation
* Agreement content

* Retracing signature steps

Container Validation

Verify that the container is an agreement PDF container. See the "Container Content" chapter in
Container Format.

Agreement Content

Read and validate all parts of the agreement attached to the container. See "PDF Container" Container
Format how to locate all files of the agreement.

Retracing Signature Steps

The audit log is a list of entries holding all actions associated with the agreement, from creating the
agreement to the last signee signing the agreement. The list is sorted by the time each action was
logged.

Audit Log Validation Process

Validate each audit entry in the log according to the "How to validate" section of each specific audit
entry type chapter. The audit entry types are described in detail in Container Format, where each





entry type is described in a separate chapter.

If validation of one step fails or if the audit entry does not exist in Container Format, the agreement is
considered invalid.

If validation of an entry fails, it is important to analyze why before the agreement is discarded. It is
important to establish if the agreement is considered invalid because someone has tampered with it, or

if there are errors in the tools or in the documentation?

References

Document name

Overview
Container Format
Signing
Validation
BankidValidation
Telia Tunnistus

Nets eID Broker
Swisscom AIS
Swisscom SRS

Cryptographic Message Syntax

Description

Gives an overview of the Egreement agreement
function and links to the other documents.

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3
All-in Signing Service Reference Guide, v2.15
Integration Guide Smart Registration Service, v1.8

https://www.ietf.org/rfc/rfc2630



https://www.ietf.org/rfc/rfc2630



		Validation

		Table of Contents

		Purpose

		Overview

		Container Validation

		Agreement Content

		Retracing Signature Steps

		Audit Log Validation Process



		References




Verifikat Status: Signerat av alla

Titel: Arsredovisning Skapat: 2024-05-06
ID: e6301540-0be2-11ef-928a-fba97147171b

Underskrifter

Bostadsréttsforeningen Sobeln 1 7696067771

David Oskar Petter Walman

info@ravisor.se

Signerat: 2024-05-06 21:58 BankID David Oskar Petter Walman

Filer

Filnamn Storlek Kontrollsumma

2be517d0-0b2e-11ef-b60c-098e86a37968- 6.4 MB b2d7 8898 d107 d3d2 3e93 ec6l db6e b948

signerat.pdf 2c05 b759 bb55 626 ee65 550f 3b86 2bab

b Sobeln 1_20240506195728.pdf 124.2 kB abe4 32e3 c231 0bd2 511f e229 32e5 9136
89be ed4d 78fd 7037 7bf5 5064 eed8 9c19

Héndelser

Datum Tid Héndelse

2024-05-06 21:57 Skapat | via APIL

2024-05-06 21:58 Signerat | David Oskar Petter Walman, Bostadsréttsforeningen Sobeln 1

Genomfort med: BankID av David Oskar Petter Walman. IP: 83.227.16.49

Verifikat utfardat av Egreement AB

Detta verifikat bekrftar vilka parter som har signerat och innehdller relevant information for att verifiera parternas identitet samt
relevanta hdndelser i anslutning till signering. Till detta finns separata datafiler bifogade, dessa innehaller kompletterande information av
teknisk karaktér och styrker dokumentens och signaturernas dkthet och validitet (for atkomst till filerna, anvdnd en PDF-ldsare som kan
visa bifogade filer). Hash &r ett fingeravtryck som varje individuellt dokument far for att sédkerstélla dess identitet. Fér mer information,
se bifogad dokumentation.

Verifikation, version: 1.19






