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Valkommen till &rsredovisningen fér Brf Aregardarna
Styrelsen upprattar hdarmed féljande arsredovisning for rakenskapsaret 2023-01-01 - 2023-12-31.

Om inte annat sarskilt anges redovisas alla belopp i kronor (SEK).
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Kort guide till [asning av arsredovisningen

Férvaltningsberattelse

Forvaltningsberattelsen innehaller bland annat en allméan beskrivning av bostadsrattsféreningen och
fastigheten. Du hittar ocksa styrelsens beskrivning med viktig information fran det gangna rakenskapsaret samt
ett forslag pa hur arets vinst eller forlust ska behandlas, som foreningsstdmman beslutar om. En viktig uppgift
som ska framga i forvaltningsberattelsen ar om bostadsrattsforeningen ar akta eller oakta eftersom det senare
medfor skattekonsekvenser for den som ager en bostadsratt.

Resultatrékning

| resultatrakningen kan du se om féreningen har gatt med vinst eller férlust under rakenskapsaret. Du kan ocksa
se var foreningens intakter kommit ifran, och vad som har kostat pengar. Avskrivningar innebar att man inte
bokfor hela kostnaden pa en gang, utan fordelar den 6ver en langre tidsperiod. Avskrivningar innebar alltsa inte
nagot utflode av pengar. Manga nybildade foreningar gor stora underskott i resultatréakningen varje ar vilket
vanligtvis beror pa att avskrivningarna fran kopet av fastigheten ar sa hoga.

Balansrékning

Balansrakningen ar en spegling av foreningens ekonomiska stéllning vid en viss tidpunkt. | en arsredovisning ar
det alltid rakenskapsarets sista dag. | balansrakningen kan du se foreningens tillgdngar, skulder och egna kapital.
I en bostadsrattsforening bestar eget kapital oftast av insatser (och ibland upplatelseavgifter), underhallsfond
och ackumulerade ("balanserade") vinster eller forluster. | en balansrakning ar alltid tillgangarna exakt lika stora
som summan av skulderna och det egna kapitalet. Det ar det som ar "balansen" i balansrakning.

Kassaflédesanalys

Kassaflodet ar bostadsrattsforeningens in- och utbetalningar under en viss period. Manga ganger sager
kassaflédesanalysen mer an resultatrakningen. Har kan man utldsa hur mycket féreningens likviditet (pengar i
kassan) har 6kat eller minskat under aret, och vilka delar av verksamheten pengarna kommer ifran/har gatt till.

Noter

| vissa fall racker inte informationen om de olika posterna i resultat- och balansrakningen till for att forklara vad
siffrorna innebar. For att du som laser arsredovisningen ska fa mer information finns noter som ar mer specifika
forklaringar till resultat- och balansrakning. Om det finns en siffra bredvid en rad i resultat- eller
balansrakningen betyder det att det finns en not fér den posten. Har kan man till exempel fa information om
investeringar som gjorts under aret och en mer detaljerad beskrivning 6ver lanen, hur stora de é&r, vilken ranta
de har och nar det ar dags att villkorsandra dem.

Giltighet

Arsredovisningen &r styrelsens dokument. Féreningsstamman beslutar om att faststalla Resultat- och
Balansrakningen, samt styrelsens forslag till resultatdisposition. | dessa delar galler dokumentet efter det att
stamman fattat beslut avseende detta.
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Férvaltningsberattelse

Verksamheten

Allmént om verksamheten

Foreningen har till andamal att frémja medlemmars ekonomiska intressen genom att i foreningens hus upplata
bostadsrattslagenheter under nyttjanderatt och utan tidsbegransning.

Féreningen har sitt sate i Are.

Registreringsdatum

Bostadsrattsforeningen registrerades 1979-03-12. Féreningens nuvarande ekonomiska plan registrerades 1980-
07-07 och nuvarande stadgar registrerades 2016-09-27 hos Bolagsverket.

Akta férening
Foreningen ar ett privatbostadsféretag enligt inkomstskattelagen (1999:1229) och utgér ddrmed en dkta
bostadsrattsforening.

Moms

Foreningen ar momsregistrerad.

Fastigheten
Foreningen ager och forvaltar fastigheten nedan:

Fastighetsbeteckning Foérvarv Kommun
Mérviken 2:43 1980 Are kommun

Marken innehas med aganderatt. Fastighetens tomtyta omfattar 7 432 kvm med ett attraktivt lage mellan
Station Are och Are torg.

Fastigheten ar forsakrad hos Lansforsakringar Jamtland. | forsakringen ingar kollektivt bostadsrattstillagg for
medlemmarna samt ansvarsforsakring for styrelsen.

Byggnadsér och ytor
Vérdearet ar 1981

Foreningen har 73 bostadsratter om totalt 3 490 kvm och 6 lokaler om 74 kvm. | féreningen finns aven hus for
atervinning, tvattstuga, 42 parkeringsplatser samt 32 garageplatser. Foreningens byggnader har postadress
Stationsvagen 2, 4, 6 och 8

Styrelsens sammanséttning

Ola Salemyr Ordférande

Anders Pelldén Styrelseledamot
Sonny Gustafsson  Styrelseledamot
Holger Mattsson Styrelseledamot
Rickard Ekman Styrelseledamot
Staffan Claesson Styrelseledamot
Tomas Tapper Styrelseledamot

Valberedning

Marie Hagstrom Frisell

Sida2av 17



€©) 1D:95c80c20-1358-11ef-b246-63780d501365 Status: Signerat av alla

Brf Aregardarna Arsredovisning 2023
716414-5703

Karin Gabrielsson Fagerberg

Firmateckning

Firman tecknas av styrelsen, tva ledamoter i férening

Revisorer

Niklas Malmgren  Revisor  Deloitte AB

Sammantréden och styrelsemédten

Ordinarie féoreningsstamma holls 2023-06-12.

Styrelsen har under verksamhetsaret haft 8 protokollférda sammantraden.

Teknisk status

Foreningen foljer en underhallsplan som uppréattades 2015 och stracker sig fram till 2028. Underhallsplanen
uppdaterades 2023.

Utférda historiska underhall

2023 e Byte av balkonger pa flygeln
Renovering av trappor och balkongracken pa smahusen
Byte av staket samt inklddnad av garage

2022

Fardigstallande av P-platser och investeringar i garaget
Byte av ddrrar till soprum och till kallarplan i flygeln
Installation av ny hiss i flygeln

2021 Renovering av stodmur vid smahusen

2020 Omlaggning tak pa smahusen

Fardigstallt P-platser pa Stubbtomten

2019 Reparation av staket vid smahusen

Tvattstuga och skidstall i flygelns kallare
Ventilationsarbeten i bottenplan pa flygeln

Planerade underhall

2024 e Renovering av kvarvarande trappor och balkongracken i smahusen
Energibesparande atgarder
Malningsarbeten pa smahusen

Avtal med leverantdrer

Ekonomisk forvaltning Simpleko AB

Teknisk férvaltning och fastighetsskotsel — SkiStar Are

Bredband Telia Sverige AB
Parkeringstjanster Aimo Park AB

El och fjarrvarme Jamtkraft

Sn6 och halkbekampning Reaxcer AB
Avfallshantering Lundstams Atervinning AB
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Vésentliga héndelser under rékenskapséret

Ekonomi

| samband med att Mérviksdn svdmmade éver i centrala Are den 8 augusti 2023 éversvimmades stora delar av
foreningens tomtmark. Vatten spreds under de flesta av smahusen utan att medféra nagra storre identifierade
skador. De skador som 6versvamningen medférde avsag framst erosion av parkering och vagar i omradet samt
att vatten och slam rann ner i garaget. Parkering, vagar och garage har aterstallts och ar idag i gott skick.
Foreningen fick full kostnadsersattning fran forsakringsbolaget forutom en mindre sjalvrisk.

Foreningen har under 2023 renoverat trappor och balkongracken pa smahusen samt balkongerna pa flygeln
vilket har belastat arets resultat. Som foljd av kostnadsférda renoveringar och allman kostnadsokning for drift
och underhall redovisar féreningen en forlust for 2023 pa -268 tkr, att jamféra med fjolarets vinst pa 197 tkr.
Resultatet for 2023 ar dock battre an budget fér 2023 som prognosticerade en férlust om -483 tkr.

Foreningen har ett negativt kassaflode under 2023 pa -314 tkr vilket beror pa att arets investeringar och
underhall om totalt 1 112 tkr har finansierats med egna medel.

Férandringar i avtal

Foreningen har bundna lan om 7 mkr till mycket 1ag ranta. Laneavtalen forfaller den 30 juli respektive 30
september 2024. Vid refinansiering av dessa lan kommer rantesatsen och dérmed framtida réantekostnader att
Oka vasentligt. Féreningen har haft oférandrade avgifter sedan 2017. Allman kostnadsékning sedan dess
tillsammans med 6kade rantekostnader gor att styrelsen avser att hoja avgifterna from hdsten 2024. Styrelsen
kommer att informera om beslutad avgiftshéjning pa arsstamman i juni 2024.

Medlemsinformation

Antalet medlemmar vid rakenskapsarets borjan var 95 st. Tillkommande medlemmar under aret var 3 och
avgaende medlemmar under aret var 4. Vid rakenskapsarets slut fanns det 94 medlemmar i féreningen. Det har
under aret skett 2 6verlatelser.

Enligt styrelsebeslut debiteras kdparen vid varje dverlatelse en expeditionsavgift pa 2,5 % av prisbasbeloppet
(2023 =1 313 kronor). Pantsattningsavgift debiteras med 1 % av prisbasbeloppet (2023 = 525 kronor) vid varje
pantsattning.

Paminnelseavgift uttages med 60 kronor vid sen betalning
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Flerarsoéversikt

NYCKELTAL 2023 2022 2021 2020
Nettoomsattning 3587077 3552400 3588 226 3523127
Resultat efter fin. poster -268 626 196 910 525 808 281520
Soliditet (%) 77 77 78 83
Yttre fond 195930 117 555 890 984 773 429
Taxeringsvarde 54 619 000 54619 000 39185 000 39 185000
Arsavgift per kvm upplaten bostadsratt, kr 934 934 934 -
Arsavgifternas andel av totala 76.1 841 833 )
rorelseintakter (%) ! ! !

E';:ngastr;:';irper kvm upplaten 2188 2188 2188 1146
Skuldsattning per kvm totalyta, kr 2139 2139 2139 1146
Sparande per kvm totalyta, kr 285 244 294 184
Elkostnad per kvm totalyta, kr 265 270 - -
Varmekostnad per kvm totalyta, kr 44 39 - -
Vattenkostnad per kvm totalyta, kr 89 83 - -
Energikostnad per kvm totalyta, kr 398 392 - -
Genomsnittlig skuldranta (%) 1,05 1,05 0,98 0,46
Rantekanslighet (%) 2,34 2,34 2,34 -

Soliditet (%) - justerat eget kapital / totalt kapital.
Nyckeltalet anger hur stor del av foreningens tillgangar som ar finansierat med det egna kapitalet.

Skuldsattning - rantebarande skulder / kvadratmeter bostadsrattsyta respektive totalyta.

Nyckeltalet visar hur hogt belanad féreningen ar per kvadratmeter. Nyckeltalet anvands for att bedoma
mojlighet till nyupplaning.

Sparande - (arets resultat + avskrivningar + kostnadsfort planerat underhall) / totalyta.

Nyckeltalet visar hur manga kronor per kvadratmeter féreningens intakter genererar som kan anvéandas till
framtida underhall. Nyckeltalet bor sattas i relation till behovet av sparande.

Energikostnad - (kostnad for el + vatten + varme) / totalyta.

Nyckeltalet visar hur manga kronor per kvadratmeter féreningen betalar i energikostnader.

Kostnader for medlemmarnas elférbrukning ingar inte i arsavgiften.

Rantekanslighet (%) - rantebarande skulder / ett ars arsavgifter.

Nyckeltalet visar hur manga % arsavgiften behover hoéjas for att bibehalla kassaflodet om den genomsnittliga
skuldrantan ékar med 1 procentenhet.

Totalyta - bostadsyta och lokalyta inkl. garage (for smahus ingar dven biyta).

Arsavgifter - alla obligatoriska avgifter som debiteras ytor som &r upplatna med bostadsrétt och som definieras
som arsavgift enligt bostadsrattslagen.
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Upplysning vid férlust

Summan av avskrivningar och underhall 6verstiger det negativa resultatet.

Férandringar i eget kapital

DISPONERING AV

Arsredovisning 2023

FOREGAENDE ARS DISPONERING AV
2022-12-31 RESULTAT OVRIGA POSTER 2023-12-31
Insatser 26 450 000 - - 26 450 000
Upplatelseavgifter 1700 000 - - 1700 000
Fond, yttre 117555 . 78 375 195 930
underhall
Balanserat resultat -1 057 456 196 910 -78 375 -938 921
Arets resultat 196 910 -196 910 -268 626 -268 626
Eget kapital 27 407 009 0 -268 626 27 138 383
Resultatdisposition
Till foreningsstammans forfogande star féljande medel:
Balanserat resultat -938 921
Arets resultat -268 626
Totalt -1 207 547
Styrelsen foreslar att medlen disponeras enligt féljande:
Reservering fond for yttre underhall 163 857
Att fran yttre fond i ansprak ta -195 930
Balanseras i ny rakning -1 175 474
-1 207 547

Den ekonomiska stallningen i 6vrigt framgar av foéljande resultat- och balansrakning samt kassaflodesanalys med

tillhérande noter.
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Resultatrakning

Arsredovisning 2023

1 JANUARI - 31 DECEMBER NOT 2023 2022
Rorelseintakter

Nettoomsattning 2 3587077 3552 401
Ovriga rérelseintdkter 3 341 258 0
Summa rérelseintakter 3928 335 3552401
Rorelsekostnader

Driftskostnader 4,5,6,7 -3294 372 -2 442 531
Ovriga externa kostnader 8 -178 958 -150 587
Personalkostnader 9 -173 922 -171 195
Avskrivningar av materiella anlaggningstillgangar -528 624 -516 936
Summa rérelsekostnader -4 175 876 -3 281 249
RORELSERESULTAT -247 540 271 152
Finansiella poster

Ranteintakter och liknande resultatposter 53061 1
Rantekostnader och liknande resultatposter 10 -74 147 -74 243
Summa finansiella poster -21 086 -74 242
RESULTAT EFTER FINANSIELLA POSTER -268 626 196 910
ARETS RESULTAT -268 626 196 910
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Balansrakning

Arsredovisning 2023

TILLGANGAR NOT 2023-12-31 2022-12-31
ANLAGGNINGSTILLGANGAR

Materiella anlaggningstillgangar

Byggnad och mark 11 30 687 547 30712 637
Markanlaggningar 12 1234 906 1277 458
Maskiner och inventarier 13 424 830 487 302
Summa materiella anlaggningstillgangar 32 347 283 32477 397
SUMMA ANLAGGNINGSTILLGANGAR 32 347 283 32477 397
OMSATTNINGSTILLGANGAR

Kortfristiga fordringar

Kund- och avgiftsfordringar 33642 31355
Ovriga fordringar 14 85 281 15
Forutbetalda kostnader och upplupna intakter 15 420717 311 327
Summa kortfristiga fordringar 539 640 342 697
Kassa och bank

Kassa och bank 2230830 2 545 232
Summa kassa och bank 2230830 2545 232
SUMMA OMSATTNINGSTILLGANGAR 2770470 2887929
SUMMA TILLGANGAR 35117 753 35 365 326

Sida8 av 17



©) 1D:95c80c20-1358-11ef-b246-63780d501365 Status: Signerat av alla

Brf Aregardarna
716414-5703

Balansrakning

Arsredovisning 2023

EGET KAPITAL OCH SKULDER NOT 2023-12-31 2022-12-31
EGET KAPITAL

Bundet eget kapital

Medlemsinsatser 28 150 000 28 150 000
Fond for yttre underhall 195930 117 555
Summa bundet eget kapital 28 345 930 28 267 555
Fritt eget kapital

Balanserat resultat -938 921 -1 057 456
Arets resultat -268 626 196 910
Summa fritt eget kapital -1 207 547 -860 546
SUMMA EGET KAPITAL 27 138 383 27 407 009
Langfristiga skulder

Skulder till kreditinstitut 16,18 0 7 000 000
Summa langfristiga skulder 0 7 000 000
Kortfristiga skulder

Skulder till kreditinstitut 16 7 000 000 0
Leverantorsskulder 242 521 185 233
Skatteskulder 0 8310
Ovriga kortfristiga skulder 67 486 78 936
Upplupna kostnader och férutbetalda intakter 17 669 363 685 838
Summa kortfristiga skulder 7 979 370 958 317
SUMMA EGET KAPITAL OCH SKULDER 35117 753 35 365 326
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Kassaflodesanalys

Arsredovisning 2023

1JANUARI - 31 DECEMBER 2023 2022
Den I6pande verksamheten
Rérelseresultat -247 540 271152
Justering av poster som inte ingar i kassaflédet
Arets avskrivningar 528 624 516 936
281 084 788 088

Erhallen ranta 24 889 1
Erlagd ranta -74 147 -74 213
Erhallen utdelning 28172 0
Kassaflode fran I6pande verksamheten fore forandringar a

‘ _ pande v ingar av 259 998 713876
rorelsekapital
Férandring i rérelsekapital
Okning (), minskning (+) kortfristiga fordringar -196 943 -22 380
Okning (+), minskning (-) kortfristiga skulder 21 053 154 945
Kassafléde fran den I6pande verksamheten 84 108 846 441
Investeringsverksamheten
Forvarv av materiella anlaggningstillgangar -398 510 -584 001
Kassaflode fran investeringsverksamheten -398 510 -584 001
Finansieringsverksamheten
Kassaflode fran finansieringsverksamhet 0 0
ARETS KASSAFLODE -314 402 262 440
LIKVIDA MEDEL VID ARETS BORJAN 2 545 232 2282792
LIKVIDA MEDEL VID ARETS SLUT 2230830 2545 232
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Noter
NOT 1, REDOVISNINGS- OCH VARDERINGSPRINCIPER

Arsredovisningen for Brf Aregardarna har uppréttats enligt Arsredovisningslagen och Bokféringsndmndens
allmanna rad 2016:10 (K2), arsredovisning i mindre foretag och 2023:1, kompletterande upplysningar m.m. i
bostadsrattsforeningars arsredovisningar.

Redovisning av intdkter

Intakter bokfors i den period de avser oavsett nar betalning eller avisering skett.

Anlaggningstillgéngar
Materiella anlaggningstillgangar redovisas till anskaffningsvarde minskat med avskrivningar. Byggnader och

inventarier skrivs av linjart 6ver den bedémda ekonomiska livslangden. Avskrivningstiden grundar sig pa
bedémd ekonomisk livslangd av tillgangen.

Foéljande avskrivningstider tillampas:

Markanlaggningar 2-5%
Fastighetsforbattringar 2-10%
Byggnad 1%
Maskiner och inventarier 10 %
Installationer 6,67 %

Markvardet ar inte foremal for avskrivning. Bestaende vardenedgang hanteras genom nedskrivning. Foreningens
finansiella anlaggningstillgangar varderas till anskaffningsvarde. | de fall tillgangen pa balansdagen har ett lagre
varde an anskaffningsvardet sker nedskrivning till det lagre vardet.

Onmséttningstillgéngar

Fordringar upptas till det belopp som efter individuell provning berdknas bli betalt.

Féreningens fond fér yttre underhall

Reservering till foreningens fond for yttre underhall ingar i styrelsens forslag till resultatdisposition. Efter att
beslut tagits pa foreningsstamma sker dverféring fran balanserat resultat till fond for yttre underhall och
redovisas som bundet eget kapital.

Skatter och avgifter

Fastighetsavgiften for hyreshus ar 1 589 kr per bostadslagenhet, dock blir avgiften hégst 0,30 % av
taxeringsvardet for bostadshus med tillh6rande tomtmark. Lokaler beskattas med 1,00 % av lokalernas
taxeringsvarde.

Fastighetslan

Lan med en bindningstid pa ett ar eller mindre tas i arsredovisningen upp som kortfristiga skulder.
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Arsredovisning 2023

NOT 2, NETTOOMSATTNING 2023 2022
Arsavgifter, bostader 2859 000 2859 000
Arsavgifter, lokaler 108 000 108 000
Hyresintakter, lokaler 54 996 54 996
Hyresintakter, p-platser 539 985 506 243
Ovriga intakter 25096 24162
Summa 3587 077 3552401
NOT 3, OVRIGA RORELSEINTAKTER 2023 2022
Forsakringsersattning 341 258 0
Summa 341 258 0
NOT 4, FASTIGHETSSKOTSEL 2023 2022
Fastighetsskotsel 103718 90712
Besiktning och service 3438 59 547
Parkeringstjanster 32 056 30830
Tradgardsarbete 0 3281
Snoéskottning 175 669 126 891
Summa 314 881 311 261
NOT 5, REPARATIONER 2023 2022
Hissar 21106 9304
Bostader 0 57 387
Ovrigt 0 6 431
Gemensamma utrymmen 673 003 101 980
Installationer 19 230 61233
Forsakringsskador 324701 10 000
Summa 1038 040 246 335
NOT 6, TAXEBUNDNA KOSTNADER 2023 2022
Fastighetsel 866 187 884 438
Uppvarmning 144 318 128 160
Vatten 292793 270528
Sophamtning 195 951 181224
Summa 1499 249 1464 350
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Arsredovisning 2023

NOT 7, OVRIGA DRIFTSKOSTNADER 2023 2022
Fastighetsforsakringar 170799 161181
Sjalvrisker 34 145 24100
Bredband och TV 114 048 114 228
Fastighetsskatt 123 209 121077
Summa 442 201 420 586
NOT 8, OVRIGA EXTERNA KOSTNADER 2023 2022
Ovriga férvaltningskostnader 40 134 20434
Revisionsarvoden 35000 31625
Ekonomisk forvaltning 97 184 91988
Serv.avg branschorg. 6 640 6 540
Summa 178 958 150 587
NOT 9, PERSONALKOSTNADER 2023 2022
Resekostnader 14 897 10 148
Styrelsearvoden 128 000 128 000
Sociala avgifter 31025 33047
Summa 173 922 171 195
NOT 10, RANTEKOSTNADER OCH LIKNANDE

RESULTATPOSTER 2023 2022
Rantekostnader avseende skulder till kreditinstitut 73703 73733
Ovriga rantekostnader 444 510
Summa 74 147 74 243
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NOT 11, BYGGNAD OCH MARK 2023-12-31 2022-12-31
Ackumulerat anskaffningsvarde

Ingdende 33908 205 33324204
Arets inkép 398 510 584 001
Utgaende ackumulerat anskaffningsvarde 34 306 715 33908 205
Ackumulerad avskrivning

Ingdende -3195 568 -2783 656
Arets avskrivning -423 600 -411 912
Utgaende ackumulerad avskrivning -3619 168 -3 195 568
UTGAENDE RESTVARDE ENLIGT PLAN 30 687 547 30712 637
I utgdende restvérde ingar mark med 7 076 456 7 076 456
Taxeringsvarde

Taxeringsvarde byggnad 36 826 000 36 826 000
Taxeringsvarde mark 17 793 000 17 793 000
Summa 54 619 000 54 619 000
NOT 12, MARKANLAGGNINGAR 2023 2022
Ackumulerat anskaffningsvarde

Ingdende 1568 393 1568 393
Utgaende ackumulerat anskaffningsvarde 1568 393 1568 393
Ackumulerad avskrivning

Ingdende -290 935 -248 383
Arets avskrivning -42 552 -42 552
Utgaende ackumulerad avskrivning -333 487 -290 935
Utgaende restvarde enligt plan 1234906 1277 458
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NOT 13, MASKINER OCH INVENTARIER 2023-12-31 2022-12-31
Ackumulerat anskaffningsvarde

Ingdende 764 024 764 024
Utgaende anskaffningsvarde 764 024 764 024
Ackumulerad avskrivning

Ingdende -276 722 -214 250
Avskrivningar -62 472 -62 472
Utgaende avskrivning -339 194 -276 722
UTGAENDE RESTVARDE ENLIGT PLAN 424 830 487 302
NOT 14, OVRIGA FORDRINGAR 2023-12-31 2022-12-31
Skattekonto 1212 15
Skattefordringar 84 069 0
Summa 85 281 15
NOT 15, FORUTBETALDA KOSTNADER OCH UPPLUPNA

INTAKTER 2023-12-31 2022-12-31
Ovriga férutbetalda kostnader och upplupna intikter 7 690 72 085
Fastighetsskotsel 27 522 25139
Forsakringspremier 0 170799
Bredband och TV 19 008 19 008
Forvaltning 25239 24296
Forsakringsersattning 341 258 0
Summa 420 717 311327
NOT 16, SKULDER TILL VILLKORS- RANTESATS SKULD SKULD
KREDITINSTITUT ANDRINGSDAG 2023-12-31 2023-12-31 2022-12-31
Stadshypotek AB 2024-09-30 1,07 % 4000 000 4000 000
Stadshypotek AB 2024-07-30 1,03 % 3000 000 3000 000
Summa 7 000 000 7 000 000
Varav kortfristig del 7 000 000 0

Om fem ar beraknas skulden till kreditinstitut uppga till 7 000 000 kr.

Enligt foreningens redovisningsprinciper, som anges i not 1, ska de delar av [anen som har slutbetalningsdag
inom ett ar redovisas som kortfristiga tillsammans med den amortering som planeras att ske under nasta

rékenskapsar.
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NOT 17, UPPLUPNA KOSTNADER OCH FORUTBETALDA
INTAKTER

Arsredovisning 2023

2023-12-31 2022-12-31
Ovriga upplupna kostnader och férutbetalda intikter 63 402 32770
El 144 057 243 791
Uppvarmning 18 841 17 551
Revision 55000 20 000
Utgiftsrantor 2916 2916
Arvoden och sociala avgifter 32900 51900
Forutbetalda avgifter/hyror 318102 316910
Sjalvrisk 34 145 0
Summa 669 363 685 838
NOT 18, STALLDA SAKERHETER 2023-12-31 2022-12-31
Fastighetsinteckning 7 000 000 7 000 000

NOT 19, VASENTLIGA HANDELSER EFTER VERKSAMHETSARET

Foreningen har bundna Ian om 7 mkr till mycket 1ag ranta. Laneavtalen forfaller den 30 juli respektive 30
september 2024. Vid refinansiering av dessa lan kommer réntesatsen och darmed framtida rantekostnader att
Oka vasentligt. Foreningen har haft oférandrade avgifter sedan 2017. Allman kostnadsokning sedan dess
tillsammans med 6kade rantekostnader gor att styrelsen avser att hoja avgifterna from hdsten 2024. Styrelsen
kommer att informera om beslutad avgiftshéjning pa arsstamman i juni 2024.
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REVISIONSBERATTELSE

Till foreningsstimman i Brf Aregdrdarna
organisationsnummer 716414-5703

Rapport om arsredovisningen

Uttalanden

Jag har utfort en revision av arsredovisningen for Brf
Aregdrdarna for rakenskapsaret 2023-01-01 - 2023-
12-31.

Enligt min uppfattning har 8rsredovisningen uppréttats
i enlighet med 8rsredovisningslagen och ger en i alla
vasentliga avseenden rattvisande bild av féreningens
finansiella stéllning per den 31 december 2023 och av
dess finansiella resultat och kassafléde for dret enligt
&rsredovisningslagen. Forvaltningsberéttelsen ar
forenlig med &rsredovisningens 6vriga delar.

Jag tillstyrker darfor att foreningsstémman faststaller
resultatrédkningen och balansrdkningen.

Grund fér uttalanden

Jag har utfort revisionen enligt International Standards
on Auditing (ISA) och god revisionssed i Sverige. Mitt
ansvar enligt dessa standarder beskrivs ndrmare i
avsnittet Revisorns ansvar. Jag ar oberoende i
forhallande till féreningen enligt god revisorssed i
Sverige och har i 6vrigt fullgjort mitt yrkesetiska
ansvar enligt dessa krav.

Jag anser att de revisionsbevis jag har inhamtat ar
tillrackliga och andamalsenliga som grund fér mina
uttalanden.

Styrelsens ansvar

Det ar styrelsen som har ansvaret for att
&rsredovisningen upprattas och att den ger en
rattvisande bild enligt &rsredovisningslagen. Styrelsen
ansvarar aven for den interna kontroll som den
bedémer &r ndédvandig for att uppréatta en
arsredovisning som inte innehaller ndgra vésentliga
felaktigheter, vare sig dessa beror pa oegentligheter
eller misstag.

Vid uppréattandet av 8rsredovisningen ansvarar
styrelsen for bedémningen av féreningens formaga att
fortsatta verksamheten. Den upplyser, nér sa &r
tillampligt, om forhdllanden som kan pdverka
férmagan att fortsatta verksamheten och att anvénda
antagandet om fortsatt drift. Antagandet om fortsatt
drift tildmpas dock inte om beslut har fattats om att
avveckla verksamheten.

Revisorns ansvar

Mina mal &r att uppnd en rimlig grad av sikerhet om
huruvida arsredovisningen som helhet inte inneh8ller
o - . . . o
nagra vasentliga felaktigheter, vare sig dessa beror pa
oegentligheter eller misstag, och att lamna en
revisionsberéttelse som innehdller mina uttalanden.
Rimlig sakerhet &r en hog grad av sdkerhet, men &r

ingen garanti for att en revision som utfors enligt ISA
och god revisionssed i Sverige alltid kommer att
uppticka en vésentlig felaktighet om en sddan finns.
Felaktigheter kan uppstd p& grund av oegentligheter
eller misstag och anses vara vasentliga om de enskilt
eller tillsammans rimligen kan forvantas pdverka de
ekonomiska beslut som anvandare fattar med grund i
&rsredovisningen.

Som del av en revision enligt ISA anvander jag
professionellt omdéme och har en professionellt
skeptisk installning under hela revisionen. Dessutom:

o identifierar och bedémer jag riskerna fér vasentliga
felaktigheter i 8rsredovisningen, vare sig dessa
beror pd oegentligheter eller misstag, utformar och
utfér granskningsatgarder bland annat utifrén
dessa risker och inhamtar revisionsbevis som &r
tillréckliga och &ndamalsenliga for att utgéra en
grund for mina uttalanden. Risken for att inte
upptécka en véasentlig felaktighet till féljd av
oegentligheter ar hégre an for en vasentlig
felaktighet som beror pd misstag, eftersom
oegentligheter kan innefatta agerande i maskopi,
forfalskning, avsiktliga utelamnanden, felaktig
information eller 8sidosattande av intern kontroll.

o skaffar jag mig en forst3else av den del av
foreningens interna kontroll som har betydelse for
min revision for att utforma granskningsatgarder
som &r lampliga med hansyn till
omstandigheterna, men inte foér att uttala mig om
effektiviteten i den interna kontrollen.

e utvarderar jag lampligheten i de
redovisningsprinciper som anvands och rimligheten
i styrelsens uppskattningar i redovisningen och
tillhérande upplysningar.

e drar jag en slutsats om lampligheten i att styrelsen
anvander antagandet om fortsatt drift vid
upprattandet av arsredovisningen. Jag drar ocksd
en slutsats, med grund i de inhamtade
revisionsbevisen, om huruvida det finns ndgon
vésentlig osékerhetsfaktor som avser sddana
handelser eller forhllanden som kan leda till
betydande tvivel om foreningens férmaga att
fortsatta verksamheten. Om jag drar slutsatsen att
det finns en vésentlig osékerhetsfaktor, maste jag i
revisionsberattelsen fasta uppméarksamheten pa
upplysningarna i 8rsredovisningen om den
vésentliga osdkerhetsfaktorn eller, om s&dana
upplysningar ar otillrackliga, modifiera uttalandet
om &rsredovisningen. Mina slutsatser baseras pa
de revisionsbevis som inhédmtas fram till datumet
for revisionsberattelsen. Dock kan framtida
handelser eller férhallanden gora att en férening
inte langre kan fortsatta verksamheten.

e utvarderar jag den dvergripande presentationen,
strukturen och innehéllet i 8rsredovisningen,
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daribland upplysningarna, och om
drsredovisningen dterger de underliggande
transaktionerna och héndelserna pa ett satt som
ger en rattvisande bild.

Jag maste informera styrelsen om bland annat
revisionens planerade omfattning och inriktning samt
tidpunkten for den. Jag maste ocksd informera om
betydelsefulla iakttagelser under revisionen, daribland
de eventuella betydande brister i den interna
kontrollen som jag identifierat.

Rapport om andra krav enligt lagar och
andra forfattningar

Uttalanden

Utéver min revision av drsredovisningen har jag dven
utfort en revision av styrelsens férvaltning for Brf
Rregérdarna for rakenskapsaret 2023-01-01 - 2023-
12-31 samt av forslaget till dispositioner betraffande
foreningens vinst eller forlust.

Jag tillstyrker att féreningsstémman behandlar
forlusten enligt forslaget i forvaltningsberattelsen och
beviljar styrelsens ledamoter ansvarsfrihet for
rakenskapsaret.

Grund fér uttalanden

Jag har utfort revisionen enligt god revisionssed i
Sverige. Mitt ansvar enligt denna beskrivs ndrmare i
avsnittet Revisorns ansvar. Jag @r oberoende i
forhallande till féreningen enligt god revisorssed i
Sverige och har i 6vrigt fullgjort mitt yrkesetiska
ansvar enligt dessa krav.

Jag anser att de revisionsbevis jag har inhamtat ar
tillrackliga och andamalsenliga som grund fér mina
uttalanden.

Styrelsens ansvar

Det ar styrelsen som har ansvaret for forslaget till
dispositioner betréffande foreningens vinst eller
forlust. Vid forslag till utdelning innefattar detta bland
annat en bedémning av om utdelningen &r forsvarlig
med hansyn till de krav som féreningens
verksamhetsart, omfattning och risker staller pd
storleken av féreningens egna kapital,
konsolideringsbehov, likviditet och stéllning i dvrigt.

Styrelsen ansvarar for féreningens organisation och
forvaltningen av foreningens angelagenheter. Detta
innefattar bland annat att fortiépande bedéma
foreningens ekonomiska situation och att tillse att
foreningens organisation ar utformad sa att
bokféringen, medelsforvaltningen och féreningens
ekonomiska angeldgenheter i 6vrigt kontrolleras pd ett
betryggande satt.

Revisorns ansvar

Mitt mal betraffande revisionen av forvaltningen, och
darmed mitt uttalande om ansvarsfrihet, ar att
inhamta revisionsbevis for att med en rimlig grad av
sakerhet kunna bedéma om ndgon styrelseledamot i
ndgot vasentligt avseende:

o foretagit ndgon atgard eller gjort sig skyldig till
ndgon forsummelse som kan féranleda
ersattningsskyldighet mot féreningen, eller

2(2)

o pa ndgot annat satt handlat i strid med
bostadsrattslagen, tillampliga delar av lagen om
ekonomiska féreningar , arsredovisningslagen eller
stadgarna.

Mitt m8l betraffande revisionen av forslaget till
dispositioner av féreningens vinst eller férlust, och
darmed mitt uttalande om detta, ar att med rimlig
grad av sakerhet bedéma om férslaget ar forenligt
med bostadsréattslagen.

Rimlig sakerhet ar en hog grad av sdkerhet, men
ingen garanti for att en revision som utférs enligt god
revisionssed i Sverige alltid kommer att upptécka
dtgarder eller forsummelser som kan féranleda
ersattningsskyldighet mot féreningen, eller att ett
forslag till dispositioner av féreningens vinst eller
forlust inte ar férenligt med bostadsrattslagen.

Som en del av en revision enligt god revisionssed i
Sverige anvander jag professionellt omdéme och har
en professionellt skeptisk instélining under hela
revisionen. Granskningen av foérvaltningen och
forslaget till dispositioner av féreningens vinst eller
forlust grundar sig framst pa revisionen av
rakenskaperna. Vilka tillkommande
granskningsatgarder som utférs baseras pd min
professionella bedémning med utgdngspunkt i risk och
vasentlighet. Det innebar att jag fokuserar
granskningen pa sddana atgérder, omr8den och
forhallanden som &r vésentliga for verksamheten och
dar avsteg och 6vertréadelser skulle ha sarskild
betydelse for foreningens situation. Jag gar igenom
och provar fattade beslut, beslutsunderlag, vidtagna
dtgarder och andra forh8llanden som &r relevanta for
mitt uttalande om ansvarsfrihet. Som underlag for mitt
uttalande om styrelsens forslag till dispositioner
betréffande foreningens vinst eller forlust har jag
granskat om forslaget ar férenligt med
bostadsrattslagen.

Ostersund

Niklas Malmgren
Godkand revisor
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Valkommen till &rsredovisningen fér Brf Aregardarna
Styrelsen upprattar hdarmed féljande arsredovisning for rakenskapsaret 2023-01-01 - 2023-12-31.

Om inte annat sarskilt anges redovisas alla belopp i kronor (SEK).
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Kort guide till [asning av arsredovisningen

Férvaltningsberattelse

Forvaltningsberattelsen innehaller bland annat en allméan beskrivning av bostadsrattsféreningen och
fastigheten. Du hittar ocksa styrelsens beskrivning med viktig information fran det gangna rakenskapsaret samt
ett forslag pa hur arets vinst eller forlust ska behandlas, som foreningsstdmman beslutar om. En viktig uppgift
som ska framga i forvaltningsberattelsen ar om bostadsrattsforeningen ar dkta eller oakta eftersom det senare
medfor skattekonsekvenser for den som ager en bostadsratt.

Resultatrékning

| resultatrakningen kan du se om féreningen har gatt med vinst eller férlust under rakenskapsaret. Du kan ocksa
se var foreningens intakter kommit ifran, och vad som har kostat pengar. Avskrivningar innebar att man inte
bokfor hela kostnaden pa en gang, utan fordelar den 6ver en langre tidsperiod. Avskrivningar innebar alltsa inte
nagot utflode av pengar. Manga nybildade foreningar gor stora underskott i resultatréakningen varje ar vilket
vanligtvis beror pa att avskrivningarna fran kopet av fastigheten ar sa hoga.

Balansrékning

Balansrakningen ar en spegling av foreningens ekonomiska stéllning vid en viss tidpunkt. | en arsredovisning ar
det alltid rakenskapsarets sista dag. | balansrakningen kan du se foreningens tillgdngar, skulder och egna kapital.
I en bostadsrattsforening bestar eget kapital oftast av insatser (och ibland upplatelseavgifter), underhallsfond
och ackumulerade ("balanserade") vinster eller forluster. | en balansrakning ar alltid tillgangarna exakt lika stora
som summan av skulderna och det egna kapitalet. Det ar det som ar "balansen" i balansrakning.

Kassaflédesanalys

Kassaflodet ar bostadsrattsforeningens in- och utbetalningar under en viss period. Manga ganger sager
kassaflédesanalysen mer an resultatrakningen. Har kan man utldsa hur mycket féreningens likviditet (pengar i
kassan) har 6kat eller minskat under aret, och vilka delar av verksamheten pengarna kommer ifran/har gatt till.

Noter

| vissa fall racker inte informationen om de olika posterna i resultat- och balansrakningen till for att forklara vad
siffrorna innebar. For att du som laser arsredovisningen ska fa mer information finns noter som ar mer specifika
forklaringar till resultat- och balansrakning. Om det finns en siffra bredvid en rad i resultat- eller
balansrakningen betyder det att det finns en not fér den posten. Har kan man till exempel fa information om
investeringar som gjorts under aret och en mer detaljerad beskrivning 6ver lanen, hur stora de é&r, vilken ranta
de har och nar det ar dags att villkorsandra dem.

Giltighet

Arsredovisningen &r styrelsens dokument. Féreningsstamman beslutar om att faststalla Resultat- och
Balansrakningen, samt styrelsens forslag till resultatdisposition. | dessa delar galler dokumentet efter det att
stamman fattat beslut avseende detta.
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Férvaltningsberattelse

Verksamheten

Allmént om verksamheten

Foreningen har till andamal att frémja medlemmars ekonomiska intressen genom att i foreningens hus upplata
bostadsrattslagenheter under nyttjanderatt och utan tidsbegransning.

Féreningen har sitt sate i Are.

Registreringsdatum

Bostadsrattsforeningen registrerades 1979-03-12. Féreningens nuvarande ekonomiska plan registrerades 1980-
07-07 och nuvarande stadgar registrerades 2016-09-27 hos Bolagsverket.

Akta férening

Foreningen ar ett privatbostadsféretag enligt inkomstskattelagen (1999:1229) och utgér ddrmed en dkta
bostadsrattsforening.

Moms

Foreningen ar momsregistrerad.

Fastigheten
Foreningen ager och forvaltar fastigheten nedan:

Fastighetsbeteckning Foérvarv Kommun
Mérviken 2:43 1980 Are kommun

Marken innehas med aganderatt. Fastighetens tomtyta omfattar 7 432 kvm med ett attraktivt lage mellan
Station Are och Are torg.

Fastigheten ar forsakrad hos Lansforsakringar Jamtland. | forsakringen ingar kollektivt bostadsrattstillagg for
medlemmarna samt ansvarsforsakring for styrelsen.

Byggnadsér och ytor

Vardearet ar 1981

Foreningen har 73 bostadsratter om totalt 3 490 kvm och 6 lokaler om 74 kvm. | féreningen finns aven hus for
atervinning, tvattstuga, 42 parkeringsplatser samt 32 garageplatser. Foreningens byggnader har postadress
Stationsvagen 2, 4, 6 och 8

Styrelsens sammanséttning

Ola Salemyr Ordférande

Anders Pelldén Styrelseledamot
Sonny Gustafsson  Styrelseledamot
Holger Mattsson Styrelseledamot
Rickard Ekman Styrelseledamot
Staffan Claesson Styrelseledamot
Tomas Tapper Styrelseledamot

Valberedning

Marie Hagstrom Frisell
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Karin Gabrielsson Fagerberg

Firmateckning

Firman tecknas av styrelsen, tva ledamoter i férening

Revisorer

Niklas Malmgren  Revisor  Deloitte AB

Sammantréden och styrelsemédten

Ordinarie féreningsstamma holls 2023-06-12.

Styrelsen har under verksamhetsaret haft 8 protokollférda sammantraden.

Teknisk status

Foreningen foljer en underhallsplan som uppréattades 2015 och stracker sig fram till 2028. Underhallsplanen
uppdaterades 2023.

Utférda historiska underhall

2023 e Byte av balkonger pa flygeln
Renovering av trappor och balkongracken pa smahusen
Byte av staket samt inklddnad av garage

2022

Fardigstallande av P-platser och investeringar i garaget
Byte av ddrrar till soprum och till kallarplan i flygeln
Installation av ny hiss i flygeln

2021 Renovering av stodmur vid smahusen

2020

Omlaggning tak pa smahusen
Fardigstallt P-platser pa Stubbtomten

2019 Reparation av staket vid smahusen

Tvattstuga och skidstall i flygelns kallare
Ventilationsarbeten i bottenplan pa flygeln

Planerade underhall

2024 e Renovering av kvarvarande trappor och balkongracken i smahusen
Energibesparande atgarder
Malningsarbeten pa smahusen

Avtal med leverantdrer

Ekonomisk forvaltning Simpleko AB

Teknisk férvaltning och fastighetsskotsel — SkiStar Are

Bredband Telia Sverige AB
Parkeringstjanster Aimo Park AB

El och fjarrvarme Jamtkraft

Sn6 och halkbekampning Reaxcer AB
Avfallshantering Lundstams Atervinning AB
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Vésentliga héndelser under rékenskapséret

Ekonomi

| samband med att Mérviksdn svdmmade éver i centrala Are den 8 augusti 2023 éversvimmades stora delar av
foreningens tomtmark. Vatten spreds under de flesta av smahusen utan att medféra nagra storre identifierade
skador. De skador som 6versvamningen medférde avsag framst erosion av parkering och vagar i omradet samt
att vatten och slam rann ner i garaget. Parkering, vagar och garage har aterstallts och ar idag i gott skick.
Foreningen fick full kostnadsersattning fran forsakringsbolaget forutom en mindre sjalvrisk.

Foreningen har under 2023 renoverat trappor och balkongracken pa smahusen samt balkongerna pa flygeln
vilket har belastat arets resultat. Som foljd av kostnadsférda renoveringar och allman kostnadsokning for drift
och underhall redovisar féreningen en forlust for 2023 pa -268 tkr, att jamféra med fjolarets vinst pa 197 tkr.
Resultatet for 2023 ar dock battre an budget fér 2023 som prognosticerade en férlust om -483 tkr.

Foreningen har ett negativt kassaflode under 2023 pa -314 tkr vilket beror pa att arets investeringar och
underhall om totalt 1 112 tkr har finansierats med egna medel.

Férandringar i avtal

Foreningen har bundna lan om 7 mkr till mycket 1ag ranta. Laneavtalen forfaller den 30 juli respektive 30
september 2024. Vid refinansiering av dessa lan kommer rantesatsen och dérmed framtida réantekostnader att
Oka vasentligt. Féreningen har haft oférandrade avgifter sedan 2017. Allman kostnadsékning sedan dess
tillsammans med 6kade rantekostnader gor att styrelsen avser att hoja avgifterna from hdsten 2024. Styrelsen
kommer att informera om beslutad avgiftshéjning pa arsstamman i juni 2024.

Medlemsinformation

Antalet medlemmar vid rakenskapsarets borjan var 95 st. Tillkommande medlemmar under aret var 3 och
avgaende medlemmar under aret var 4. Vid rakenskapsarets slut fanns det 94 medlemmar i féreningen. Det har
under aret skett 2 6verlatelser.

Enligt styrelsebeslut debiteras kdparen vid varje dverlatelse en expeditionsavgift pa 2,5 % av prisbasbeloppet
(2023 =1 313 kronor). Pantsattningsavgift debiteras med 1 % av prisbasbeloppet (2023 = 525 kronor) vid varje
pantsattning.

Paminnelseavgift uttages med 60 kronor vid sen betalning
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Flerarsoéversikt

NYCKELTAL 2023 2022 2021 2020
Nettoomsattning 3587077 3552400 3588 226 3523127
Resultat efter fin. poster -268 626 196 910 525 808 281520
Soliditet (%) 77 77 78 83
Yttre fond 195930 117 555 890 984 773 429
Taxeringsvarde 54 619 000 54619 000 39185 000 39 185000
Arsavgift per kvm upplaten bostadsratt, kr 934 934 934 -
Arsavgifternas andel av totala 76.1 841 833 )
rorelseintakter (%) ! ! !

E';:ngastr;:';irper kvm upplaten 2188 2188 2188 1146
Skuldsattning per kvm totalyta, kr 2139 2139 2139 1146
Sparande per kvm totalyta, kr 285 244 294 184
Elkostnad per kvm totalyta, kr 265 270 - -
Varmekostnad per kvm totalyta, kr 44 39 - -
Vattenkostnad per kvm totalyta, kr 89 83 - -
Energikostnad per kvm totalyta, kr 398 392 - -
Genomsnittlig skuldranta (%) 1,05 1,05 0,98 0,46
Rantekanslighet (%) 2,34 2,34 2,34 -

Soliditet (%) - justerat eget kapital / totalt kapital.
Nyckeltalet anger hur stor del av foreningens tillgangar som ar finansierat med det egna kapitalet.

Skuldsattning - rantebarande skulder / kvadratmeter bostadsrattsyta respektive totalyta.

Nyckeltalet visar hur hogt belanad féreningen ar per kvadratmeter. Nyckeltalet anvands for att bedoma
mojlighet till nyupplaning.

Sparande - (arets resultat + avskrivningar + kostnadsfort planerat underhall) / totalyta.

Nyckeltalet visar hur manga kronor per kvadratmeter féreningens intakter genererar som kan anvéandas till
framtida underhall. Nyckeltalet bor sattas i relation till behovet av sparande.

Energikostnad - (kostnad for el + vatten + varme) / totalyta.
Nyckeltalet visar hur manga kronor per kvadratmeter féreningen betalar i energikostnader.
Kostnader for medlemmarnas elférbrukning ingar inte i arsavgiften.

Rantekanslighet (%) - rantebarande skulder / ett ars arsavgifter.
Nyckeltalet visar hur manga % arsavgiften behover hoéjas for att bibehalla kassaflodet om den genomsnittliga
skuldrantan ékar med 1 procentenhet.

Totalyta - bostadsyta och lokalyta inkl. garage (for smahus ingar dven biyta).

Arsavgifter - alla obligatoriska avgifter som debiteras ytor som &r upplatna med bostadsrétt och som definieras
som arsavgift enligt bostadsrattslagen.
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Upplysning vid férlust

Summan av avskrivningar och underhall 6verstiger det negativa resultatet.

Férandringar i eget kapital

DISPONERING AV

Arsredovisning 2023

FOREGAENDE ARS DISPONERING AV
2022-12-31 RESULTAT OVRIGA POSTER 2023-12-31
Insatser 26 450 000 - - 26 450 000
Upplatelseavgifter 1700 000 - - 1700 000
Fond, yttre 117555 . 78 375 195 930
underhall
Balanserat resultat -1 057 456 196 910 -78 375 -938 921
Arets resultat 196 910 -196 910 -268 626 -268 626
Eget kapital 27 407 009 0 -268 626 27 138 383
Resultatdisposition
Till foreningsstammans forfogande star féljande medel:
Balanserat resultat -938 921
Arets resultat -268 626
Totalt -1 207 547
Styrelsen foreslar att medlen disponeras enligt féljande:
Reservering fond for yttre underhall 163 857
Att fran yttre fond i ansprak ta -195 930
Balanseras i ny rakning -1 175 474
-1 207 547

Den ekonomiska stallningen i 6vrigt framgar av foéljande resultat- och balansrakning samt kassaflodesanalys med

tillhérande noter.
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Resultatrakning

Arsredovisning 2023

1 JANUARI - 31 DECEMBER NOT 2023 2022
Rorelseintakter

Nettoomsattning 2 3587077 3552 401
Ovriga rérelseintdkter 3 341 258 0
Summa rérelseintakter 3928 335 3552401
Rorelsekostnader

Driftskostnader 4,5,6,7 -3294 372 -2 442 531
Ovriga externa kostnader 8 -178 958 -150 587
Personalkostnader 9 -173 922 -171 195
Avskrivningar av materiella anlaggningstillgangar -528 624 -516 936
Summa rérelsekostnader -4 175 876 -3 281 249
RORELSERESULTAT -247 540 271 152
Finansiella poster

Ranteintakter och liknande resultatposter 53061 1
Rantekostnader och liknande resultatposter 10 -74 147 -74 243
Summa finansiella poster -21 086 -74 242
RESULTAT EFTER FINANSIELLA POSTER -268 626 196 910
ARETS RESULTAT -268 626 196 910
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Balansrakning

Arsredovisning 2023

TILLGANGAR NOT 2023-12-31 2022-12-31
ANLAGGNINGSTILLGANGAR

Materiella anlaggningstillgangar

Byggnad och mark 11 30 687 547 30712 637
Markanlaggningar 12 1234 906 1277 458
Maskiner och inventarier 13 424 830 487 302
Summa materiella anlaggningstillgangar 32 347 283 32477 397
SUMMA ANLAGGNINGSTILLGANGAR 32 347 283 32477 397
OMSATTNINGSTILLGANGAR

Kortfristiga fordringar

Kund- och avgiftsfordringar 33642 31355
Ovriga fordringar 14 85 281 15
Forutbetalda kostnader och upplupna intakter 15 420717 311 327
Summa kortfristiga fordringar 539 640 342 697
Kassa och bank

Kassa och bank 2230830 2 545 232
Summa kassa och bank 2230830 2545 232
SUMMA OMSATTNINGSTILLGANGAR 2770470 2887929
SUMMA TILLGANGAR 35117 753 35 365 326
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Balansrakning

Arsredovisning 2023

EGET KAPITAL OCH SKULDER NOT 2023-12-31 2022-12-31
EGET KAPITAL

Bundet eget kapital

Medlemsinsatser 28 150 000 28 150 000
Fond for yttre underhall 195930 117 555
Summa bundet eget kapital 28 345 930 28 267 555
Fritt eget kapital

Balanserat resultat -938 921 -1 057 456
Arets resultat -268 626 196 910
Summa fritt eget kapital -1 207 547 -860 546
SUMMA EGET KAPITAL 27 138 383 27 407 009
Langfristiga skulder

Skulder till kreditinstitut 16,18 0 7 000 000
Summa langfristiga skulder 0 7 000 000
Kortfristiga skulder

Skulder till kreditinstitut 16 7 000 000 0
Leverantorsskulder 242 521 185 233
Skatteskulder 0 8310
Ovriga kortfristiga skulder 67 486 78 936
Upplupna kostnader och férutbetalda intakter 17 669 363 685 838
Summa kortfristiga skulder 7 979 370 958 317
SUMMA EGET KAPITAL OCH SKULDER 35117 753 35 365 326
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Kassaflodesanalys

Arsredovisning 2023

1JANUARI - 31 DECEMBER 2023 2022
Den I6pande verksamheten
Rérelseresultat -247 540 271152
Justering av poster som inte ingar i kassaflédet
Arets avskrivningar 528 624 516 936
281 084 788 088

Erhallen ranta 24 889 1
Erlagd ranta -74 147 -74 213
Erhallen utdelning 28172 0
Kassaflode fran I6pande verksamheten fore forandringar a

‘ _ pande v ingar av 259 998 713876
rorelsekapital
Férandring i rérelsekapital
Okning (), minskning (+) kortfristiga fordringar -196 943 -22 380
Okning (+), minskning (-) kortfristiga skulder 21 053 154 945
Kassafléde fran den I6pande verksamheten 84 108 846 441
Investeringsverksamheten
Forvarv av materiella anlaggningstillgangar -398 510 -584 001
Kassaflode fran investeringsverksamheten -398 510 -584 001
Finansieringsverksamheten
Kassaflode fran finansieringsverksamhet 0 0
ARETS KASSAFLODE -314 402 262 440
LIKVIDA MEDEL VID ARETS BORJAN 2 545 232 2282792
LIKVIDA MEDEL VID ARETS SLUT 2230830 2545 232
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Noter
NOT 1, REDOVISNINGS- OCH VARDERINGSPRINCIPER

Arsredovisningen for Brf Aregardarna har uppréttats enligt Arsredovisningslagen och Bokféringsndmndens
allmanna rad 2016:10 (K2), arsredovisning i mindre foretag och 2023:1, kompletterande upplysningar m.m. i
bostadsrattsforeningars arsredovisningar.

Redovisning av intdkter

Intakter bokfors i den period de avser oavsett nar betalning eller avisering skett.

Anlaggningstillgéngar
Materiella anlaggningstillgangar redovisas till anskaffningsvarde minskat med avskrivningar. Byggnader och

inventarier skrivs av linjart 6ver den bedémda ekonomiska livslangden. Avskrivningstiden grundar sig pa
bedémd ekonomisk livslangd av tillgangen.

Foéljande avskrivningstider tillampas:

Markanlaggningar 2-5%
Fastighetsforbattringar 2-10%
Byggnad 1%
Maskiner och inventarier 10 %
Installationer 6,67 %

Markvardet ar inte foremal for avskrivning. Bestaende vardenedgang hanteras genom nedskrivning. Foreningens
finansiella anlaggningstillgangar varderas till anskaffningsvarde. | de fall tillgangen pa balansdagen har ett lagre
varde an anskaffningsvardet sker nedskrivning till det lagre vardet.

Onmséttningstillgéngar

Fordringar upptas till det belopp som efter individuell provning berdknas bli betalt.

Féreningens fond fér yttre underhall

Reservering till foreningens fond for yttre underhall ingar i styrelsens forslag till resultatdisposition. Efter att
beslut tagits pa foreningsstamma sker dverféring fran balanserat resultat till fond for yttre underhall och
redovisas som bundet eget kapital.

Skatter och avgifter

Fastighetsavgiften for hyreshus ar 1 589 kr per bostadslagenhet, dock blir avgiften hégst 0,30 % av
taxeringsvardet for bostadshus med tillh6rande tomtmark. Lokaler beskattas med 1,00 % av lokalernas
taxeringsvarde.

Fastighetslan

Lan med en bindningstid pa ett ar eller mindre tas i arsredovisningen upp som kortfristiga skulder.
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Arsredovisning 2023

NOT 2, NETTOOMSATTNING 2023 2022
Arsavgifter, bostader 2859 000 2859 000
Arsavgifter, lokaler 108 000 108 000
Hyresintakter, lokaler 54 996 54 996
Hyresintakter, p-platser 539 985 506 243
Ovriga intakter 25096 24162
Summa 3587 077 3552401
NOT 3, OVRIGA RORELSEINTAKTER 2023 2022
Forsakringsersattning 341 258 0
Summa 341 258 0
NOT 4, FASTIGHETSSKOTSEL 2023 2022
Fastighetsskotsel 103718 90712
Besiktning och service 3438 59 547
Parkeringstjanster 32 056 30830
Tradgardsarbete 0 3281
Snoéskottning 175 669 126 891
Summa 314 881 311 261
NOT 5, REPARATIONER 2023 2022
Hissar 21106 9304
Bostader 0 57 387
Ovrigt 0 6 431
Gemensamma utrymmen 673 003 101 980
Installationer 19 230 61233
Forsakringsskador 324701 10 000
Summa 1038 040 246 335
NOT 6, TAXEBUNDNA KOSTNADER 2023 2022
Fastighetsel 866 187 884 438
Uppvarmning 144 318 128 160
Vatten 292793 270528
Sophamtning 195 951 181224
Summa 1499 249 1464 350
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NOT 7, OVRIGA DRIFTSKOSTNADER 2023 2022
Fastighetsforsakringar 170799 161181
Sjalvrisker 34 145 24100
Bredband och TV 114 048 114 228
Fastighetsskatt 123 209 121077
Summa 442 201 420 586
NOT 8, OVRIGA EXTERNA KOSTNADER 2023 2022
Ovriga férvaltningskostnader 40 134 20434
Revisionsarvoden 35000 31625
Ekonomisk forvaltning 97 184 91988
Serv.avg branschorg. 6 640 6 540
Summa 178 958 150 587
NOT 9, PERSONALKOSTNADER 2023 2022
Resekostnader 14 897 10 148
Styrelsearvoden 128 000 128 000
Sociala avgifter 31025 33047
Summa 173 922 171 195

NOT 10, RANTEKOSTNADER OCH LIKNANDE

RESULTATPOSTER 2023 2022
Rantekostnader avseende skulder till kreditinstitut 73703 73733
Ovriga rantekostnader 444 510
Summa 74 147 74 243
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NOT 11, BYGGNAD OCH MARK 2023-12-31 2022-12-31
Ackumulerat anskaffningsvarde

Ingdende 33908 205 33324204
Arets inkép 398 510 584 001
Utgaende ackumulerat anskaffningsvarde 34 306 715 33908 205
Ackumulerad avskrivning

Ingdende -3195 568 -2783 656
Arets avskrivning -423 600 -411 912
Utgaende ackumulerad avskrivning -3619 168 -3 195 568
UTGAENDE RESTVARDE ENLIGT PLAN 30 687 547 30712 637
I utgdende restvérde ingar mark med 7 076 456 7 076 456
Taxeringsvarde

Taxeringsvarde byggnad 36 826 000 36 826 000
Taxeringsvarde mark 17 793 000 17 793 000
Summa 54 619 000 54 619 000
NOT 12, MARKANLAGGNINGAR 2023 2022
Ackumulerat anskaffningsvarde

Ingdende 1568 393 1568 393
Utgaende ackumulerat anskaffningsvarde 1568 393 1568 393
Ackumulerad avskrivning

Ingdende -290 935 -248 383
Arets avskrivning -42 552 -42 552
Utgaende ackumulerad avskrivning -333 487 -290 935
Utgaende restvarde enligt plan 1234906 1277 458
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NOT 13, MASKINER OCH INVENTARIER 2023-12-31 2022-12-31
Ackumulerat anskaffningsvarde

Ingdende 764 024 764 024
Utgaende anskaffningsvarde 764 024 764 024
Ackumulerad avskrivning

Ingdende -276 722 -214 250
Avskrivningar -62 472 -62 472
Utgaende avskrivning -339 194 -276 722
UTGAENDE RESTVARDE ENLIGT PLAN 424 830 487 302
NOT 14, OVRIGA FORDRINGAR 2023-12-31 2022-12-31
Skattekonto 1212 15
Skattefordringar 84 069 0
Summa 85 281 15
NOT 15, FORUTBETALDA KOSTNADER OCH UPPLUPNA

INTAKTER 2023-12-31 2022-12-31
Ovriga férutbetalda kostnader och upplupna intikter 7 690 72 085
Fastighetsskotsel 27 522 25139
Forsakringspremier 0 170799
Bredband och TV 19 008 19 008
Forvaltning 25239 24296
Forsakringsersattning 341 258 0
Summa 420 717 311327
NOT 16, SKULDER TILL VILLKORS- RANTESATS SKULD SKULD
KREDITINSTITUT ANDRINGSDAG 2023-12-31 2023-12-31 2022-12-31
Stadshypotek AB 2024-09-30 1,07 % 4000 000 4000 000
Stadshypotek AB 2024-07-30 1,03 % 3000 000 3000 000
Summa 7 000 000 7 000 000
Varav kortfristig del 7 000 000 0

Om fem ar beraknas skulden till kreditinstitut uppga till 7 000 000 kr.

Enligt foreningens redovisningsprinciper, som anges i not 1, ska de delar av [anen som har slutbetalningsdag
inom ett ar redovisas som kortfristiga tillsammans med den amortering som planeras att ske under nasta

rékenskapsar.
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NOT 17, UPPLUPNA KOSTNADER OCH FORUTBETALDA
INTAKTER

Arsredovisning 2023

2023-12-31 2022-12-31
Ovriga upplupna kostnader och férutbetalda intikter 63 402 32770
El 144 057 243 791
Uppvarmning 18 841 17 551
Revision 55000 20 000
Utgiftsrantor 2916 2916
Arvoden och sociala avgifter 32900 51900
Forutbetalda avgifter/hyror 318102 316910
Sjalvrisk 34 145 0
Summa 669 363 685 838
NOT 18, STALLDA SAKERHETER 2023-12-31 2022-12-31
Fastighetsinteckning 7 000 000 7 000 000

NOT 19, VASENTLIGA HANDELSER EFTER VERKSAMHETSARET

Foreningen har bundna Ian om 7 mkr till mycket 1ag ranta. Laneavtalen forfaller den 30 juli respektive 30
september 2024. Vid refinansiering av dessa lan kommer réntesatsen och darmed framtida rantekostnader att
Oka vasentligt. Foreningen har haft oférandrade avgifter sedan 2017. Allman kostnadsokning sedan dess
tillsammans med 6kade rantekostnader gor att styrelsen avser att hoja avgifterna from hdsten 2024. Styrelsen
kommer att informera om beslutad avgiftshéjning pa arsstamman i juni 2024.
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  "agreementName" : "Årsredovisning 2023",
  "agreementVersion" : "1.19",
  "agreementFiles" : [ {
    "fileName" : "Årsredovisning Brf Åregårdarna 2023 - för underskrift.pdf",
    "fileMimetype" : "application/pdf",
    "fileSize" : "341211",
    "fileHash" : "c1085bec94439d43119ba3e38f0a61e97d9d614c2ddfd91c4106b7c51a98e6f9",
    "fileId" : "a749dbe0-1358-11ef-b5ca-ef5249239caa"
  } ],
  "signees" : [ {
    "personName" : "Ola Salemyr",
    "personNr" : "196905310196",
    "personSurname" : "Salemyr",
    "personGivenName" : "Ola",
    "email" : "ola.salemyr@gmail.com"
  }, {
    "personName" : "Staffan Claesson",
    "personNr" : "195209202430",
    "personSurname" : "Claesson",
    "personGivenName" : "Staffan",
    "email" : "u.staffan.c@gmail.com"
  }, {
    "personName" : "Rickard Ekman",
    "personNr" : "196702070191",
    "personSurname" : "Ekman",
    "personGivenName" : "Rickard",
    "email" : "rickard.ekman@niras.se"
  }, {
    "personName" : "Anders Pelldén",
    "personNr" : "197302015651",
    "personSurname" : "Pelldén",
    "personGivenName" : "Anders",
    "email" : "anders@pellden.se"
  }, {
    "personName" : "Holger Mattsson",
    "personNr" : "196508281232",
    "personSurname" : "Mattsson",
    "personGivenName" : "Holger",
    "email" : "holger.mattsson@telia.com"
  }, {
    "personName" : "Tomas Tapper",
    "personNr" : "196208020237",
    "personSurname" : "Tapper",
    "personGivenName" : "Tomas",
    "email" : "tomas.tapper@beteab.se"
  }, {
    "personName" : "Sonny Gustafsson",
    "personNr" : "197104120436",
    "personSurname" : "Gustafsson",
    "personGivenName" : "Sonny",
    "email" : "sonny@aregarden.com"
  }, {
    "personName" : "Nicklas Malmgren",
    "personNr" : "196610031137",
    "personSurname" : "Malmgren",
    "personGivenName" : "Nicklas",
    "email" : "nmalmgren@deloitte.se"
  } ],
  "time" : "2024-05-16T10:15:14.000+0200",
  "type" : "company_web",
  "user" : {
    "personName" : "Ola Salemyr",
    "orgName" : "Huge Bostäder AB",
    "ipAddress" : "78.82.222.230",
    "orgNr" : "5561498121",
    "email" : "ola.salemyr@huge.se"
  },
  "eventId" : 11,
  "eventClass" : "agreement_created",
  "id" : "6c32c400-135c-11ef-a16e-b59476063aa9"
}, {
  "id" : "7d1c7270-135c-11ef-a16e-b59476063aa9",
  "time" : "2024-05-16T10:15:42.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "ola.salemyr@huge.se"
  }, {
    "email" : "ola.salemyr@gmail.com"
  }, {
    "email" : "u.staffan.c@gmail.com"
  }, {
    "email" : "rickard.ekman@niras.se"
  }, {
    "email" : "anders@pellden.se"
  }, {
    "email" : "holger.mattsson@telia.com"
  }, {
    "email" : "tomas.tapper@beteab.se"
  }, {
    "email" : "sonny@broken-are.se"
  } ]
}, {
  "id" : "bbf59e90-135c-11ef-a0e6-69766b2a0732",
  "time" : "2024-05-16T10:17:28.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "78.82.222.230"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Ola Salemyr",
    "personNr" : "196905310196",
    "personSurname" : "Salemyr",
    "personGivenName" : "Ola",
    "email" : "ola.salemyr@gmail.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Ola Salemyr",
    "personNr" : "196905310196",
    "personSurname" : "Salemyr",
    "personGivenName" : "Ola",
    "email" : "ola.salemyr@gmail.com"
  },
  "signingMetadata" : {
    "personNr" : "196905310196",
    "personSurname" : "Salemyr",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyAyMDIzIiAKSUQ6IDk1YzgwYzIwLTEzNTgtMTFlZi1iMjQ2LTYzNzgwZDUwMTM2NQpEYXR1bTogMjAyNC0wNS0xNgoK",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "bf2f6cd0-135c-11ef-8fee-17a4d5dcb818",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6Cgoiw4Vyc3JlZG92aXNuaW5nIEJyZiDDhXJlZ8OlcmRhcm5hIDIwMjMgLSBmw7ZyIHVuZGVyc2tyaWZ0LnBkZiIKYzEwOCA1YmVjIDk0NDMgOWQ0MyAxMTliIGEzZTMgOGYwYSA2MWU5IDdkOWQgNjE0YyAyZGRmIGQ5MWMgNDEwNiBiN2M1IDFhOTggZTZmOQotLS0tLS0tLS0t",
    "personGivenName" : "Ola Svante Erik",
    "startDate" : "2024-05-16T08:17:33.979+0000",
    "transactionId" : "f2452ef0d4c4bfdd3349e95569e28c9c"
  },
  "time" : "2024-05-16T10:17:48.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "78.82.222.230"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "c822af50-135c-11ef-beaf-05bff812c414"
}, {
  "id" : "c8d117c0-135c-11ef-beaf-05bff812c414",
  "time" : "2024-05-16T10:17:49.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "ola.salemyr@huge.se"
  }, {
    "email" : "u.staffan.c@gmail.com"
  }, {
    "email" : "rickard.ekman@niras.se"
  }, {
    "email" : "anders@pellden.se"
  }, {
    "email" : "holger.mattsson@telia.com"
  }, {
    "email" : "tomas.tapper@beteab.se"
  }, {
    "email" : "sonny@broken-are.se"
  } ]
}, {
  "id" : "d5a42c80-135c-11ef-8cc8-893160660242",
  "time" : "2024-05-16T10:18:11.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "62.63.207.246"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Rickard Ekman",
    "personNr" : "196702070191",
    "personSurname" : "Ekman",
    "personGivenName" : "Rickard",
    "email" : "rickard.ekman@niras.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Rickard Ekman",
    "personNr" : "196702070191",
    "personSurname" : "Ekman",
    "personGivenName" : "Rickard",
    "email" : "rickard.ekman@niras.se"
  },
  "signingMetadata" : {
    "personNr" : "196702070191",
    "personSurname" : "Ekman",
    "tbs" : "SSBzaWduOiAiw4Vyc3JlZG92aXNuaW5nIDIwMjMiIApJRDogOTVjODBjMjAtMTM1OC0xMWVmLWIyNDYtNjM3ODBkNTAxMzY1CkRhdGU6IDE2LzA1LzIwMjQKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "ebb9b530-135c-11ef-a16e-b59476063aa9",
    "tbsHidden" : "LS0tLS0tLS0tLQpDb250ZW50OgoKIsOFcnNyZWRvdmlzbmluZyBCcmYgw4VyZWfDpXJkYXJuYSAyMDIzIC0gZsO2ciB1bmRlcnNrcmlmdC5wZGYiCmMxMDggNWJlYyA5NDQzIDlkNDMgMTE5YiBhM2UzIDhmMGEgNjFlOSA3ZDlkIDYxNGMgMmRkZiBkOTFjIDQxMDYgYjdjNSAxYTk4IGU2ZjkKLS0tLS0tLS0tLQ==",
    "personGivenName" : "Rickard Sven-Erik",
    "startDate" : "2024-05-16T08:18:48.675+0000",
    "transactionId" : "14431b180b3356879bb207807c38d13e"
  },
  "time" : "2024-05-16T10:19:11.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "62.63.207.246"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "f9654fa0-135c-11ef-a0e6-69766b2a0732"
}, {
  "id" : "fa23bda0-135c-11ef-a0e6-69766b2a0732",
  "time" : "2024-05-16T10:19:12.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "ola.salemyr@huge.se"
  }, {
    "email" : "ola.salemyr@gmail.com"
  }, {
    "email" : "u.staffan.c@gmail.com"
  }, {
    "email" : "anders@pellden.se"
  }, {
    "email" : "holger.mattsson@telia.com"
  }, {
    "email" : "tomas.tapper@beteab.se"
  }, {
    "email" : "sonny@broken-are.se"
  } ]
}, {
  "id" : "fe3e0fc0-137b-11ef-a16e-b59476063aa9",
  "time" : "2024-05-16T14:01:13.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "94.234.105.96"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Anders Pelldén",
    "personNr" : "197302015651",
    "personSurname" : "Pelldén",
    "personGivenName" : "Anders",
    "email" : "anders@pellden.se"
  }
}, {
  "id" : "e617da10-137c-11ef-a0e6-69766b2a0732",
  "time" : "2024-05-16T14:07:42.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "83.140.76.48"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Tomas Tapper",
    "personNr" : "196208020237",
    "personSurname" : "Tapper",
    "personGivenName" : "Tomas",
    "email" : "tomas.tapper@beteab.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Tomas Tapper",
    "personNr" : "196208020237",
    "personSurname" : "Tapper",
    "personGivenName" : "Tomas",
    "email" : "tomas.tapper@beteab.se"
  },
  "signingMetadata" : {
    "personNr" : "196208020237",
    "personSurname" : "TAPPER",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyAyMDIzIiAKSUQ6IDk1YzgwYzIwLTEzNTgtMTFlZi1iMjQ2LTYzNzgwZDUwMTM2NQpEYXR1bTogMjAyNC0wNS0xNgoK",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "e81f1bc0-137c-11ef-8fee-17a4d5dcb818",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6Cgoiw4Vyc3JlZG92aXNuaW5nIEJyZiDDhXJlZ8OlcmRhcm5hIDIwMjMgLSBmw7ZyIHVuZGVyc2tyaWZ0LnBkZiIKYzEwOCA1YmVjIDk0NDMgOWQ0MyAxMTliIGEzZTMgOGYwYSA2MWU5IDdkOWQgNjE0YyAyZGRmIGQ5MWMgNDEwNiBiN2M1IDFhOTggZTZmOQotLS0tLS0tLS0t",
    "personGivenName" : "TOMAS",
    "startDate" : "2024-05-16T12:07:46.605+0000",
    "transactionId" : "454dcf6f4b08c50f77db65d753f79630"
  },
  "time" : "2024-05-16T14:07:54.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "83.140.76.48"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "ed1bcfb0-137c-11ef-beaf-05bff812c414"
}, {
  "id" : "edcafb70-137c-11ef-beaf-05bff812c414",
  "time" : "2024-05-16T14:07:55.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "ola.salemyr@huge.se"
  }, {
    "email" : "ola.salemyr@gmail.com"
  }, {
    "email" : "u.staffan.c@gmail.com"
  }, {
    "email" : "rickard.ekman@niras.se"
  }, {
    "email" : "anders@pellden.se"
  }, {
    "email" : "holger.mattsson@telia.com"
  }, {
    "email" : "sonny@broken-are.se"
  } ]
}, {
  "id" : "7977f450-1384-11ef-8cc8-893160660242",
  "time" : "2024-05-16T15:01:56.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "195.198.44.70"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Staffan Claesson",
    "personNr" : "195209202430",
    "personSurname" : "Claesson",
    "personGivenName" : "Staffan",
    "email" : "u.staffan.c@gmail.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Staffan Claesson",
    "personNr" : "195209202430",
    "personSurname" : "Claesson",
    "personGivenName" : "Staffan",
    "email" : "u.staffan.c@gmail.com"
  },
  "signingMetadata" : {
    "personNr" : "195209202430",
    "personSurname" : "Claesson",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyAyMDIzIiAKSUQ6IDk1YzgwYzIwLTEzNTgtMTFlZi1iMjQ2LTYzNzgwZDUwMTM2NQpEYXR1bTogMjAyNC0wNS0xNgoK",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "e1ec42b0-1385-11ef-b246-63780d501365",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6Cgoiw4Vyc3JlZG92aXNuaW5nIEJyZiDDhXJlZ8OlcmRhcm5hIDIwMjMgLSBmw7ZyIHVuZGVyc2tyaWZ0LnBkZiIKYzEwOCA1YmVjIDk0NDMgOWQ0MyAxMTliIGEzZTMgOGYwYSA2MWU5IDdkOWQgNjE0YyAyZGRmIGQ5MWMgNDEwNiBiN2M1IDFhOTggZTZmOQotLS0tLS0tLS0t",
    "personGivenName" : "Ulf Staffan",
    "startDate" : "2024-05-16T13:12:01.606+0000",
    "transactionId" : "540aa122e2e0a6438d6b9cd5042f0f2f"
  },
  "time" : "2024-05-16T15:12:29.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "195.198.44.70"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "f2c2de50-1385-11ef-8cc8-893160660242"
}, {
  "id" : "f3893b90-1385-11ef-8cc8-893160660242",
  "time" : "2024-05-16T15:12:30.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "ola.salemyr@huge.se"
  }, {
    "email" : "ola.salemyr@gmail.com"
  }, {
    "email" : "rickard.ekman@niras.se"
  }, {
    "email" : "anders@pellden.se"
  }, {
    "email" : "holger.mattsson@telia.com"
  }, {
    "email" : "tomas.tapper@beteab.se"
  }, {
    "email" : "sonny@broken-are.se"
  } ]
}, {
  "id" : "66b441d0-139c-11ef-beaf-05bff812c414",
  "time" : "2024-05-16T17:53:13.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "81.234.62.173"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Anders Pelldén",
    "personNr" : "197302015651",
    "personSurname" : "Pelldén",
    "personGivenName" : "Anders",
    "email" : "anders@pellden.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Anders Pelldén",
    "personNr" : "197302015651",
    "personSurname" : "Pelldén",
    "personGivenName" : "Anders",
    "email" : "anders@pellden.se"
  },
  "signingMetadata" : {
    "personNr" : "197302015651",
    "personSurname" : "Pelldén",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyAyMDIzIiAKSUQ6IDk1YzgwYzIwLTEzNTgtMTFlZi1iMjQ2LTYzNzgwZDUwMTM2NQpEYXR1bTogMjAyNC0wNS0xNgoK",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "68f45150-139d-11ef-8fee-17a4d5dcb818",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6Cgoiw4Vyc3JlZG92aXNuaW5nIEJyZiDDhXJlZ8OlcmRhcm5hIDIwMjMgLSBmw7ZyIHVuZGVyc2tyaWZ0LnBkZiIKYzEwOCA1YmVjIDk0NDMgOWQ0MyAxMTliIGEzZTMgOGYwYSA2MWU5IDdkOWQgNjE0YyAyZGRmIGQ5MWMgNDEwNiBiN2M1IDFhOTggZTZmOQotLS0tLS0tLS0t",
    "personGivenName" : "Anders Fredrik",
    "startDate" : "2024-05-16T16:00:26.573+0000",
    "transactionId" : "5d77e4c981e0c66e27d1866b7a1bb1e7"
  },
  "time" : "2024-05-16T18:00:46.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "81.234.62.173"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "74c3b1b0-139d-11ef-beaf-05bff812c414"
}, {
  "id" : "7512bc10-139d-11ef-beaf-05bff812c414",
  "time" : "2024-05-16T18:00:46.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "ola.salemyr@huge.se"
  }, {
    "email" : "ola.salemyr@gmail.com"
  }, {
    "email" : "u.staffan.c@gmail.com"
  }, {
    "email" : "rickard.ekman@niras.se"
  }, {
    "email" : "holger.mattsson@telia.com"
  }, {
    "email" : "tomas.tapper@beteab.se"
  }, {
    "email" : "sonny@broken-are.se"
  } ]
}, {
  "id" : "bb8e69f0-13ac-11ef-b246-63780d501365",
  "time" : "2024-05-16T19:50:07.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "81.233.167.152"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Holger Mattsson",
    "personNr" : "196508281232",
    "personSurname" : "Mattsson",
    "personGivenName" : "Holger",
    "email" : "holger.mattsson@telia.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Holger Mattsson",
    "personNr" : "196508281232",
    "personSurname" : "Mattsson",
    "personGivenName" : "Holger",
    "email" : "holger.mattsson@telia.com"
  },
  "signingMetadata" : {
    "personNr" : "196508281232",
    "personSurname" : "MATTSSON",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyAyMDIzIiAKSUQ6IDk1YzgwYzIwLTEzNTgtMTFlZi1iMjQ2LTYzNzgwZDUwMTM2NQpEYXR1bTogMjAyNC0wNS0xNgoK",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "9db66120-13ad-11ef-8cc8-893160660242",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6Cgoiw4Vyc3JlZG92aXNuaW5nIEJyZiDDhXJlZ8OlcmRhcm5hIDIwMjMgLSBmw7ZyIHVuZGVyc2tyaWZ0LnBkZiIKYzEwOCA1YmVjIDk0NDMgOWQ0MyAxMTliIGEzZTMgOGYwYSA2MWU5IDdkOWQgNjE0YyAyZGRmIGQ5MWMgNDEwNiBiN2M1IDFhOTggZTZmOQotLS0tLS0tLS0t",
    "personGivenName" : "HOLGER",
    "startDate" : "2024-05-16T17:56:27.022+0000",
    "transactionId" : "4cd40e298fb9e531cc5d40f61de12dd6"
  },
  "time" : "2024-05-16T19:56:59.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "81.233.167.152"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "b143b850-13ad-11ef-b246-63780d501365"
}, {
  "id" : "b20310b0-13ad-11ef-b246-63780d501365",
  "time" : "2024-05-16T19:57:00.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "ola.salemyr@huge.se"
  }, {
    "email" : "ola.salemyr@gmail.com"
  }, {
    "email" : "u.staffan.c@gmail.com"
  }, {
    "email" : "rickard.ekman@niras.se"
  }, {
    "email" : "anders@pellden.se"
  }, {
    "email" : "tomas.tapper@beteab.se"
  }, {
    "email" : "sonny@broken-are.se"
  } ]
}, {
  "id" : "bcc8de60-13af-11ef-beaf-05bff812c414",
  "time" : "2024-05-16T20:11:37.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "sonny@broken-are.se"
  } ]
}, {
  "id" : "1f23a570-1425-11ef-8fee-17a4d5dcb818",
  "time" : "2024-05-17T10:11:54.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "sonny@broken-are.se"
  } ]
}, {
  "id" : "6394f6a0-16a0-11ef-a16e-b59476063aa9",
  "time" : "2024-05-20T13:59:19.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "sonny@broken-are.se"
  } ]
}, {
  "id" : "2523e5b0-16a1-11ef-a16e-b59476063aa9",
  "time" : "2024-05-20T14:04:44.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "213.115.4.138"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Sonny Gustafsson",
    "personNr" : "197104120436",
    "personSurname" : "Gustafsson",
    "personGivenName" : "Sonny",
    "email" : "sonny@aregarden.com"
  }
}, {
  "id" : "2538a630-16a1-11ef-a0e6-69766b2a0732",
  "time" : "2024-05-20T14:04:44.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "213.115.4.138"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Sonny Gustafsson",
    "personNr" : "197104120436",
    "personSurname" : "Gustafsson",
    "personGivenName" : "Sonny",
    "email" : "sonny@aregarden.com"
  }
}, {
  "id" : "a3edd300-16a2-11ef-a0e6-69766b2a0732",
  "time" : "2024-05-20T14:15:26.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "sonny@aregarden.com"
  } ]
}, {
  "id" : "dc8c9b10-16a2-11ef-8fee-17a4d5dcb818",
  "time" : "2024-05-20T14:17:01.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "90.235.5.226"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Sonny Gustafsson",
    "personNr" : "197104120436",
    "personSurname" : "Gustafsson",
    "personGivenName" : "Sonny",
    "email" : "sonny@aregarden.com"
  }
}, {
  "id" : "f66b39b0-16a2-11ef-b246-63780d501365",
  "time" : "2024-05-20T14:17:44.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "90.235.5.226"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Sonny Gustafsson",
    "personNr" : "197104120436",
    "personSurname" : "Gustafsson",
    "personGivenName" : "Sonny",
    "email" : "sonny@aregarden.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Sonny Gustafsson",
    "personNr" : "197104120436",
    "personSurname" : "Gustafsson",
    "personGivenName" : "Sonny",
    "email" : "sonny@aregarden.com"
  },
  "signingMetadata" : {
    "personNr" : "197104120436",
    "personSurname" : "Gustafsson",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIsOFcnNyZWRvdmlzbmluZyAyMDIzIiAKSUQ6IDk1YzgwYzIwLTEzNTgtMTFlZi1iMjQ2LTYzNzgwZDUwMTM2NQpEYXR1bTogMjAyNC0wNS0xNgoK",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "f9df78e0-16a2-11ef-a16e-b59476063aa9",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6Cgoiw4Vyc3JlZG92aXNuaW5nIEJyZiDDhXJlZ8OlcmRhcm5hIDIwMjMgLSBmw7ZyIHVuZGVyc2tyaWZ0LnBkZiIKYzEwOCA1YmVjIDk0NDMgOWQ0MyAxMTliIGEzZTMgOGYwYSA2MWU5IDdkOWQgNjE0YyAyZGRmIGQ5MWMgNDEwNiBiN2M1IDFhOTggZTZmOQotLS0tLS0tLS0t",
    "personGivenName" : "Nils Sonny Douglas",
    "startDate" : "2024-05-20T12:17:50.769+0000",
    "transactionId" : "e601d413e28b618256ee326e96a96740"
  },
  "time" : "2024-05-20T14:18:01.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "90.235.5.226"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "006dc950-16a3-11ef-beaf-05bff812c414"
}, {
  "id" : "013b0460-16a3-11ef-beaf-05bff812c414",
  "time" : "2024-05-20T14:18:02.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "ola.salemyr@huge.se"
  }, {
    "email" : "ola.salemyr@gmail.com"
  }, {
    "email" : "u.staffan.c@gmail.com"
  }, {
    "email" : "rickard.ekman@niras.se"
  }, {
    "email" : "anders@pellden.se"
  }, {
    "email" : "holger.mattsson@telia.com"
  }, {
    "email" : "tomas.tapper@beteab.se"
  } ]
}, {
  "id" : "013ba0a0-16a3-11ef-beaf-05bff812c414",
  "time" : "2024-05-20T14:18:02.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "nmalmgren@deloitte.se"
  } ]
}, {
  "id" : "03ca9e00-16a5-11ef-a0e6-69766b2a0732",
  "time" : "2024-05-20T14:32:26.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "163.116.168.114"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Nicklas Malmgren",
    "personNr" : "196610031137",
    "personSurname" : "Malmgren",
    "personGivenName" : "Nicklas",
    "email" : "nmalmgren@deloitte.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Nicklas Malmgren",
    "personNr" : "196610031137",
    "personSurname" : "Malmgren",
    "personGivenName" : "Nicklas",
    "email" : "nmalmgren@deloitte.se"
  },
  "signingMetadata" : {
    "personNr" : "196610031137",
    "personSurname" : "Malmgren",
    "tbs" : "SSBzaWduOiAiw4Vyc3JlZG92aXNuaW5nIDIwMjMiIApJRDogOTVjODBjMjAtMTM1OC0xMWVmLWIyNDYtNjM3ODBkNTAxMzY1CkRhdGU6IDE2LzA1LzIwMjQKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "6c7ed100-16a5-11ef-8cc8-893160660242",
    "tbsHidden" : "LS0tLS0tLS0tLQpDb250ZW50OgoKIsOFcnNyZWRvdmlzbmluZyBCcmYgw4VyZWfDpXJkYXJuYSAyMDIzIC0gZsO2ciB1bmRlcnNrcmlmdC5wZGYiCmMxMDggNWJlYyA5NDQzIDlkNDMgMTE5YiBhM2UzIDhmMGEgNjFlOSA3ZDlkIDYxNGMgMmRkZiBkOTFjIDQxMDYgYjdjNSAxYTk4IGU2ZjkKLS0tLS0tLS0tLQ==",
    "personGivenName" : "Gösta Niklas",
    "startDate" : "2024-05-20T12:35:21.994+0000",
    "transactionId" : "76ce8132eb773d08ea1e25a4f2998085"
  },
  "time" : "2024-05-20T14:35:50.000+0200",
  "type" : "sign_final_part",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "163.116.168.114"
  },
  "eventId" : 31,
  "eventClass" : "agreement_signed",
  "id" : "7d8a1130-16a5-11ef-8cc8-893160660242"
} ]
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Purpose

This document gives an introduction to the collection of reference documentation added to each
agreement signed using Egreement’s service. In case of agreement disputes, this documents and its
referrals should be used as a handbook on how to verify agreements.

Overview

Agreement and workflow basics are introduced in this document in order to be able to understand the
reference documentation.

Glossary

Term Description

Agreement File Attachment to the agreement, for example an
uploaded PDF, image, or free text, entered by
agreement creator.

Agreement Creator User who creates the initial agreement and add
contracting parties.

API Application Programming interface

Audit Log The log of events associated with each agreement.

CMS Cryptographic Message Syntax

Container The file which holds the agreement including all

metadata such as audit log, documentation,
verification, Etc.

Contracting Party User who is to sign an agreement.

Egreement The company providing the agreement signing
service. Egreement AB,
https://www.egreement.com

EID Electronic identity such as a certificate or online
identity of some kind.

Hash A cryptographic hash, see Signing
JSON JavaScript Object Notation

NTP Network Time Protocol

OCSP Online Certificate Status Protocol
PKCS Public Key Cryptography Standards



https://www.egreement.com



Term Description

PKI Public Key Infrastructure
PDF Portable Document Format from Adobe Systems
Signee When a contracting party has signed an

agreement, the party becomes a signee.

TBS To Be Signed. A textual representation of an
agreement.
Verification Page(s) appended to the end of the visible part of

the agreement, summarizing agreement
information, including a timeline.

XML Extensible Markup Language

Agreement Basics

An agreement has a number of artifacts that together form an agreement:

@greement

Agreement Name

Agreement ID

Agreement files Audit log

Attachment-1 Created
Attachment-2 User 1 viewed
Attachment-3 User 1 signed

User 2 viewed

User 2 signed

Figure 1. Agreement content

* Agreement name chosen by Agreement Creator.
* Agreement ID automatically generated by Egreement’s system.
* Files of different formats, such as text or images, that form the contractual part of the agreement.

* Audit log, created by the Egreement system, keeping records of all major events that have taken





place in the process of concluding the agreement.

» Reference documentation on how Egreement manages agreement creation, signing and conclusion.
This very document is the introduction and first part of the reference documentation.

Version Properties

The following properties apply for the current version of the agreement implementation:

» Agreement File hash algorithm: SHA-256
» Agreement File hash encoding: Hex string
 Reference documents:

o Overview

o Container Format

o Signing

o Validation

Workflow

The Egreement workflow contains a number of stages.

Create agreement - Start
Add agreement files - Upload attachments
Add contracting parties - Add people who are to sign the agreement

Signature creation - All contracting parties sign the agreement

S

Download - Agreement can be downloaded (optional)

Agreement Creation

When an agreement is to be created, the user chooses a name for the agreement and an ID is
automatically generated.

Agreement Files

An agreement file is a part of the agreement. The file can be of any format. If the file format can be
presented by the Egreement software, a visual representation will be shown to the contracting parties.





Contracting Parties

After the agreement has been set up, all contracting parties who should sign the agreement are added.

Signature Creation

The user should always sign the complete agreement including all attached files. Metadata which will
serve as proof of user consent to the agreement will be automatically added by the system, making the
agreement tamper-proof and self-contained. Each signee can choose from a set of signature methods.
The actual signature creation is handled differently depending on signing method.

In the signature workflow, a number of signees can individually sign the same agreement. The
aggregated signature result will be added to the agreement as proof of the agreement’s validity. Signing
is described in detail in Signing.

After the last signee has signed, the agreement will be concluded and therefore the process and
agreement files will be closed.

Download

It is possible to download an agreement from the system to store it offline. The downloaded agreement
is tamper-proof, as all parts of the agreement, including main file, attachments and all other artifacts,
are tied to every individual signee. Since this downloaded agreement is more than just a document, it
is referred to as a Container.

Egreement currently supports PDF as container-format which is described more in detail in Container
Format.

Logging
All actions associated with the agreement are stored in the audit log.
Dispute

In case of dispute about a signed agreement where the different signees disagree, the Validation
document describes the process how to verify the agreement’s validty.

Reference Documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.





Document name

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker
Swisscom AIS
Swisscom SRS

Cryptographic Message Syntax

Description

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3
All-in Signing Service Reference Guide, v2.15
Integration Guide Smart Registration Service, v1.8

https://www.ietf.org/rfc/rfc2630



https://www.ietf.org/rfc/rfc2630
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Purpose

This document is targeted for contracting parties and arbitrators that create, sign and/or evaluate
agreements concluded through the Egreement application. The document describes the content,
structure and semantics of the agreement container, required to understand in order to evaluate
agreements or settle possible disputes.

Overview

An agreement in the Egreement sense is not just a single document. Instead, an agreement is a
collection of different information artifacts concerning an agreement made between one or more
contracting parties. Artifacts can be the text on which agreement parties are to agree, individual
parties’ acceptance statements, or records of the events associated with the conclusion of the
agreement. In order to store this information in a secure and self-contained manner, a Container is
needed. The container is simply a file storing all the information needed in a structured and well-
defined way.

Generic Container Structure

The container includes the following artifact types:

* Agreement File - One or more documents, or other types of files (such as images), either uploaded
by the agreement creator or provided by the Egreement application, that togehter constitute the
agreement.

* Audit Log - A log, created by the Egreement system, with recordings of all major events that have
taken place in the process of concluding the agreement.

* Reference Documentation - Documentation how Egreement manages agreement creation, signing
and closing.

* Verification - An agreement summary, including a listing of included agreement files, signees and
an extract of the audit log.

PDF Container

The container format used by Egreement is PDF. All of the listed artifact types are stored as so called
attachments in the PDF container. The reason for adding agreement artifacts as attachments is that
this makes it possible to provide traceability throughout the complete signing process. In order for a
reader to easily be able to view the contents of the agreement, a selection of the attachments is
"mirrored" to the main (visible) part of the PDF.





@greement PDF Container

— il “

Agreement File 1
Agreement File 2
Visualization of Agreement File N
Agreement File 1-N
Reference Documentation 1
Reference Documentation 2
Reference Documentation N

Audit Log I

Verification I Verification I

Figure 1. Container Overview

Not all PDF viewers are able to list and/or present PDF attachments. Therefore, it is
recommended to use the official Adobe Acrobat Reader to view Egreement PDF
containers.

Each attachment is given a numeric prefix to its name in order to sort the files correctly in the list. Also
note that the description field holds the artifact type of the attachment.

@ Attachments X
@ B &
Name ~ Description Modified
5 01-CarContract.pdf Agreement File-456-5654-10  29/04/16 14:25:26
i‘ 02-Carlmage.jpg Agreement File-456-5654-12 29/04/16 14:25:27
) 03-CarSound.m4a Agreement File-456-5654-13  28/04/16 14:25:27
: 04-auditlog.json Audit Log 29/04/16 14:25:27
= 05-Overview.pdf Reference Documentation 29/04/16 14:25:27
= 06-ContainerFormat.pdf Reference Documentation 29/04/16 14:25:27
5 07-Signing.pdf Reference Documentation 29/04/16 14:25:27
= 08-Validation.pdf Reference Documentation 29/04/16 14:25:27
= 09-verification.pdf Verification 29/04/16 14:25:27

Figure 2. PDF Attachments





How to Validate

The container is a valid PDF agreement if it holds the artifacts defined above.

Container Content

Agreement File

Artifact type: Agreement file

Agreement files are the parts of the agreement which the agreement creator uploads or selects to be
included. These could be documents, forms, images or virtually any type of file. Furthermore,
agreement files can be divided into two categories, agreement files possible to visualize and non-
possible to visualize.

Agreement Files Possible to Visualize

Files possible to visualize, are added as attachments to the container just as all other artifact types, but
they are also mirrored to the visible part of the agreement PDF. This allows the user to quickly view
the content of the main parts of the agreement. Files that typically are possible to visualize, are PDFs,
image-type files and text files.

Agreement Files Non-Possible to Visualize

Agreement files non-possible to visualize, are not mirrored to the visual part of the agreement PDF,
though it is represented with name, size and hash of the file. These file types are typically technically
hard or impossible to create a visual representation of, e.g. a sound file or a video file.

How to Validate

To understand what has been agreed and to establish if there is a dispute or if the disagreement
between the contracting parties is actually covered by the agreement, please read and understand the
actual content of the agreement.

Audit Log

Artifact type: Audit log

The audit log attachment is a well-defined, JSON formatted, document presenting all the important
events that have occurred from when the agreement was created until the agreement was closed.
Refer to the "Workflow" chapter in Overview for more details.

The following audit log entry types are defined:





* Agreement Created

* Agreement Viewed

* Agreement Signed

* Agreement Rejected

* Agreement ExpireOn Changed

* Message Sent

The different log entry types are described in detail below.

Common Structures
All log entry types share common information that is included in every log entry logged.

Table 1. Common Attributes

Parameter name Parameter value example(s)  Description

time 2016-03-21T10:03:28.010+0000  Time when the entry was logged
as yyyy-MM-dd'T'HH:mm:ss.SSSZ.

id 540431, 1e8f69a4-07c1-11e8- An ID of this particular event

ba89-0ed5f89f718b (can either be a numeric long

value or Time based UUID).

event(lass agreement_created Name of the type, as listed
below.

eventld 10 Each type includes a set of IDs.

See respective log entry type
description for details.

userInfo See UserInfo Information about a user.

UserInfo

The UserInfo structure holds information about the user triggering an event, users being contracting
parties of an agreement as well as other users. Note that only a subset of the parameters is included,
depending on the situation where the UserInfo structure is used.

Table 2. UserInfo

Parameter name Parameter value example(s)  Description

ipAddress 212.94.55.131 The IP address of the user.

email Jjohn@example.org The user’s email address.

mobile +4670123456789 The user’s mobile phone
number.



https://en.wikipedia.org/wiki/Universally_unique_identifier



Parameter name

personNr

personName

personGivenName
personSurname

orgNr

orgName

AgreementFileInfo

Parameter value example(s)

19550505-1234 (Sweden),
220750-999Y (Finland)

John Smith

John
Smith

551234-1234

Acme AB

Description

The user’s personal identity
number.

The first and last name of the
user.

The first name of the user.
The last name of the user.

The organization number of the
organization on behalf of which
the user is operating.

The organization name of the
organization on behalf of which
the user is operating.

The AgreementFileInfo structure holds information about an agreement file, e.g. a PDF uploaded by the

user. See Agreement File.

Table 3. AgreementFileInfo

Parameter name

fileld

fileName

fileMimetype

fileSize

fileHash

How to Validate

Parameter value example(s)

6572354654, 75928ba0-2369-
11e8-b467-0ed5f89f718b

MyEmployeeAgreement.pdf

application/pdf
42253

3d7c514b...66b786a4

See Validation how to validate the entire audit log.

Agreement Created

Description

The system generated ID of the
agreement file (can either be a
numeric long value or Time
based UUID).

The user defined name of the
agreement file.

The agreement file mime type.

The size, in bytes, of the
agreement file.

The hash of the agreement file,
encoded as a hex string.

This event is logged when the agreement is created. This is always the first log entry for each
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agreement, i.e. no events can take place before this event has occurred.

* EventClass: agreement_created

 Eventld:

> 10: When a private user creates an agreement using the web application.

> 11: When a company user creates an agreement using the web application.

> 12: Agreement created using the APIL.

Table 4. Agreement Created Specific Information

Parameter name Parameter value example(s)

agreementName MyEmployeeAgreement

agreementId 12345678901234, 75928ba0-2369-
11e8-b467-0ed5f89f718b

agreementVersion 1.18

agreementlocale sv_SE

signees List of UserInfo

agreementFiles List of AgreementFileInfo

How to Validate

Description

User specified name of the
agreement.

System generated ID of the
agreement (can either be a
numeric long value or Time
based UUID).

Version of the agreement
container format.

Locale of the agreement
container.

A listing of the signees defined
as parties in the agreement.

A listing of the agreement files
included in the agreement.

Validating this audit entry requires a number of steps all documented below.

EventTypeld Validation

Check that the UserInfo field is populated correctly according to EventType. See UserInfo for details.

Table 5. EventType effect on UserlInfo

Type How to validate UserInfo

10 orghr and orgName must not be set

1 personNr, orgNr and orgName must be set
12 orgNr and orgName must be set
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Agreement Metadata

All metadata parameters must be validated according to table below.

Table 6. Agreement Created Metadata Verification

Parameter name How to validate

agreementName Must be present

agreementId Must be present

agreementVersion Must be less than or equal to 1.16
agreementlocale If present, Must be a valid locale and container

verification page must be in this language
signees See Signees Validation

agreementFiles See Agreement File Validation

Agreement File Validation

Validate that all Agreement File are the correct ones, that they are included, and that there are no
additional files than the ones listed in the audit log.

Audit Log

Check all agreement files in this audit entry and verify that they all exist in the container. Do this by
identifying the attachment by the ID and name stated in the audit entry.

Attachments

Check all agreement files in the PDF container by searching after the Artifact type: Agreement file and
make sure that they are all listed in the create agreement audit entry.

Check Hashsums

For each agreement file, compute the hash and check that the hash in the audit entry is correct.

Signees Validation

Make sure that each signee has an Agreement Signed audit entry. Also check that the number of signees
is equal to the number of Agreement Signed entries.

Agreement Viewed
This event is logged every time an agreement is viewed or downloaded.

» EventClass: agreement_viewed
e Eventld:

o 20: When a user views an agreement using the web application.





> 27: When a user views an agreement using a mail link.
o 22: When a user views an agreement by downloading it using the web application.

> 23: When a user views an agreement using a mail link that is protected using two-factor
authentication.

Agreement Viewed Specific Information

None

How to Validate

Check that time of entry is after Agreement Created.

Agreement Signed
This event is logged every time a user signs an agreement.

* EventClass: agreement_signed

* Eventld:
> 30: When a user signs the agreement, not being the last signee.
> 31: When a user signs the agreement as the last signee.

> 32: When a user tries to sign the agreement but signing fails.

Table 7. Agreement Signed Specific Information

Parameter name Parameter value example Description
signeelnfo See UserInfo Information about the signee.
signMetadata See SignMetadata Signing metadata produced in

the signing process.

Table 8. SignMetadata

Parameter name Parameter value example Description

signatureMethod bankid The ID of the signing method
used.

signature PD94bWwgdm...duYXR1lcmU+  The signature, base64 encoded.

The underlying format depends
on the signature method used.

ocspResponse MIIEXgoBAK...jks3yrAUVE The OCSP response message,
base64 encoded. This parameter
is only included for some signing
methods.





Parameter name Parameter value example Description

message MzJhMDYXN2FhYjRjOWZINzI1Zj The text shown to the signee
FINWJJNDQxM,;... before approving the signature
request. Text is NOT signed, just
kept for audit purposes.

tbs SSBzaWduOiAiQ29udHJhY3QiIA The text being signed by the
PJRDogNjdKkN2... signee using the signing method
encoded as base64. This
parameter is only included for
some signing methods and may
vary between signing methods
and localizations.

tbsHidden LSOtLSOtLSOtLQpDb250ZW500g Hidden additional text also
oKImJsdWUucG... being signed, base64 encoded.
This parameter is only included
for some signing methods.

How to Validate

Check that time of entry is after Agreement Created.

EventType Validation

Table 9. EventType effect on validation

Type How to act
30 Verify as described below.
31 Verify as describe below, and once done, check

that there are no more Agreement Signed entries
in the audit log.

TBS Validation

In case of an advanced or qualified signature methods, the TBS (including the hidden TBS where
applicable) will be stored as a part of SignMetadata.

For simple electronic signature methods, TBS validation is not applicable.

Signature Validation

Fetch the signature method pointed out by SigningMethod and verify the signature according to the
corresponding chapter in Signing

Signee Validation

The output from the Signature Validation should be validated according to table below.





Output type How to validate

Signature time If a signature time has been registered, check that
this signature time corresponds to the time of the
Agreement Signed.

User attributes Check that the user attributes returned from the
signature method matches the attributes of the
SigneeInfo.

TBS or hash of TBS If TBS validation applies, check that TBS and/or

tbsHidden matches the SignMetadata.

Hash algorithm If TBS validation applies, and the TBS is returned
hashed, return name of hash algorithm.

Agreement Rejected
This event is logged when the agreement is rejected. If this event occurs, the agreement is invalid.

* EventClass: agreement_rejected
* Eventld:
o 40: Agreement rejected by user.
o 41: Agreement auto-rejected due to validity timeout.

o 42: Agreement withdrawn by agreement creator.

Agreement Rejected Specific Information

None

How to Validate

If one of these audit entries are found, the agreement is not a valid agreement.

Agreement ExpireOn Changed
This event is logged when the agreement expiry date is changed.

* EventClass: agreement_expire_on_changed
e Eventld:

o 80: Agreement expiry date changed by user.

Table 10. Agreement ExpireOn Changed Specific Information
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Parameter name Parameter value example Description

agreementPreviousExpireOn 2016-03-21T10:03:28.010+0000  Time when agreement was

scheduled to expire as yyyy-Mm-
dd'T'HH:mm:ss.SSSZ.

agreementExpireOn 2016-03-31T10:03:28.010+0000  Time when agreement is

scheduled to expire as yyyy-Mm-
dd'T'HH:mm: ss.SSSZ.

How to Validate

Check that time of entry is after Agreement Created.

Message Sent

A message is logged each time the system sends a mail to parties involved in the agreement.

* EventClass: message_sent

* Eventld:

[

o

50:
51:

52

53:
54:
55:

56

57:
58:
60:

Message sent due to event IDs: 10-12

Message sent due to event ID: 30.

: Message sent due to event ID: 31.

Message sent due to event ID: 40.
Message sent due to event ID: 41.

Message sent when agreement is shared.

: Message sent when agreement sharing is cancelled.

Message sent when agreement validity is about to expire.
Message sent as a reminder of agreement creation.

Message sent due to event ID: 20-23.

Table 11. Message Sent Specific Information

Parameter name Parameter value example Description

sentTo

List of UserInfo A listing of the users to whom
the message is sent.

How to Validate

Check that time of entry is after Agreement Created.
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Format

The audit log is included in the container as a JSON-formatted file.

Audit log example

[ {
"agreementId" : "160400034502",
"agreementName" : "Package patent",
"agreementVersion" : "1.16",

"agreementlocale": "sv_SE",
"agreementFiles" : [ {
"fileSize" : "722085",
"fileId" : "4081",
"fileHash" : "01e70b3f3d48df504119a912e171df2f2533a2a8bf73d052¢c004e27bf64671a0",
"fileMimetype" : "application/pdf",
"fileName" : "patent.pdf"
oA
"fileSize" : "180269",
"fileId" : "4082",
"fileHash" : "96e0a461e285986ae6e3a2b581568c89d1dae77ae580fea1859faab2e594ec46",
"fileMimetype" : "image/png",
"fileName" : "figl.png"
1L
"signees" : [ {
"personNr" : "191111112222",

"personName" : "Alice A"

oA
"personNr" : "193333334444",
"personName" : "Bob B"

1L

"id" : 778333,

"time" : "2016-04-26T716:39:30.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

I

"event(Class" : "agreement_created",

"eventId" : 10

oA
"id" : 778334,

"time" : "2016-04-26T716:39:31.000+0000",
"eventId" : 50,

"event(Class" : "message_sent",
"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
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"ipAddress" : "1.2.3.4"

H

"sentTo" : [ {
"email" : "alice.a@eavtal.se",
"personName" : "Alice A"

Frp
"personName" : "Alice A",
"mobile" : "+4670123456789"

} ]

oA

"signingMethod" : "bankid",

"signeelnfo" : {
"personSurname" : "B",
"personNr" : "193333334444",
"personGivenName" : "Bob",
"personName" : "Bob B"

}

igningMetadata" : {

"ocspResponse” : "MII...z5Q==",

"startDate" : "2016-04-26716:39:32.000+0000",
"signatureMethod" : "bankid",

"signature" : "PD9...cmU+"

I

"id" : 778335,

"time" : "2016-04-26T16:39:43.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

I

"event(Class" : "agreement_signed",

"eventId" : 30

} ]

Reference Documentation

Artifact type: Reference documentation

Included in the container is also the reference documentation which documents the container format,
overview and details about signing and validation, Etc.

Table 12. Reference Documentation
Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.
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Document name

Container Format
Signing
Validation
BankidValidation
Telia Tunnistus

Nets eID Broker

Cryptographic Message Syntax

Verification

Artifact type: Verification

The verification page is included as an attachment in the container, and is also mirrored to the visible
part of the container PDF. The purpose of the verification is to provide the reader with a summary of
the content of the agreement, in combination with important events that have occurred during the
agreement creation and signing process. An overview of the contents of the verification is given below.

Basic Information

Includes the most basic, and always present, information of the agreement. See Agreement Created for

more details.

* Agreement ID
* Agreement name
* Agreement version

e Creation date

Agreement Files

Lists the different files that the agreement includes. This is primarily the documents uploaded by the

Description

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3

https://www.ietf.org/rfc/rfc2630

user, which include agreement text and other data. See AgreementFileInfo for more details.

Each agreement file is listed with the following properties:

* Agreement file ID

14
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* Agreement file name
* Agreement file mime type
* Agreement file size

» Agreement file hash

Signees

Lists the signees that have signed the document. See UserInfo for more details. Each signee is listed
with the following properties:

* Signee person number ID

* Signee name

» Signee sign date

Audit Log Extract

The verification ends with a summarizing extract from the audit log. It includes the most important
events and information from the audit log, whereas audit information that is of secondary importance
is filtered out.

Change Log

Agreement Version : 1.1

» Date of Change : 2017-02-28
* Logs

o Representation of agreement parts which are not possible to visualize are to include last
modified date along with the existing information (Name, Size, Hash).

o

Layout is also changed to display the additional information vertically.
o Agreement File section of Verification page to include last modified date & time.

o ToBeSigned (TBS) text is separated into two types(visible & hidden).

Agreement Version : 1.2

* Date of Change : 2017-03-15
* Logs
o File Title is included in non visible agreement parts.

- Removed file Hash information from Attest Page and included file title
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Agreement Version : 1.3

» Date of Change : 2017-06-21
* Logs

o New Signature Methods EMail signature & Email signature with OneTimePassword introduced

Agreement Version : 1.4

* Date of Change : 2018-02-01
* Logs
o Audit Events are allowed to have id as Long (number) or UUID

o New Signature Method Click signature introduced

Agreement Version : 1.5

* Date of Change : 2018-05-31
* Logs

> Norwegian BankID is introduced

Agreement Version : 1.6

* Date of Change : 2018-07-31
* Logs

o More information about signature added on attest page

Agreement Version : 1.7

* Date of Change : 2019-01-16
* Logs

o Draw signature image added on attest page

Agreement Version : 1.8

» Date of Change : 2019-02-01
* Logs

o Message Sent for viewed event added in auditlog.json
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Agreement Version : 1.9

» Date of Change : 2019-04-04
* Logs

o Agreement locale added for agreement created event in auditlog.json

Agreement Version : 1.10

* Date of Change : 2019-05-16
* Logs

- Enable rendering of txt files on visual part of the PDF.

Agreement Version : 1.11

* Date of Change : 2019-05-14
* Logs

o Agreement expire on changed event added in auditlog.json

Agreement Version : 1.12

* Date of Change : 2020-04-20
* Logs

o Localized signing method display text on attest page & in auditlog.json

Agreement Version : 1.13

» Date of Change : 2020-10-22
* Logs

o Finnish EID is introduced

Agreement Version : 1.14

* Date of Change : 2021-08-03
* Logs

o TBS explanation is extended
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Agreement Version : 1.15

* Date of Change : 2021-11-07
* Logs
o Norwegian BankID signing documentation is updated

> Norwegian BankID signing by the means of authentication is introduced

Agreement Version : 1.16

» Date of Change : 2022-04-30
* Logs

o Danish signing using MitID is introduced

Agreement Version : 1.17

* Date of Change : 2022-07-15
* Logs
o Watermark logo removed

o Verification page logo changed

Agreement Version : 1.18

* Date of Change : 2023-10-02
* Logs

o Qualified electronic signing using Swisscom Mobile ID is introduced

Agreement Version : 1.19

* Date of Change : 2024-04-17
* Logs
o Watermark logo added

o Verification page logo changed

Reference Documentation
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Document name

Overview

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker
Swisscom AIS
Swisscom SRS

Cryptographic Message Syntax

Description

Gives an overview of the Egreement agreement
function and links to the other documents.

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3
All-in Signing Service Reference Guide, v2.15
Integration Guide Smart Registration Service, v1.8

https://www.ietf.org/rfc/rfc2630
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Purpose

The purpose of this document is to provide deep knowledge of the signature process making it possible
to verify the signatures of agreements signed using the Egreement service.

Overview

This document describes how Egreement handles the signature process, from how to make all
agreement files tamper-proof, to how each Electronic ID (EID) provider implements its signatures.

System

For the agreement signatures to be trustworthy, it is important that a stable and high-quality system
protects the signing process.

All parts providing evidence for the signature, such as hardware, operating system and software, have
to be trusted.

Hardware

Egreement’s signature software runs on a virtualized hardware platform. It is hosted in a data center
with high availability requirements, used by large banks and e-commerce companies.

Software

For a signature to be trusted, it is important that the timestamp can be reliable. Timestamps are used to
show when certain events occur and are an important evidence when validating an agreement.

The platform synchronizes its time over the standardized Network Time Protocol (NTP).

Electronic Signatures

An electronic signature is any electronic means that indicates that a person consents to the contents of
an electronic message. In the EU the eIDAS legislation regulate and defines three levels of such
signatures:

» Simple Electronic Signatures

» Advanced Electronic Signatures

* Qualified Electronic Signatures

These signatures are created using an electronic identity that has a certain security Level of Assurance





(LOA) also defined by eIDAS. The LOA describes the degree of confidence the identity was issued,
taking into account the enrollment process as well as protection of the authentication needed to use
the identity.

* Low - For example self-registration.
» Substantial - Providing and verifying identity information in a structured way.

* High - For example a requirement to have a physical meeting before issuing an identity.

Simple Electronic Signature (SES)

* Basic electronic signature with low assurance.
» Typically equivalent to a handwritten signature.

* Minimal identity verification required.

Is defined as "data in electronic form which is attached to or logically associated with other data in
electronic form and which is used by the signatory to sign".

Supported methods

* Draw Signature - A handwritten signature drawn on a digital canvas.

API Signature - A signature created by consuming the web service exposed by Egreement AB.

MitID low - Danish MitID on LOA level low

* Click Signature - A signature created by personalized link.

Advanced Electronic Signature (AES)

* is uniquely tied to the signatory,
* uniquely linked to and capable of identifying the signatory
* created in a way that allows the signatory to retain control

* linked to the document in a way that any subsequent change of the data is detectable.

Electronic signatures are usually based on PKI, such as the Swedish BankID and Norwegian BankID.

Supported methods

» Swedish BankID

* Norwegian BankID

* Finnish strong identification

* Danish MitID - MitID on LOA level substantial

» SMS Signature - A signature created by responding to an SMS with context specific content.





* Email Signature with OneTimePassword - A signature created by One Time Password (OTP) based
email service.

Qualified Electronic Signature (QES)

A qualified electronic signature is an advanced electronic signature which is additionally:

Highest Level of Assurance and trust.

created by a qualified signature creation device (QSCD)
* Requires a qualified digital certificate from a qualified trust service provider.
* Legal equivalence to a handwritten signature in many jurisdictions.
Supported methods

Electronic signatures based on PKI where the signature is the highest level of electronic signature
under eIDAS, providing the utmost trust, legal equivalence to handwritten signatures.

e Swisscom Mobile ID

Cryptography

Cryptography is a central part of many signature solutions, for example to provide tamper-proof
agreement files.

The following chapters introduce some concepts needed to understand cryptography based signatures.

Cryptographic Hash Functions

A cryptographic hash function is any function that can be used to map data of arbitrary size to data of
fixed size where it is practically impossible to find two pieces of input that produces the same hash
value. It is a one way transformation that produces the same result every time. The result is called a
hash and since it is a one way function, it is not possible to re-create the input behind a hash.

Examples on hash functions are:

* SHA.2
* RIPEMD
* Whirlpool

Asymmetric Encryption

In cryptography, two types of encryptions are most commonly used, symmetric and asymmetric





encryption. The difference between them is that the symmetric encryption uses one single key for both
encryption and decryption, while asymmetric uses one key for encryption and another for decryption.
The fact that there are two keys can also be used for creating signatures and serves as a base for many
types of EID. The EID solutions usually use the asymmetric encryption in a Public Key Infrastructure
(PKD).

Asymmetric encryption make use of keypairs that if a text is encrypted using one of the keys, the only
key that can decrypt the crypto text is the other key belonging to the pair. One key is private and
should not be shared with anyone, the other is public and is used to verify signatures created with the
private key.

Examples on asymmetric keys are:

* RSA
* DSA

Digital Signatures

When signing using asymmetric keys, the signature result is called a raw signature and is just a binary
blob of a specific size, without any information at all. In order for the signature to be used in a
distributed environment, there is a need to add information on who signed the blob, what was signed
and so on.

The combination of metadata and the raw signature is called a digital signature. Some information is
optional:

« Signature time

X.509 Signature Certificate

X.509 CA Certificates (who issued the X.509 Signature Certificate)
 Signature text (TBS)

* Hash algorithms used

 Signature algorithm used

* The raw signature
Examples on digital signature formats are:

* CadES/CMS/PKCS#7
* XAdES

Signing

To sign an agreement a number of actions need to be executed:





* Create text representation of agreement

* Create digital signature

Create text representation

For advanced electronic signatures, where the agreement contents is logically tied to the created
signature, the text needs to be prepared in order to suit the signing method used. The textual
representation of an agreement is also called To Be Signed, or TBS for short. The TBS is the actual text
that is to be digitally signed. For the whole agreement to be tamper-proof, the agreement metadata
with all agreement files needs to be signed. Digital signature clients have limitations on the size of TBS.
It is not possible to sign the actual agreements, since there is a risk that the agreement files are too
large. Therefore cryptographic hash functions are used to reduce the size of the agreement files and
create a representation of it.

For non-advanced signatures, where the agreement contents is not directly tied to the signature, the
above preparation is normally not needed.

Digital signature clients allow us to send two different types of TBS. They are:

* Visible TBS
* Hidden TBS - Swedish BankID only

Visible TBS

TBS text that is exposed to the signatories by the digital signature clients. General information about
the Agreement is supplied to digital signature clients as a visible TBS. As the TBS will be different
between signing clients and also have different localizations it will be saved together with the digital
signature. In cases where hidden TBS is not supported, the visible TBS will contain information that
otherwise would be in the hidden TBS. Where the TBS has length restrictions due to technical reasons,
the hash may be base64 encoded (trailing = characters being omitted) and the hash may be calculated
as if the ordered agreement files were a single file.

Example

I sign: "Employment ACME Inc"
Egreement ID: 2394857302
Date: 26/04/2016

Hidden TBS

TBS text that is hidden from the signatories by the digital signature clients. Agreement content is
reduced to fewer characters using cryptographic hash functions is supplied to digital signature clients
as a hidden TBS. This is currently only supported for Swedish BankID.





Example

Content:

"Contract"
1103 b497 984e 433c 38d4 fdef 775 33ad Ocef 8cB7 9995 5b37 7c8e eddf 66f7 de73

"Codes of conduct"
2c¢f9 688d c483 2085 1f12 6120 9001 58b2 ab2e 62b1 afd5 acch ebbb 5134 c7a4 90f2

Create Digital Signature

For advanced electronic signatures, the cryptographic signature is created by applying the private key
from an asymmetric key pair on a dataset that previously has been hashed. In this context, the dataset
is the TBS. Different EID providers handles digital signatures in different ways, Signature Methods
describes all methods supported.

For non-advanced signatures, signature creation will vary depending on the method.

Signature Methods

Currently, the following signing methods are supported:

» Swedish BankID (advanced electronic signature)

* Norwegian BankID (advanced electronic signature and authentication)
* Finnish strong identification

* Danish MitID

» Swisscom Mobile ID (qualified electronic signature)

* Draw Signature

* API Signature

* SMS Signature

* Email Signature with OneTimePassword

* Click Signature

These are described in detail below.





Swedish BankID

Swedish BankID is the largest EID provider in Sweden run by Finansiell ID-Teknik BID AB which is
owned by a number of large swedish banks.

It is a PKI based solution with support for file based tokens as well as smart cards, supported on a
number of platforms for desktop and mobile.

Signature format

The BanKkID client produces an XML Digital Signature as specified in BankID Signature profile.

Audit log

Each signature transaction provides information used in user interface and audit logging:

* personNr - In the form of a Swedish personal identity number.
* personSurname - Surname in capital letters.

* personGivenName - Given name in capital letters.

* startDate - Date when signing was started.

* signatureMethod - Will be bankid or bankid-otherunit.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed, base64 encoded.

* tbsHidden - Hidden data being signed, base64 encoded.

How to validate
Validate the signature according to BankID Signature profile.
Output from validation to provide to Signee Validation in Container Format is:

» User attributes of the first certificate of the XML element KeyInfo with ID bidKeyInfo in the
signature.

» Hashed TBS.
* TBS Hash algorithm.

Norwegian BankID - advanced electronic signature

Norwegian BankID is the largest EID provider in Norway run by BankID Norway AS.

It is a PKI based solution that uses a one time password in combination with a personal password,





supported on a number of platforms for desktop and mobile.

Signature format

The BankID client produces a detached PKCS#7/CMS signature as specified in Cryptographic Message
Syntax, where the detached data being signed is the TBS.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.

* personGivenName - Given name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

* signatureAction - Will be signature.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed in the detached PKCS#7 signature, base64 encoded.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:

» User Attributes of the signer certificate in the element SignedData certificates in the PKCS #7
signature.

 Hashed TBS

* Hash algorithm

Norwegian BankID - authentication

Authentication based signing is also provided by the means of Norwegian BankID.





Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.

* personGivenName - Given name.

 personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

* signatureAction - Will be authentication.

* transactionld - Transaction ID from backend system.

How to validate

As an authentication alone does not digitally sign the agreement content, the person details such as
given name, surname and date of birth must be compared with the requested signee.

Finnish strong identification

Strong identification broker services are provided by Telia Finland for banks and mobile operators in
the Finnish Trust Network ("FTN").

Identity format
Telia produces a signed JWT which contains information about the person.

Table 1. Signed Attributes

Attribute Name Attribute Value

urn:oid:1.2.246.21 Social security number / personal identity code /
HeTu - henkil6tunnus

urn:0id:2.16.840.1.113730.3.1.241 Full name

urn:oid:2.5.4.4 Surname

urn:oid:1.2.246.575.1.14 Given name

More information can be found in Telia Tunnistus.





Audit log
Each signature transaction provides information used in user interface and audit logging:

* personNr - Finnish personal identity code.

* personSurname - Surname

* personGivenName - Given name

* startDate - Date when signing was started.

* signatureMethod - Will be eid-fi.

* transactionld - Transaction ID from backend system.

* signature - Signed JWT (from Telia).

publicKey - Public key (JWK) for the signed JWT (from Telia).

How to validate

The signed JWT can be verified using the public key.

Danish MitID

Danish MitID signing is utilizing Transaction Signing from Nets eID Broker.

Signature format

The signature flow for Danish MitID is performed as a text followed by end-user authentication, so
there is no signature produced. Thus a signature format does not exist.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Danish personal identity number.

* personName - Full name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be one of: mitid-low, mitid-substantial or mitid-high.

o The method mitid-<LOA> specifies what Level of Assurance (LOA) that was requested when
initiating the signature.

* signatureAction - Will be authentication.

* transactionld - Transaction ID from backend system.
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* tbs - Data that was shown to user before authenticating, base64 encoded.

More information can be found in Danish MitID.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. In case of dispute, contact the EID provider, Nets, to validate the
entries in the audit log.

Swisscom Mobile ID

Swisscom Mobile ID is a qualified electronic signature method provided by Swisscom Trust Services.

It is a PKI based solution that uses a smartphone application to authenticate signees. After successful
authentication a short lived certificate is issued that is used to produce a Qualified Electronic
Signature.

Signature format

Swisscom Trust Services produces a detached CMS signature as specified in Cryptographic Message
Syntax, where the detached data being signed is the tbsHidden and message is the message shown to
the user in the Mobile ID client.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no used to trigger the signee’s authentication of the signature.

* personName - Full name.

* personSurname - Surname.

* personGivenName - Given name.

* personSerialNumber - Swisscom evidenceld.

* startDate - Date when signing was started.

* signatureMethod - Will be swisscom-qes.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* message - Message shown in the Mobile ID client when user approves the signature, base64
encoded.

 tbsHidden - Data signed in the detached CMS signature, base64 encoded.

11





More information can be found in Swisscom AIS and Swisscom SRS.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:

 User Attributes of the signer certificate in the element SignedData certificates in the CMS signature.
* Hashed TBS

* Hash algorithm

Draw Signature

The draw signature signing method is an electronic counterpart to traditional handwritten signatures.
Using draw signature, the end user draws a signature on a web canvas. The signing method is not
classified as an advanced electronic signature in that it does not tie the user to the contents signed and
does not identify this signatory. Yet, the method can be suitable in use cases where advanced electronic
signatures are not required.

Signature format

The signature is represented as an SVG/PNG image.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - In the form of a swedish personal number.

* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be draw-signature.

* signature - The SVG or PNG image, base64 encoded.

 signatureContentType - The content type of signature eg. image/svg, image/png.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. Also, as the case of traditional handwritten signatures where
there are no formal requirements placed, ocular comparison does not add to trustworthiness.

12





API Signature

The API Signature is an electronic signature which is done by consuming the web service exposed by
Egreement AB. Using API Signature, the end user signs the agreement by making a request to the web
service. Using this method, user can also send the timestamp of actual time when the sign event took
place. This signing method is not classified as an advanced electronic signature in that it does not tie
the user to the contents signed and does not identify this signatory. Yet, this method can be suitable in
use cases where advanced electronic signatures are not required.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - In the form of a swedish personal number.

e personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be api-signature.

* signedOn - Time at which the agreement was actually signed (stated by user)

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature.

SMS Signature

SMS Signature is an electronic signature created by responding to an SMS with context specific
content. The content of the SMS is One Time Password (OTP), a 6 digits number sent to the registered
mobile no of the signee. The Signee has to submit the OTP in order to sign the agreement. The OTP
Number is generated by TOTP algorithm by hashing the current time along with the agreement
information. OTP can be regenerated and verified by the same logic provided the given time &
agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no of the signee.
* timestamp - Date when signing was started.

» agreementName - Name of the agreeement.
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 signatureMethod - Will be sms-signature.
e OTP - One Time Password.
How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, mobile, timestamp).

HASHLG : Use SHA-256 algorithm to generate hash of the given input.

* hash (array): HASHLG( agreementName + mobile + timestamp)

random (function): hash[ ${param1} ] & ${param2} << ${param3}

otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Email Signature with OneTimePassword

Email signature with OneTimePassword is an electronic signature created by One Time Password(OTP)
based email service. The content of the Email is One Time Password (OTP), a 6 digits number sent to
the registered email address of the signee. The Signee has to submit the OTP in order to sign the
agreement. The OTP Number is generated by TOTP algorithm by hashing the current time along with
the agreement information. OTP can be regenerated and verified by the same logic, provided the given
time & agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.

* timestamp - Date when signing was started.

» agreementName - Name of the agreeement.

* signatureMethod - Will be email-signature.

¢ OTP - One Time Password.
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How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, email, timestamp).
* HASHLG : Use SHA-256 algorithm to generate hash of the given input.
* hash (array): HASHLG( agreementName + email + timestamp)
* random (function): hash[ ${param1} ] & ${param2} << ${param3}
* otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Click Signature

Click signature is an electronic signature created by using a personalized link. The personalized link
can be shared by email or directly in an integrated application. When the signee visits the link, it will
take him to the agreement review page where he can click the sign button to sign the agreement.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.
* timestamp - Date when signing was started.

* signatureMethod - Will be click-signature.

How to validate

Due to the nature of this signature , we can’t validate the authenticity of the signature. Signatories has
to keep the link secret.

Reference documentation
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Purpose

Agreements might need validation in case of disputes where one or more contracting parties renounce
that he or she intentionally signed the agreement. Since an agreement e-signed using Egreement’s
service is self-contained, tamper-proof and legally binding, validating the agreement can be enough to
settle legal disputes. This document describes all the steps needed to validate the agreement.

Overview

Validating an agreement is quite a complicated process requiring technical skills or software. The
agreement is stored as a PDF container where any proof of the validity of the agreement is contained
inside the actual container. The process spans from controlling the actual agreement content to
validating the Public Key Infrastructure (PKI) signature status.

The parts that should be validated and covered by this and other references documents are:

e Container validation
* Agreement content

* Retracing signature steps

Container Validation

Verify that the container is an agreement PDF container. See the "Container Content" chapter in
Container Format.

Agreement Content

Read and validate all parts of the agreement attached to the container. See "PDF Container" Container
Format how to locate all files of the agreement.

Retracing Signature Steps

The audit log is a list of entries holding all actions associated with the agreement, from creating the
agreement to the last signee signing the agreement. The list is sorted by the time each action was
logged.

Audit Log Validation Process

Validate each audit entry in the log according to the "How to validate" section of each specific audit
entry type chapter. The audit entry types are described in detail in Container Format, where each





entry type is described in a separate chapter.

If validation of one step fails or if the audit entry does not exist in Container Format, the agreement is
considered invalid.

If validation of an entry fails, it is important to analyze why before the agreement is discarded. It is
important to establish if the agreement is considered invalid because someone has tampered with it, or

if there are errors in the tools or in the documentation?
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